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VIA OVERNIGHT MAIL
Joseph Foster
Office of the Attorney General
33 Capitol Street
Concord, New Hampshire 03301

Re:

Incident Notification

Dear Sir or Madam:
We are writing on behalf of our client, Co lorado Bankers Life Insurance Company
(" CBLife"), to notify you of a security incident involving New Hampshire residents.
On June 14, 2018, CBLife completed the forensic aspect of its investigation of a data
security incident that involved a targeted phishing attack that compromised 6 cloud-based
employee email accounts at various times between the dates of March 28, 2018 and Apri l 13, 2018.
Upon discovery, CBLife secured the potentially affected employee email accounts, changed
account settings to enhance securi ty, and engaged a leading cyber security firm to assist with the
investigation. For one of these accounts, the investigation was ab le to determine the emails and
attachments that had been accessed by the unauthorized individual(s). For the remaining acco unts,
the investigation was unable to determine the scope of information that may have been accessed
or acquired by the individual(s). The investigation confirmed that CBLife ' s internal network and
systems were not affected .
CBLife then undertook a comprehensive review of the emai ls in the emp loyees' emai l
accounts and determined that an ema il or attachment contained certain information about some of
its emp loyees, producers, adv isors, and policyholders. This information varies among individ uals,
but includes names along with one or more of the fo llowing: Social Security number and financia l
acco unt number. On June 20, 2018, CBLife learned that there were New Hampshire res idents'
personal information in the email accounts. To date, CBLife is not aware of any misuse of the
information.
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Beginning on August 3, 2018, CBLife will mail notification letters to 125 New Hampshire
residents, in accordance with N.H. Rev. Stat. Ann. § 359-C:20, via United States Postal Service
First-Class mail, in substantially the same form as the enclosed letter. CBLife will be offering
eligible individuals a complimentary, one-year membership to a credit monitoring and identity
theft protection service through Trans Union®. CBLife has also notified law enforcement and will
continue to support any investigation.
To help prevent a similar incident from occurring in the future, CBLife is providing
additional extensive training to its employees regarding phishing emails and other cybersecurity
issues. In addition, CBLife has enhanced existing sec~rity measures by implementing multi-factor
authentication for email.
Please do not hesitate to contact me if you have any questions regarding this matter.

Sincerely,

Patrick H. Haggerty
Partner

Enclosure
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Return Mail Processing Center
P.O. Box 6336
Portland, OR 97228-6336
<<Mail ID>>
<<Name I>>
<<Name 2>>
<<Add ress I>>
<<Address 2>>
<<Address 3>>
<<Address 4>>
<<Address 5>>
<<City>><<State>><<Zip>>
<<Country>>

<<Date>>

Dear <<Name I>>:
Co lorado Ban kers Life Insurance Company ("CB Life") understands the importance of protecting the persona l
informat ion of its employees, producers, advisors, and policy holders. We are writing to inform yo u that we recently
identified and add ressed a security incident that may have involved your persona l informat ion. Th is not ice explains
the incident, meas ures we have taken, and some ste ps you can take in response.
What Happened : On June 20, 20 18, CBL ife completed its invest igation of a data security inc ident that involved
a targeted phish ing attack that comprom ised some of its employees' cloud- based email accounts at var ious times
between the dates ofMarch 28, 2018 and Apr il 13, 2018. Upon discove ry, we secured employee email accounts, cha nged
account setti ngs to e nhance security, and engaged a lead ing cybe r security fi rm to assist w ith the invest igation. CBLife
undertook a com prehensive rev iew of the email s a nd attachments in the acco unts . The invest igation confirmed that
CBLife's interna l network and systems were not affected .
<<Data Element Pa ragraph>>
What You Can Do: To date, CB Life is not aware of any misuse of the information or any other criminal act ivity as a
result of the phishing attack. However, we encourage yo u to remain vigilant by reviewing your account statements for
any unauthor ized activity. As a precaution, CBL ife has arranged for you to enroll in a complimentary, online cred it
monitor ing service (myTrueldentity) for one yea r provided by TransUn ion Interactive, a subsidiary ofTransUn ion®,
one of the three nat ionwide credit reporting compan ies. For more information on myTrueldentity, including
instructions on how to activate your complimentary one-year membersh ip, as well as some additional steps
you can take to p r otect your information, please see the page that follows this letter.
What We are Doing: We apo logize for any concern or inconvenience this incident may cause. To he lp prevent
a similar incident from occurring in the future, we have provided extensive tra ining to our employees regarding
phishing emails a nd other cybersecurity issues. In addi tion, we enhanced existing security meas ures by im plementing
multi -factor authenticat ion for ema iI.
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For More Information: If you have questions about this matter, please call 866-778-1149, Monday through Friday
between 9:00 am and 9:00 pm Eastern Time.

Sincerely,

Jeffrey L. Levin
President, Colorado Bankers Life Insurance Company
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MYTRUEIDENTITY ENROLLMENT INSTRUCTIONS
To enroll in this service, ao to the myTrueidentity website at www.mytrueidentity.com and in the space referenced
as " Enter Activation Code", enter the following 12-letter Activation Code <<Insert Unique 12- letter Activation
Code>> and follow the three steps to receive your credit monitoring service online within minutes.
If you do not have access to the Internet and wish to enroll in a similar offline, paper based, credit monitoring service,
via U.S. Mail delivery, please call the TransUnion Fraud Response Services toll-free hotline at 1-855-288-5422. When
prompted, enter the following 6-digit telephone pass code <<Insert static 6-digitTelephone Pass Code>> and follow
the steps to enroll in the offline credit monitoring service, add an initial fraud alert to your credit file, or to speak to a
TransUnion representative if you believe you may be a victim of identity theft.
You can sign up for the on line or offline credit monitoring serv ice anytime between now and <<Insert Date>>. Due
to privacy laws, we cannot register you directly. Please note that credit monitoring services might not be available for
individuals who do not have a credit file with TransUnion, or an address in the United States (or its territories) and a
valid Social Security number. Enrolling in this service will not affect your credit score.
Once you are enroll ed, you will be able to obtain one year of unlimited access to your Trans Union credit report and
credit score. The daily credit monitoring service w ill notify you if there are any critical changes to your credit file
at TransUnion, including fraud alerts, new inquiries, new accounts, new public records, late payments, change of
address and more. The service also includes access to an identity restoration program that provides assistance in
the event that your identity is compromised to help you restore your identity and up to $1,000,000 in identity theft
insurance with no deductible. (Policy limitations and exclusions may apply.)

MORE WAYS TO PROTECT YOURSELF
Even if you choose not to take advantage of this free credit monitoring, we recommend that you remain vigilant
for incidents of fraud or identity theft by reviewing your account statements and free credit reports for any
unauthorized activity. You may obtain a copy of you r credit report, free of charge, once every 12 months from
each of the three nationwide credit reporting companies. To order your annual free credit report, please visit
www.annualcreditreport.com or call toll free at 1-877-322-8228. Contact information for the three nationwide
credit reporting companies is as fo llows:

Equifax, PO Box 740241 , Atlanta, GA 30374, www.equifax.com, 1-800-685-1111
Experian, PO Box 2002, Allen , TX 75013, www.experian.com, 1-888-397-3742
TransUnion , PO Box 2000, Chester, PA 19016, www.transunion.com, 1-800-916-8800
If you believe you are the victim of identity theft or have reason to believe your personal information has been
misused , you should immediately contact the Federal Trade Commission and/or the Attorney General's office in your
state. You can obtain information from these sources about steps an individual can take to avoid identity theft as well
as information about fraud alerts and security freezes. You should also contact your local law enforcement authorities
and file a police report. Obtain a copy of the police report in case you are asked to provide copies to creditors to
correct your records . Contact information for the Federal Trade Commission is as follows:

Federal Trade Commission, Consumer Response Center, 600 Pennsylvania Avenue, NW Washington, DC
20580, www.ftc.gov/idtheft, 1-877-IDTHEFT (438-4338).
If you are a resident of Maryland or North Carolina, you may contact and obtain information from your state
attorney general at:

Maryland Attorney General 's Office, 200 St. Paul Place, Baltimore, MD 21202
www.oag.state.md.us, 1-888-743-0023 (toll free when cal ling within Maryland)
l-410-576-6300 (fo[ calls originating outside Maryland)

North Carolina Attorney General 's Office, 9001 Mail Service Center, Raleigh , NC 27699, www.ncdoj.gov,
1-919-716-6400 or toll free at 1-877-566-7226
If you are a resident of West Virginia, you have the right to ask that nationwide consumer reporting agencies place
"fraud alerts" in your file to let potential creditors and others know that you may be a victim of identity theft, as
described above. You also have a right to place a security freeze on your credit report, as described above.
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Fraud Alerts: There are two types of fraud alerts you can place on your credit report to put your creditors on notice
that you may be a victim of fraud- an initial alert and an extended alert. You may ask that an initial fraud alert be
placed on your credit report if you suspect you have been, or are about to be, a victim of identity theft. An initial fraud
alert stays on your credit report for at least 90 days. You may have an extended alert placed on your credit report if
you have already been a victim of identity theft with the appropriate documentary proof. An extended fraud alert
stays on your credit report for seven years. You can place a fraud alert on your credit report by contacting any of the
three national credit reporting agencies.
Credit Freezes: You may have the right to put a credit freeze, also known as a security freeze, on your credit file,
so that no new credit can be opened in your name without the use of a PIN number that is issued to you when you
initiate a freeze. A credit freeze is designed to prevent potential credit grantors from accessing your credit report
without your consent. If you place a credit freeze, potential creditors and other third parties will not be able to get
access to yo ur credit report unless you temporarily lift the freeze. Therefore, using a credit freeze may delay your
ability to obtain credit. In addition, yo u may incur fees to place, lift and/or remove a credit freeze. Credit freeze laws
vary from state to state. The cost of placing, temporarily lifting, and removing a credit freeze also varies by state,
generally $5 to $20 per action at each credit reporting company. Unlike a fraud alert, you must separately pl ace a
credit freeze on your credit file at each credit reporting company. Since the instructions for how to establish a credit
freeze differ from state to state, please contact the three major credit reporting companies as specified below to find
out more information.
To place a security freeze on your credit report, you must send a written request to each of the three major reporting
agencies by regular, certified, or overnight mail at the addresses below:

Equifax Security Freeze, PO Box 105788, Atlanta, GA 30348, www.equifax.com
Experian Security Freeze, PO Box 9554, Allen, TX 75013, www.experian.com
Trans Union Security Freeze, PO Box 2000, Chester, PA 19016, www.transunion.com
In order to request a security freeze, you will need to provide the following information :
1. Your full name (including middle initial as well as Jr., Sr., II, III, etc.)
2. Social Security number
3. Date of birth
4. If you have moved in the past five (5) years, provide the addresses where you have I ived over the prior five
years
5. Proof of current address such as a current utility bill or telephone bi 11
6. A legible photocopy of a government issued identification card (state driver's license or ID card , military
identification, etc.)
7. If you are a victim of identity theft, include a copy of the police report, investigative report, or complaint to
a law enforcement agency concerning identity theft
The credit reporting agencies have three (3) business days after receiving yo ur request to place a security freeze on
your credit report. The credit bureaus must also send written confirmation to you within five (5) business days and
provide you with a unique personal identification number ("PIN") or password or both that can be used by you to
authorize the removal or lifting of the security freeze.
To lift the security freeze in order to allow a specific e ntity or individual access to yo ur credit report, yo u must call
or send a written request to the credit reporting agencies by mail and include proper identificat ion (name, address
and Social Security number) and the PIN number or password provided to you when you placed the security freeze a~
well as the identity of those entities or individuals you would like to receive your credit report or the specific period
oftirne you want the credit report available. The credit reporting agencies have three (3) business days after receiving
your request to lift the security freeze for those identified entities or for the specified period of time.
To remove the security freeze, you must send a written request to each of the three credit bureaus by mail and include
proper identification (name, address, and Social Security number) and the PlN number or password provided to you
when yo u placed the security freeze. The credit bureaus have three (3) business days after receiving you r req uest to
remove the security freeze.
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