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 April 2, 2024  

BY EMAIL 

Office of the New Hampshire Attorney  
General Consumer Protection & Antitrust Bureau  
33 Capitol Street  
Concord, NH 03301  
DOJ-CPB@doj.nh.gov 

To Whom It May Concern: 
    

I am writing on behalf of our client, City of Hope, a cancer treatment and research 
organization, to inform you of a data security incident involving the personal information of 
residents of New Hampshire.   

On or about October 13, 2023, City of Hope became aware of suspicious activity on a 
subset of its systems and immediately instituted mitigation measures to minimize and contain any 
disruption to its operations.  City of Hope also launched an investigation into the nature and scope 
of the incident and affected data with the assistance of a leading cybersecurity firm, and determined 
that an unauthorized third party accessed a subset of its systems and obtained copies of some files. 
City of Hope also reported the incident to law enforcement.  On December 14, 2023, City of Hope 
provided initial notice of the cybersecurity incident to potentially affected data subjects that could 
be readily notified via email without regard to the data subjects’ state of residency.  On March 25, 
2024, City of Hope identified individuals whose personal information was impacted by this 
incident during a detailed, complex, and ongoing review of relevant data.   

 
While there is no indication of any identity theft or fraud occurring as a result of this 

incident, City of Hope determined that personal information identified may have included  
 
 
 

  The investigation remains ongoing.   

While the investigation is ongoing, City of Hope is providing prompt notice to 
approximately 181 residents of New Hampshire whose information of the types listed above was 
contained in the City of Hope’s systems prior to remediation.  City of Hope also is offering notice 
recipients the opportunity to enroll in  of complimentary credit monitoring services.   
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Upon discovery of this incident, City of Hope immediately instituted mitigation measures.  
It then promptly implemented additional and enhanced safeguards and enlisted the support of a 
leading cybersecurity firm to enhance the security of its network, systems, and data.   

Attached is a sample of the letter that City of Hope is providing to New Hampshire 
residents.  Notice will be provided on a rolling basis by mail beginning on April 2, 2024 to 
individuals whose addresses are available.  Notice also will be made via media notice and and 
website posting on the City of Hope website at 

.  

Please do not hesitate to contact me if you have any questions.   

 Sincerely, 
 
/s/ James T. Kitchen 
 
James T. Kitchen 
 

Encl. 



Notice of Data Breach

Dear <<first_name>> <<middle_name>> <<last_name>> <<suffix>>:

City of Hope is committed to providing the highest standard of patient care, as well as protecting the privacy and 
confidentiality of your information. This notice concerns an incident in which an unauthorized third party accessed some 
of City of Hope’s systems and copied files, including some that may have contained your information.

While there is no indication of any identity theft or fraud occurring as a result of this incident, we want to let you know what 
happened, and the steps that we have taken in response. This letter explains what happened, our response, and steps 
you can take to protect your information.

What Happened?
On or about October 13, 2023, City of Hope became aware of suspicious activity on a subset of its systems and immediately 
instituted mitigation measures to minimize any disruption to its operations. City of Hope launched an investigation into 
the nature and scope of the incident with the assistance of a leading cybersecurity firm, which determined that an 
unauthorized third party accessed a subset of our systems and obtained copies of some files between September 19, 
2023, and October 12, 2023. City of Hope has undertaken a detailed review of the copied files to determine the incident’s 
impact and has determined that some of these files may have contained your information.

What Information Is Involved?
While the investigation remains ongoing, the impacted personal information identified thus far varies by individual but 
may have included  

 

to associate individuals with City of Hope (e.g., medical record number).

What We Are Doing
Upon discovery of this incident, City of Hope immediately instituted mitigation measures. We then promptly implemented 
additional and enhanced safeguards and enlisted the support of a leading cybersecurity firm to enhance the security of 
our network, systems, and data. We also launched a comprehensive investigation, identified individuals who may have 
been affected, reported the incident to law enforcement, and notified regulatory bodies.

What You Can Do
We encourage you to remain vigilant to protect against potential fraud and identity theft by reviewing your account 
statements, monitoring your credit reports, and notifying your financial institutions of any potential suspicious activity.

We have secured the services of Kroll to provide identity monitoring at no cost to you for . Kroll is a global 
leader in risk mitigation and response, and their team has extensive experience helping people who have sustained 
an unintentional exposure of confidential data. Your identity monitoring services include Credit Monitoring, Fraud 
Consultation, and Identity Theft Restoration.

Visit https://enroll.krollmonitoring.com to activate and take advantage of your identity monitoring services.
You have until <<b2b_text_6 (activation date)>> to activate your identity monitoring services.
Membership Number: <<Membership Number s_n>>

<<first_name>> <<middle_name>> <<last_name>> <<suffix>>
<<address_1>>
<<address_2>>
<<city>>, <<state_province>> <<postal_code>>
<<country>>

<<Date>> (Format: Month Day, Year)

ELN-21573



For more information about Kroll and your identity monitoring services, you can visit info.krollmonitoring.com. Additional 
information describing these available services is included with this letter.

Please review the “Additional Resources” section included with this letter. This section describes additional steps you can 
take to help protect your information, including recommendations by the Federal Trade Commission regarding identity 
theft protection and details on how to place a fraud alert or a security freeze on your credit file.

For More Information
We greatly value our relationship and the trust you place in us and are deeply sorry for any concern this incident may 
cause. If you have questions, please call the dedicated call center at 1-866-495-8913, Monday through Friday from  
8:00 a.m. to 5:30 p.m. Central Time, excluding major U.S. holidays. Please have your Membership Number ready. You 
can also visit https://www.cityofhope.org/notice-of-data-security-incident for more information.

Sincerely,

Angela M. Alton
Chief Privacy Officer





Federal Trade Commission and State Attorneys General Offices. If you believe you are the victim of identity theft 
or have reason to believe your personal information has been misused, you should immediately contact the Federal 
Trade Commission and/or the Attorney General’s office in your home state. You may also contact these agencies for 
information on how to prevent or minimize the risks of identity theft.

You may contact the Federal Trade Commission, Consumer Response Center, 600 Pennsylvania Avenue, NW, 
Washington, DC 20580, www.ftc.gov/bcp/edu/microsites/idtheft/, 1-877- IDTHEFT (438-4338).

For Connecticut residents. You may contact the Connecticut Office of the Attorney General, 165 Capitol Avenue, 
Hartford, CT 06106, 1-860-808-5318, www.ct.gov/ag.

For Iowa residents. You may report suspected identity theft to law enforcement or to the Iowa Office of the Attorney 
General, Consumer Protection Division, Hoover State Office Building, 1305 E. Walnut Street, Des Moines, Iowa  
50319-0106, 1-515-281-5926, www.iowaattorneygeneral.gov/for-consumers.

For Maryland residents. You may contact the Maryland Office of the Attorney General, Consumer Protection Division, 
200 St. Paul Place, Baltimore, MD 21202, 1-888-743-0023, www.marylandattorneygeneral.gov/.

For Massachusetts residents. You have the right to obtain a police report relating to this incident. You may 
contact the Massachusetts Office of the Attorney General, 1 Ashburton Place, Boston, MA 02108, 1-617-727-8400,  
www.mass.gov/ago/contact-us.html.

For North Carolina residents. You may contact the North Carolina Office of the Attorney General, Consumer Protection 
Division, 9001 Mail Service Center, Raleigh, NC 27699-9001, 1-877-566-7226, www.ncdoj.gov.

For New York residents. You may contact the New York Office of the Attorney General, The Capitol, Albany, NY  
12224-0341, 1-800-771-7755, https://ag.ny.gov/.

For Oregon residents. You may report suspected identity theft to law enforcement and the Oregon Office of the 
Attorney General, Consumer Protection Division, 1162 Court Street NE, Salem, OR 97301-4096, 1-877-877-9392,  
www.doj.state.or.us/consumer-protection/id-theft-data-breaches/data-breaches.

For Rhode Island residents. You have the right to obtain a police report relating to this incident, and if you are a victim 
of identity theft, you also have the right to file a police report and obtain a copy of it. You may contact the Rhode Island 
Office of the Attorney General, 150 South Main Street, Providence, RI 02903, 1-401-274-4400, www.riag.ri.gov.




