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Hogan Lovells US LLP
Columbia Square
356 Thirteenth Sticel, NW

HO gan Washington, DC 20004

T #1202 §37 5600

LOV@HS;: F +1202 §37 5910

www.hoganlovealls.com

November 15, 2017

By facsimile: 603-271-2110

New Hampshire Attorney General's Office
33 Capitol St.

Concord, NH 03301

Ra! Incident Notification

To Whom It May Concern:

{ am writing to update you that approximately eighteen New Hampshire residents have been notifieqd
as a result of the Cheddar's, in¢. data breach.

Please feel free 0 contact me if you have any questions or require additional information.

Sincerely,

Charlie Wood

Associate
charlie.wood@hoganlovells.com
D +1 202 637 8832
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Milan Minneapoiis Monlwezy Moscow  Munich  Naw Yook Nomnetn Vitginia Fans Perlh Phiknteiphin  Rio ge Janairo Rome San Fracanen - 8o Paule  Shanghar
Siicon Valley Singipore: - Sydnoy  Tokyo  Ulasnbeatar Warsaw  Washington UC  Assucinted officas: Budapest Jakarta Shanghai FTZ  Zagreb. Dusiness Servica
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Cheddars

C/O D Experls _
PO Rox 10444 To Enroll, Please Call:
Dwblin, Ohio 43017-4044

866-680-8659

<<RirstName>> <<l.agaName>> Or Visit
“<<Address1Z><<Address2=> , _
<<Cityt, <eState>> << ip=> Www.idexpettscorn,com/profect

Eergllment Code: IXXXXXX XX

<<PDate>>
Dear <<FirstName>>= << astNames->,

Carly on July 21, 2017, there was a break-in at locked corporate facility for Cheddi's Scratch Kitchen in Texas that
resulted in the thefl of several laptops and a hard drive containing personal some team members' personial information and
very limited guest information, The incident was promptly reported to the police and their investigation is onpoing,

What Information Was Involved

While the investigation continues, our current understanding is that the personal information that may have been involved
in the incident likely includes your Social Sceurity number; contacl information, such as your name, address, crrrail
address, and telephone number; other employment-related information and limited guest intormation, if applicable. In
some ¢ases, a photocopy of your ID may have been included. We regret that your personal information may be affected.

What We Are Doing

Upon learing ol the ingidenl, we immediately contacted law enforcement, and we are cooperating in the investigation of
this illegal activity. In addition. we are taking, sleps Lo review security practices in order W help prevent this type of
incident from occurring again. Privacy and security are responsibilities that we take seriously,

What You Can Dy

To help protect youL we are offering identity theft proteetion scrvices through 1D Expetts® 1o provide you with
MyIDCare™ at no ecost & you, The following Myl DCare'™ identity protection scrvices are available as of the dule of this
notice, and you have until [Enrotiment Deadling] to sign up for a 12-month membership.

s 11D Experts Credit Mor™-~'ng: This service includes monitoring through Experiun credit burcsu for changes to
your credit file such as new credit inquires, new accounts opened, delinquent paymcnts, improvements in the
member’s credil report, bankrupleies, court judgments and tax liens, new addresses, new cmployers. and other
activities that might affeel your ¢redit record.

e 1D Exp-~ Adentity ‘Thelt Insurance: 1dentity theft insurance will reimburse you for expenses associated with

restoring your identity should yon become a victin of identity theft. (f your identity is compromised, the policy
provides coverage for up o §1 million, with no deductible, from an A.M. Best “A-ratcd™ camrier, Coverage Is
subject to the terms, limits, and/ar exclusions of the policy.
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1D Experls Fully Manage ity Recovery: 1D tixperts’ tully-managed recovery service provides you with
recavery and restoration [or identity theft issues such as (but not limited (o) Account Creation, Crimninal 1D Theft,
Medical Fraud, Account Takeaver, Rental Application, Tax Fraud, Benetit Fraud, Online Auction Fraud and
Utility Creation. This service includes complete tringe processes if you report suspicious activity, a personally
assigned IDCare Specialist o fully manuge recovery and restoration for your case, and expert puidance provided
it you have questions about id theft and protective measures.

To enroll in the services, you will need to provide your personal information to 1) Experts, You may sign up online at
www.idexpertscorp,.com/protect or by calling 1D Experts a1 866-680-8659, Monday through Friday from & am - % pm
Fastera Time. You will need (o reference the enroliment code at the tp of this notice, when calling vr enrolling on the
website, so please do not discard this letter.

Onee you have completed your enroliment, you will reccive 4 welcome letter by email (or by mail if you do not provide
an email address when you sign up). The welcome letier will direct you to the exclusive 1D Experts' Member Websilg
where you will find other valuable educational informatian, Please nole that additional steps may be required by you in
order to activate monitoring options.

If you have enrolled with 1D Experts and identify o are alerted (o any suspicious items on your credit report, plcase
contact 1) Fxperts immediately by valling or by visiting the 11 Experts® Member Website and lile a theft report. 1f you
file a theft report with ID Experts, you will be contacted by a member of the Recovery Department who will help you
determine the cause of the suspicious items. [n the unlikely event that yon experience identity theft as a consequence of
this incident, you will be assigned an ID Experts Recovery Advocate who will work ont your behalf 1o identify, stop and
reverse the damage quickly.

Cven if you choose not to enroll in the services, we recommend that you remain vigilant and take steps to protect yourself
from identity thell by reviewing your account statements and by cheeking your credit repoit from one or more of the
national credit reparting agencics periodically. You are entitled to obtain a free annual credit report from each of the
nationwide credit reporting companics — Equifax, Experian, and TransUnion, Tao do so, please go to

www .annualcreditreport.com or call 1.877-322-8228. If you notice any suspicious activity, you shoutd promptly report
such activity w the proper law enforcement ageneies.

If you have a Social Secnrity number that was involved, we recommend that you pluce a fraud alert on your credit files.
You may add 4 fraud alert to your credit report file 10 make it more difficult for smneone to get credit in your name by
requiring creditors (o {follow certain procedures. It may also delay your ability to obtain credit, No one is allowed to place
a fraud alert on your credit report exeept you, so if you elect ta do so, please fullow the instructions below 10 place the
alert, To place a fraud alert on your file, comact ane of the three nationwide eredit reporting agencies: the first agency that
processes your fravd alert will nofify the others to do so as well. You may also add a security freeze to your eradit report
file to prohibit a credit reporting ageney from releasing information trom your credit report without your prior written
authorization, In some cases, ageneics may charge a fee to place or remove such a freezg,

Equifax Experian TransUnion
BO.525.6285 888.397.3742 £00.680.7289
P.0O. Box 740241 P.0O. Box 9532 Fraud Vietim Assistance Division
Atlanta, GA 30374 Allen, I'X 75013 P.O. Box 6790
www,cquifax.com WWW.experian.com Fullerton, CA 92834

WWw trangunion.com

When you receive your credit reports, review them carefully, Look for accounts or ereditor inquiries that you did not
initiate or do not recognize. Look for information, sneh as home address and Social Security number, that is not accurate,
If you sec anything you do not understand, call the credit reporting agency at the telephane number on the report, and
peomptly report gny suspicious activity or suspected identity thefl to the proper law enforcement authoritics, including
lacal law entorcement, your state’s altomey general and/or the Federal Trade Commission ("FTC™),
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You may contact the [TC or your state’s regulatory authority 1o obtain sdditional information aboul avoiding identity
thett.

Federal Trade Commission, Consumer Responye Center
600 Pennsylvania Avenue, NW, Washington, [3C 20580,
1-877-IDTHEFT (438-4338), www._fic.gov/idthef;

Maryland Residents
Office of the Attorney General ot Maryland, Consumer Protection Division 200 St. Paul Place Baltimore, MD
21202, www,gag.state.nd.us/Consumer, Telephone: 1-888-743.0023.

North Carolina Residents
Ottice of the Attorney General of North Carolina, 9001 Mail Service Center Raleigh, NC 27699-9001,
www.nedoj com/, Telephone; [-9]9-716-64040.

For More Iuformation

[f you have any questions, please contact us at 866-680-8659.

Sincerely,

Cheddar’s Scratch Kitchen




