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EIE Nelson Levine
de Luca & Hamilton ..

Focused on the Business of Insurance™

July 2, 2013

Attorney General Michael A. Delaney

Office of the New Hampshire Attorney General
Attn: Security Breach Notification

33 Capitol Street

Concord, NH 03301

Re: Champlain College — Supplemental Notice of Data Security Event
Dear Sir or Madam: |

We represent Champlain College (“College”), P.O. Box 670 Burlington, VT 05402-0670. On
May 31, 2013, we provided notice to your office of an incident potentially affecting the security
of one thousand and eleven (1,011) New Hampshire residents’ personal information. A copy of
our May 31, 2013 notice to you is attached to this letter as Exhibit A.

On June 7, 2013, the College’s investigation, as well as the investigation of the independent,
third-party computer forensic experts Kivu Consulting, Inc. identified an additional one hundred
and fifty-nine (159) New Hampshire residents whose name and Social Security number were
stored on the portable storage device. On or about July 5, 2013, the College will send these New
Hampshire residents written notice in substantially the same form as the sample notice attached
to this letter as Exhibit B. The College is offering each individual access to one (1) free year of
identity monitoring and restoration services. The College is also providing each individual with
information on how to protect against identity theft and fraud. The College is also
supplementing its notice of this incident to other state regulators and to the national consumer
reporting agencies.

Should you have any questions regarding this suppiemental notification or other aspects of the
data security event, please contact us at 215-358-5134.

Sincerel

Jennifer A Coughlin, Esquire
cc: Champlain College

Attachments

www.nldhlaw.com



EXHIBIT A



de Luca & Hamlltonm.

Focused on the Businesa of Insurance™

Jennifer A. Coughlin 518 Township Line Road
D: 215.358.5134 Suite 300
Jjeoughlin@nidhiaw.com Blue Bell, PA 19422
P:215.368.6100
F:215.368.5101

May 31, 2013

Attormey General Michael A. Delaney

Office of the New Hampshire Attorney General
Attn: Security Breach Notification

33 Capitol Street

Concord, NH 03301

Re: Champlsain College — Notice of Data Security Event
Dear Sir or Madam:

We represent Champlain College (“College™), P.O. Box 670 Burlington, VT 05402-0670, and
are writing to notify you of a data event that may have compromised the security of personal
information of one thousand and eleven (1,011) New Hampshire residents, The College’s
investigation into this event is ongoing, and this notice will be supplemented with any new
sxgniﬁcant facts learned subsequent to its submission. By providing this notice, the College does
not waive any rights or defenses regarding the applicability of New Hampshire law or personal
jurisdiction.

Nature of the Data Security Event

On or about March 18, 2013, the College discovered a portable storage device connected to an
unattended computer in a College computer lab. The College immediately commenced an
internal investigation to determine the contents of the drive. The College retained independent
forensic experts, Kivu Consulting, Inc. (“Kivu”), to assist in its investigation and in identifying
the contents of the portable storage device. The College retained privacy and data security legal
counsel to assist with its investigation of, and response to, this incident. These investigations are
ongoing; however, it appears that the portable storage device contained the name and Social
Security Number of certain College applicants and College students.

Notice to New Hampshire Residents

Although the investigations are ongoing, it appears that the personal information of one thousand
and eleven (1,011) New Hampshire residents was stored on the portable storage device. The



College is providing these New Hampshire residents with written notice of this incident on or
about May 31, 2013, in substantially the same form as the letter attached here as Exhtb&A

Other Steps Taken and To Be Taken

In addition to providing written notice of this incident to all affected individuals as described
above, the College posted notice of this incident and Frequently Asked Questions on its website.
Each affected individual is being offered access to one (1) free year of credit monitoring services
and identity restoration services. The College is also providing each individual with information
on how to protect againist identity theft and fraud. The College is providing written notice of this
incident to other state and international regulators, ‘and to the national consumer reporting

agengcies.
Contact Information

Should you have any questions regarding this notification or other aspects of the dats security
event, pleage contact us at 215-358-5134.
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CHAMPLAIN COLLEGE
Bulingion, Vermont 15403067
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‘May 31,2013

Dear,

Champlain Col 18 writing to inform you of a recent incident that affect the security of your personal
i foﬁd&tion. fg\}:gére uInawanlgc cg a:;ly athF_ ted ?(r acm;tllctlnisus% t%'nf %&m{iﬁ m?qtdtgan%n, i‘t with atg
undance of caution I am contacting you to make you aware of the inci and provi u with steps

monitor your l&:l‘m X ﬂnanc?gl aocouxgxtg: and credit, sxould you feel it is necessary to do so. ye

We » this matter, and the security of your personal information, very seriqusly and commyitted to
mug‘n'%ut‘h: sim&t‘i’on as_qu?c % astypossigl%.‘ e are wolﬁcfi‘%w lg'ake%re this MMe - not
happén a and that we live up fo the expectations you have of uts to safeguard your i tion,

In addiaion to launchinE our own internal investigation and remmincgt,in dent forensics experts, we

ve
privacy and dafa security legal counsel to assist with our investigation of, and response to, this inciggm.
¢ are also adopting additional data collection and transfer protocols.

Our goal is to be forthcoming with the truth and to arm you with resources to prevent potential iden
thqﬁ.go While we LTieVe the:’% is little likelihood that %om}" information wiIl%e n[:lxus% al; a mét &“&%
incident, we mtto bseég you saie%uard against identity theft. The remainder of this letter includes information
that is not intended to scare you, but instead arm you with resources and information that may be of assistance.
What happened?

On March 18, 2013, we discovered a lt)tortable storage device, used by the college’s information gystems
department, was madyertentg' left unattended in_anm on campus %ger lab. ~ We an an internal
investigation and a review of the contents and use of the tflmrmble storage device. We also retained indep:
forensics experts to assist with our investigation. Although this mves%ﬁmn 1S _cun ngoing, we've
discavered that the portable storage device contained ll(oqr name, Social Security number, a othenn rmation
provided by you to the college’s financial aid and adniissions offices during the application process.

(Vthat?can you do to protect your identity, financial accounts, and credit, should you feel it is necessary to
0 s0 :

rst, Champlain College has retained First Watch Technologies, Inc. to provide ith one (1) free of
ilgfgtftg; mon‘l?toring sengices. If 5?11 enroll, First Watch wi?lglr‘m_mitct)‘gl &o%sands g? u&hﬁs agu) hunm of

illions of records on_your behalf to look for suspicigus activity that could indicate the beginning steps of
lden%ty theft. If suspicious act,lvil% is found, First Watch will place a personal phone call to you (at _g::
tqlqta one % t you provide unn%elgolimmt) to dcte'nn&e if the suspicmp& afmn is ,fnrugulcm ., The
First Watch ID service also includes up to $25,000 of identity theft insurance with $0 deductible, along with
identity restoration coverage (certain limitations and exclusions may.apply).
'ﬁ{gu must enroll to receive these services. To enroll, go to http.//www firstwatchid.com and take the following
steps:

e Click on verification code on the upper right-hand comer of the First Watch ID homepage.
o Enter the appropriate information including your unique 12-digit verification code: .
The deadline to enroll in this service is August 29, 2013.

Second, under U.S. law, you are entitled to one free credit report annually from each of the three major credit
bureaus, To order your credit report, visit www.annualcr%%itreport.cgm or call, toll-free, l-87%—§%?8.
i to
€ O

You may also contact the three major credit bureaus directly to request a free ¢ ¥¥ ot;%'our credit rt. First
Watch provides you with easy accéss fWW this cxeé it bureau servic ests
that every four months you rptguest your ,re‘go m of ¢ three major credit bureaus. If you sign up,
First Watch provides you with an émail reminder service that notifies you évery four months to fequest your
report from the appropriate credit bureau.

CCAD201308
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Thk%’ddg at no e, you can &lso have the thiree credit b\neaus pslac a “ﬂ'aud alert” on ﬁom' ‘l-l;lowth‘t “ﬁt %}xge o

nient.tty prior to ¢ % e
mstmm t,'o urqstopro ou,ntma so yy& 1tytoo%n it
:fetts ‘on your tylg Shoul q;,o‘cl)noo ontg pl aqet a d ert, or yau ve any questi aote ¥ 5
pow:g mcg?et:et any one of the agencies listed below. Informatlon regarding security hﬁs avai
fﬁx Ex TransUnion
Atlints GA 30348 Al Tx 2813 B ox Uato2834
a en, n
R AT 888.397-3742 Pullertom, (43
WM Wew.experian.com mmnsmmmm
r%:ymé mfonnanon on how to plm a fraud alert or segunty freeze oft your cmdtt ﬁle

T s o By
Attomeys‘g&: en o ot cwd at Yoﬁm“‘?gfg::@m Ra Nc(Ir 27 9@%@“‘#&
mlﬁ2%%43‘% ts, the Attorney General can be contacted at 200 St. Paul Place, 16th Floor,

Finally, in addition to cnmllm in the one free year of 1dmtt monitoring services we are offering and suggestions
above, we encoura m vigilant, réview your account statements, and monitor your credxt reports for
suspicious or unaut nzed actmty

You can further educate yourself on identity theft and the steps you can tak tect yourself, incl
fraud alert or security cﬁmey on your c[rledtlyt fiﬁ:, by contactigsg%he Fedmle rademeom};mssmn "i‘lﬁ u%egegf Trade
Commission can be réac t:

I Sy

-1-866-653-4261

“ou believe g'on are a victim of attempted or actual identity theft or fraud, we encourage you to take the
ollowing steps:

o Close any accounts that have been tampered with or opened fraudulently.
¢ Filea police report and ask for a copy or your records.
o File a complaint with the Federal Trade Commission.
o File a complaint with your state Attorney General.
s  Write down the name of anyone you (o, what s/he told you, and the date of the conversation.
) Follow-up in writing with all contacts you've made about c i9) thcﬁ on the phone or in person, Use certified
mail, return recei trzqucstecﬁeur all correspondence re&
. Keep copies ot‘ nce or forms relating to the susplclous actw , identity tho: or frand.
o Keep the ongmals of supportmg documentation, such as police reports an Tetters to and from creditors; send
copies onl
e Keepold ty !es, even if you believe the problem is resolved.
e apologize for an nvemen or concem it this may have eaused u, We have established conﬁdenpal
e in Sisl ine, e with eqsxona s familiar wnth ﬁns incident txya?ned 1nl§adanmy and ¢ a{n}
restoratxon and amiliar with th 1s incident, for you to cal wxlgh any gues ons or thns cvcn
letter. This confidential line can be reached Monday through Friday, 9:00 a.m. to 7 6) 628~66

The situation does not ap, to be mahcwus, but still serves as a learning rtuni for Cha lain to better serve
its students, applicants anmn- parents. We are committed to getting this nghgggd kcc%mg yourtﬁﬁ'onnatwn safe.

VG ) e

David J. Provost
Vice ident of Finance and Administration
Charnplam College

i
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' PO #121844A

CHAMPLAIN COLLEGE

163 South Willard Street
Burlington, Vermont 05402-0670

l|||||||||m"|ullllll“p'l"ll'llllml'i||l||im|||||||n|l||

Parents or Guardians of
May 31, 2013
Dear Parent/Guardian of ;
Champl m Colle e is_writing to inform you of a recent incident that ma child's
3 vV"a?e“ pnaware oty any wd or actual misuse onnatim\.

gﬁlt‘so &tt‘l e o fdG m,L, cyouawmo
steps to mmﬁtor your cln entlty nancial acconn and credit, should you

We ¢ this matter und the seminty of your child’s person mformatton, very seri u? aidmt

n, situ ssible. We are w ¢ sure this not
happen agg:xh: and t we we up f‘{) gepe?:pectations you have of us to sateguard your child’s i ormatim
In additjo launch our own 1 tion and re mdgpen cs experis,
:g:g e % cou B;zfsto i%t thh our g:rne%n on o response {0, this incxggmt.
monal collec on and transfer protocols.

3"&‘%‘3 t?v B%cx coming with the truth and to arm 3{“? with resoume; to prqveuotenﬁd ide

e is httle elihood that your chi informftu
incident, we want toir you safeguar child ldentx ’Fl‘11 ?ﬁ fettcr cludes
information that is not intended to s%are yyo“gut arm you Vttylth resources and uon that mla];
assistance.
What happened?

March 18, 2013, we dnscovl:rﬁd a ble storage devncc, used by the coilege ‘% ]
¢

ent, was inadverten unattended i caimpus egar
%:n:s’n and a review of the contents anduseot‘&nc osstom e cc c i
rts oassmtwt our investigation, ; gcurre:x%y oing, wcve
rtab e storagc device couuuned your child’s name, ocial g number, ar
in om\atlon prow %y your child to the college’s findancial aid and admissions offices g the appli cauon

process.

What can you do to protect your child’s identity, financial accounts, and credit, should you feel it is
necessary to do se?

First Cham&ﬁm College has retained First Watch Toclmologl%s Inc to rovide ou with
' enroi din m?«m% monitg ng service product f‘or 1 mon at no cos yo
atch wu m mtar ands o data es an ?0%

Took for sinicods sy i . Lf
ound e l\&z;’u;lspitncms actmg'emo#au u en cﬁwl?%l :%i“““"tesgivxmoe gﬁm?nc ug;s‘;? you

etcxmme
identity the insurance coverage, wi 80 deducti le, along wrth identity restoration coverage
limitations and exclusions may apply).

A itmn Ily, First Watcl wm rovide ith access to its “Child Protect” tool. Child P :
y&ctllonrtgﬁr% ’°‘éh§‘{h' lglss :tumber is bein used Youwi %ﬂ
1c éfwm Identity Ris %’ you vea ows or

Protect Sc

1s md cat tha 1rst Watch did not detcct the use of your number. If you recelve a

score, ﬁ: Watch detected acmylty our c ‘s Soctal ecurity number will not. be
recor

order to receive these services, you must enroll your child. To do so, go to http;
nIct: the followr’lng steps: y y 8

¢ Click on verification code on the upper right-hand corner of the First Watch ID homepage; and
« Enter the appropriate irtformation including your unique 12-digit verification code: .

The deadline to enroll in this service is August 29, 2013.

CCMN201 305




d, U.S, | titled to obtain, £ 1d, t
frott s % Jol ST el R

“&?" visit oy Nesia b s'o l’otgl!lugﬁg‘s credat report. Fnrst&l rovidos you

!1',;{“ Heer ' por g ; ’ one of the three mg servwe, bureaus. suggtests l;::‘fzvow monﬁ Jou %‘ty
¢

me, you ugn«up, that notifies you every our rnonths to request your appropriate

Third, at ar, 50 have the three bureaus place a “fraud alert” on your child's file, if exists,
ﬂtatt&’erts %htog yta‘t:e adginonalaﬁzgsl to ve! chnld’s ldentity r‘ilor to tlgg ; msyouf' : ?nes na:w

N however, tha { ecause a fra n truets c tors to fo low ¢ your ch: 4;1e it may
so olay yc;%u 's abllityto obtain it whi e a ng ven es our gefm one cred

ers are notified aud al ert go y ﬂd' le houl you wish to p ace a

or 8! x u havc any txons m your child ismwl’&t' please coatact any one of

agencnes ow. orma on rég mg ns also avai ese agencies.

sted below. I ti 1 lab

gmns nion
48 %)Sz‘f 13 x 02834
?odﬁzsgzag hlleny ‘ S50 2854
WWW,CXperian Www.transunion.com
Fourth ou may also obtain formauon o how to a fraud alext or securi on 's
kT el R zg %smmm? eﬁ:& il “'“‘%m
%ﬂ“ Am&w D coniages thl:%lgtto 7 Bervi | émté’r %“lt: Nccz ), Gt
can be contacied a C 's
21302, (R8) 143-002 Wm““’
Flnlll in addmon to enrollin our child in the one ar of identi itoring services we are and the
sgﬂﬁesy .above, we en you to m n v ’;%view your tgh":?s account statements, anuf mtor your
'8 credit reports for suspici orunau ortzed t@y
You educate yourself on identity theft d th take t tect and hild, includi
B gj%maler? co: securly it freeze on ytgur child’ crencixts gucoc:ilacuneg t?\ep%oederal Tra%%urcgmmxssxgn e
de Commission can bc reached at
Federal T Commtssion
: A , NW
0&5“‘”% D 20580 "

1-866-653-4261

If you beh ¢ that yuu, or your child, are a victim of attempted or actual identity theft or fraud, we encourage you to
¢ the following steps

Close an accounts that have been tam;:md with or opened fraudulently.
File a police ask fora oopy r your records.
Filea complamt with the Federal Trade Commission.

File a complaint with your state Attomn General.

Write down the name of anyone you talk to, what s/he told you, and the date of the conversation.

Follow-up in writing with all con :fts you've made about the ID theﬁ on the phone or in person, using certified
mail, return receipt requested, for all correspondence reiardmg theft,

Keep coples of al co ndence or forms relating to the suspicious activity, identity theft, or fraud.

m ] origmals of all supporting documentation, such as police reports and letters to and from creditors;

o Keep ol‘t,:l ﬁlcs cven if you believe that the problem is resolved.

Wea ze. for vemmce or concemth t this may have caused you, We couﬁdentml tol]

free ﬁ’l%u% my e wnth profess s famxlalar wit xgcs dent uyah\ed ini ty res ({
am 1ar with thxs mcndin you to ca w1 &nya ions or é%ssiv

!ettcr 1s conﬁdential line can be reac Mon y through Friday, 9:00 a.m. to 7 at é 628

The situation does not ar to be malicious, but still serves as a leamin, rtum for Champlain to beﬁer serve
its students applicants and their parents. We are committed to gett?ng this ggﬁﬂ?&d keepmg your u%ormatxon safe.

David J. Provost
Vice res1dent of Finance and Administration
Champlaxn ollege

00000003
270388
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CHAMPLAIN COLLEGE

163 South Willard Street
Burlington, Vermont 05402-0670
Loyl bofyspl pel g ponf oY
July 5, 2013

Dear
Champlain College is writing to inform you of a receat incident that affect the security of your personal
information. Wegm unawatge of any a or actual misuse of ‘;ggg dg:rsoml informtgﬁon? but with an

e of caution I am contacting you to make you aware of the incident and provide you with steps to

monitor your identity, financial accounts, and credit, should you feel it is necessary to do so.

We take this matter, and the security of g'our v})ersonal information, very seriously and are committed to
rectifying the situation as quickly as possible. We are working to make sure this type of incident does not
happen again and that we live up to the expectations you have of us to safeguard your information.

In addition to launching our own internal investigation and retaining independent forensics experts, we have

g}gaged arnvacy and datga_wcuritgalegal counsel to%gsist with our investigation of, and response to, this incident.
¢ are also adopting additional data collection and transfer protocols.

Our goal is to be forthcoming with the truth and to arm you with resources to prevent potential identity

theft.” While we belicve there is little likelihood that tirlour information will be misused as a result of this

incident, we want to help you saft;gtqan{e%%amst identity theft. The remainder of this letter includes information

that is not intended to scare you, but instead arm you with resources and information that may be of assistance.

What happened?

On March 18, 2013, we discovered a portable storage device, used by the college’s information systems
department, was inndyertcnt{ze left unattended in an on campus computer lab. We began an internal
investigation and a review of the contents and use of the le storage device. We also retained independent
forensics experts to assist with our investigation. On June 7, 2013, we confirmed that the portable storage
device contained your name, Social Security number, and other information provided by you to the college’s
financial aid and admissions offices during the application process.

(Vthat?can you do to proteet your identity, financlal accounts, and credit, should you feel it is necessary to
0 50

First, Champlain College has retained First Watch Technologies, Inc. to provide you with one (13 free m of
identity monitoring services. I,mu enroll, First Watch will monitor thousandggif atabases and hun of
billions of records on_your behalf to look for suspicious activity that could indicate W steps of
identity theft. If suspicious activity is found, First Watch will place a personal phone call to (at_the
tc}cghone that'you provide g enrollment) to determine if the suspicious activity is fraudulent. The
First Watch ID service also includes up to $25,000 of identity theft insurance with $0 deductible, along with
identity restoration coverage (certain limitations and exclusions may apply).

zou must enroll to receive these services. To enroll, go to hitp://weww.firstwatchid.com and take the following
eps:

e Click on verification code on the upper right-hand corner of the First Waich ID homepage.
o Enter the appropriate information including your unique 12-digit verification code: -

The deadline to enroll in this service is September 9, 2013.
Second, upder U.S. law, gou are entitled to one free credit report annually from each of the three major credit

bureaus. To order your free credit report, visit or call, toll-free, 1-877-322-8228.
You may also contact the three major credit bureaus direc request a free copy of your credit report. First
Watch provides you with easy access (httn.//www.firstwatchid.com) to this credit bureau service and suggests
that every four months you request your free 1 rom one of the three major credit burcaus. Ifyou s&g‘n up,
First Watch tgrovidexa you with an email reminder service that notifies you every four months to request your
report from the appropriate credit bureau.

o



Third, at no charge, you can also have the three credit bureaus place a “frand alert” on I¥our file that alerts creditors to

take sdditional to verify your identity prior to granting credit in your name. Note, however, that because it

instructs creditors to follow certain procedures to protect you, it may also delay your ability to obtain credit while the

aFency verifies your identity. Once one credit bureau confirms your fraud alert, the others are notified to place fraud

alerts ‘on your file. Should you wish to place a fraud alert, or should you have any questions regnrglmﬁszour credit
freezes is

reportdlplease contact any one of the agencies listed below. Information regarding security available

from these agencies.
ifax i TransUnion
P.0. Box 105069 P.O. Box 2002 P.O. Box 6790
Atlantag GA 30348 Allen, TX 75013 Fulleﬂon,’CA 92834
800-525-6285 888-397-3742 800-680-7289

Fourth, you may also obtain information on how to place a fraud alert or security freeze on your credit file from your
state attotney general. You may obtain your state attorney general’s contact information by contacting the local office
of your state representative, and by vxsiti% You.r state government’s webgite. _For North Carolina residents, the
Attorney Qeneral can be contacted at Mail Service Center, Raleigh, NC 27699-9001, §919) 716-6400,

For Ma?'land residents, the Attorney General can be contacted at 200 St. Paul Place, 16th Floor,
21202, (888) 743-0023, www.oag.statc.m.us.

Finally, in addition to enrolling in the one free year of identity monitoring services we are offering and suggestions
above, we encourage you to remain vigilant, review your account statements, and monitor your credit reports for
suspicious or unauthorized activity.

You can further educate yourself on identity theft and the steps you can take to protect yourself, includinﬁ placing a
fraud alert or security freeze on your credit file, by contacting the Federal Trade Commission. The F Trade
Commission can be reached at:

Federal Trade Commission
600 Pennsylvania Avenue, NW
Washington, DC 20580

W WW_ 11 i/ ©F

: 1-866-653-4261

If Hou believe you are a victim of attempted or actual identity theft or fraud, we encourage you to take the
following steps:

Close any accounts that have been tam with or opened fraudulently.

File a police report and ask for a copy for your records.

File a complaint with the Federal Trade Commission.

File a complaint with your state Attomey General.

Write down the name of anyone you talk to, what s/he told tl{ou’ and the date of the conversation.

Follow-up in writing with all contacts you've made about the ID theft on the phone or in person. Use certified
mail, return receipt requested, for all correspondence reg:ldmg the theft.

Keep copies of all correspondence or forms relating to the suspicious activity, identity theft, or fraud.

Keep thil originals of supporting documentation, such as police reports and letters to and from creditors; send
copies only.

o Keepold f¥les, even if you believe the problem is resolved.

We apologize for any inconvenience or concern that this may have caused you. We have established a confidential, toll
free staffed with professionals familiar with this incident trained in identity and credit protection and

e
on"and familiar with this incident, for you to call with any gnesuuns or concerns ing this event or this
letter. This confidential line can be reached Monday through Friday, 9:00 a.m. to 7:00 p.m. EST, at (366) 628-6618.

The situation does not apgear to be malicious, but still serves as a learning rtunity for Champlain to better serve
its students, applicants and their parents. We are committed to getting this right and keeping your information safe.

| Sm°f’°{yfy. f o

"David J. Provost
Vice President of Finance and Administration
Champlain College
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