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Joseph Foster

Office of the Attorney General
33 Capitol St

Concord, NH 03301

Re:  Incident Notification

Dear Attorney General Foster:

On November §, 2017, our client, Cetera Advisors LLC (“Cetera™), discovered that an
unauthorized individual may have gained access to an employee’s email account. When Cetera
learned of this, they immediately reset passwords and began an investigation to determine the
scope of the incident. Cetera also hired an outside forensic investigation firm to assist in their
investigation,

Cetera submits this notice after learning that some of the potentially accessed email
messages contained names, addresses, and Social Security numbers for fourteen (14) New
Hampshire residents.

Cetera began notifying individuals of the incident by email on November 20, 2017 and
offered affected individuals one year of identity theft protection services through Experian.
Cetera also notified individuals by U.S. Mail on January 8, 2018 in accordance with N.H. Rev.
Stat. Ann. § 359-C:20 in substantially the same form as the document enclosed herewith.!
Additionally, Cetera has provided a dedicated phone number to answer any questions that
individuals may have regarding the incident.

! This report is not, and does not constitute, a waiver of personal jurisdiction.
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To help prevent something like this from happening again, Cetera is taking steps to
enhance their existing security protocols and is re-educating their employees regarding the
protection of sensitive information.

Please do not hesitate to contact me if you have any questions regarding this matter.

Sincerely,

M Seot+t Koller

M. Scott Koller
Counsel

Enclosure
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At Cetera Advisors LLC (“Cetera™), protecting you and your clients’ information continues to be of paramount
importance. As a follow up to the email you received on November 20, 2017, we are writing to notify you about a
recent event involving your information, the precautionary measures we are taking on your behalf, and steps we
recommend you take based on this event.

What Happened?

On or about November 8, 2017, Cetera learned that an unauthorized individual may have gained access to an
employee’s email account. We are conducting a thorough investigation to determine what happened and what
information may have been affected. We have also hired an outside forensic investigation firm to assist in these
efforts. That investigation is still on-going. However, we wanted to let you know this occurred and to assure you we
take it very seriously.

What Information Was Involved?

As part of our investigation, we identified a message containing some personal information, including your name,
address, and Social Security number that appears to have been sent outside our organization. Although we have no
evidence to suggest that your personal information has been misused, as a precaution we are notifying you about
this incident.

What We Are Doing

We wanted to let you know this had happened and assure you we take it very seriously. As a precaution, we are offering
a complimentary one-year membership of Experian’s® IdentityWorks. This product helps detect possible misuse of
your personal information and provides you with identity protection support focused on immediate identification and
resolution of identity theft. ldentityWorks is completely free and enrolling in this program will not hurt your credit
score. Unfortunately, due to privacy laws, we are not able to enroll you directly.

What You Can Do

We encourage you to take advantage of the identity theft protection services being offered. For more information on
IdentityWorks and instructions on how to activate your complimentary one-year membership, please see the next
section of this letter. Identity Restoration assistance is immediately available to you.

T7301 v.0301.04.2018




For More Information

We deeply regret any inconvenience or concern this may have caused. To help prevent a similar incident in the future,
we are taking steps to enhance our existing security protocols and are re-educating our employees regarding the
protection of sensitive information. Please call the following dedicated Service Team members with any questions
you might have:

Cathy Maestas 720.509.2476
Jennifer Holmes 720.509.2415
Alan Cole 720.509.2483

Sincerely,
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Kathy VanNoy-Pineda
Chief Compliance Officer
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Activate IdentityWorks Credit 3B Now in Three Easy Steps

ADDITIONAL DETAILS REGARDING YOUR 12-MONTH EXPERIAN IDENTITYWORKS CREDIT
3B MEMBERSHIP:

A credit card is not required for enrollment in Experian IdentityWorks Credit 3B.

You can contact Experian immediately without needing to enroll in the product regarding any fraud issues.
Identity Restoration specialists are available to help you address credit and non-credit related fraud.

Once you enroll in Experian IdentityWorks, you will have access to the following additional features:

= Experian credit report at signup: See what information is associated with your credit file. Daily credit
reports are available for online members only.”

=  Credit Monitoring: Actively monitors Experian, Equifax and Transunion files for indicators of fraud.

=  Experian IdentityWorks Extend CARE™: You receive the same high-level of Identity Restoration support
even after your Experian IdentityWorks membership has expired.

* $1 Million Identity Theft Insurance™: Provides coverage for certain costs and unauthorized electronic
fund transfers.

Activate your membership today at https:/www.experianidworks.com/3bcreditone
or call 877.890.9332 to register with the activation code above.

What you can do to protect your information: There are additional actions you can consider taking to reduce the
chances of identity theft or fraud on your account(s). Please refer to www.ExperianlDWorks.com/restoration for
this information. If you have any questions about IdentityWorks, need help understanding something on your credit
report or suspect that an item on your credit report may be fraudulent, please contact Experian’s customer care team
at 877.890.9332.

" Offline members will be eligible to call for additional reports quarterly after enrolling.

** Identity theft insurance is underwritten by insurance company subsidiaries or affiliates of American International Group, Inc. (AIG).
The description herein is a summary and intended for informational purposes only and does not include all terms, conditions and exclusions
of the policies described. Please refer to the actual policies for terms, conditions, and exclusions of coverage. Coverage may not be available
in all jurisdictions.
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