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April 7,2017

OVERNIGHT

Attorney General Joseph Foster
Office of the Attorney General
33 Capitol Street

Concord, NH 03301

Re:  Notice of Data Incident
Dear Attorney General Joseph Foster:

Pursuant to N.H. Rev. Stat. Ann. section 359-C:20, and on behalf of my client Campbell
Taylor & Company, this incident was initially reported to you on March 18, 2017, as four (4)
New Hampshire residents were determined to have been potentially affected. Investigation has
completed and one (1) additional New Hampshire resident was indentified to be potentially
affected in this matter. A notification letter to the additional potentially aftected resident will be
mailed on Friday, April 7, 2017.

NATURE OF THE UNAUTHORIZED ACCESS

After noticing some unusual activity on their network including a possible ransomware
attempt, on February 13, 2017, Campbell Taylor & Company hired a specialized forensic IT firm
to investigate. On February 22, 2017, the specialized forensic IT firm determined that there was
unauthorized access to Campbell Taylor & Company’s main network drive from a foreign [P
address between January 27, 2017 and February 2, 2017, however the firm cannot determine
which files were accessed. Accordingly, Campbell Taylor & Company is notifying everyone
whose information was on their system out of an abundance of caution.

As an employee participant of a retirement or other benefit plan Campbell Taylor &
Company performed work for, the information on their system may have included residents’:
first and last name, date of birth, social security number, and salary information.
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NUMBER OF NEW HAMPSHIRE RESIDENTS AFFECTED

In total, 5 New Hampshire residents were identified as potentially affected. On March 21,
2017, 4 New Hampshire residents were mailed a notification letter; and on April 7, 2017, an
additional resident was mailed notification letter. Please see enclosed for a form version of the
notice.

STEPS WE HAVE TAKEN RELATING TO THE INCIDENT

In addition to the steps outlined above, Campbell Taylor & Company notified the FBI,
the IRS, the FTB, all three credit bureaus, and the applicable state agencies of this incident.
Further, they are reviewing office policies and procedures to ensure all security measures are
taken to avoid such an incident from occurring again. In this endeavor, they hired IT specialists
to determine what happened and confirm the security of their network. Lastly, Campbell Taylor
& Company is providing credit monitoring for one year through AllClear ID to all potentially
affected individuals, and will work with law enforcement in their investigation of the criminals.

OTHER NOTIFICATION AND CONTACT INFORMATION

A formal notification letter to the additional potentially impacted individual is being
mailed Friday, April 7, 2017, the applicable state Attorney General offices and consumer affairs
agencies have been notified, and Campbell Taylor & Company will assist law enforcement in the
identification of the intruder in any way they can.

For any further information, please contact Melanie Witte at (415) 477-5731,
melanie. witte@troutmansanders.com, Troutman Sanders, 580 California Street, Suite 1100, San
Francisco, CA 94104,

Sincerely,

mvelanie vi. wiue
Enclosure















