
"\\ WILSON ELSER 

December 16, 20 16 

Attorney General Joseph Foster 
Office of the Atto rney General 
33 Cap ito l Street 
Concord, NH 03302 

Re : Data Securi ty Incident 

Dear Attorney General Foster: 

Gregory J . Bautista 
9 14.872.7839 (d irect) 

Gregory. Bautista@wilsonelser.com 

We represent Bomberg, Roach & Hanson, PLLC ("BRH"), an accounting firm located in Minneapoli s, 
Minnesota with respect to a.recent potential data secu rity in cident described in more detai l below . . BRH 
t.akes tbe sec.urity and privacy of the infonnation , in its contro l very serio u~ ly, and. is t<lking steps .to 
prevent as imilar incide.ntfrom occ.urring in the future. .·:-_ .. 

l. Nature. of the sec.urity incident. 
. , .· . .. 

On September 13, 2016, BRH di scovered th at an unauthorized indi vidual had ga ined access to its 
electronic file storage system. BRH immediately took action to secure its system and not ifi ed law 
enforcement. BRH also conducted an investigation and determined that files that the individual may have 
accessed cou ld have contained cli ents' names, addresses, dates of birth, Social Security numbers, and 
fin ancia l account info rmatio n. BRH immediately contacted the In ternal Revenue Service (" IRS"), who 
has flagged any potentially affected taxpayer accoun ts to protect against unauthori zed act ivity on those 
accounts. 

2. Number of' New Hampshire residents affected. 

Five (5) New Hampshire res idents were affected by this security incident. Notificat ion letters to those 
individuals were mail ed on December 16, 2016, by first class mail. A sample copy of the notification 
letter is included with th is letter. 

3. Steps taken or plan to take relating to the incident. 

BRH is taking steps to prevent a simil ar event from occurring in the future, and to protect the privacy and 
s.ecurity of,c li en t information. These actions incl ude requ iring more complex user passwords, two factor 
aqthe1iti.cation fo r r~in ote logins, encrypted e.mail protection, and server m9nitoring .. BR.H i.s also offering 
potentia li y impacted individuals cred it monitoring and identi ty theft protection .services fo r one year, at no 
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cost to the individual, through ID Experts®. Notice is also being provided to the credit reporting 
agencies. 

4. Contact information. 

BRH remains dedicated to protecting the sensitive information in its control. If you have any questions or 
need additional information, please do not hesitate to contact me at Gregorv.Bautista@wilsonelser.com or 
(914) 323-7000. 

Please let us know if you have any questions. 

Very truly yours, 

Wilson Elser Moskowitz Edelman & Dicker LLP 

Gregory J. Bautista 

Enclosure 
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Bamberg 
Roach c~ 

C-~ns,°,n -~':',c 
Return Mail Process ing Center 
PO Box 6336 
Portland, OR 97228-6336 

<<Mail JD>> 
<<First Name>><<Last Name>> 
<<Address! >> 
<<Address2>> 
<<City>><<State>><<Zip>> 

Dear <<First Name>><< Last Name>>: 

<<Date>> 

We are wri ting to in fo rm you of a data security in cident at Bomberg Roach & Hanson, PLLC that may have res ul ted 
in the di sc losure of your name and Social Security number. We take the security of your personal info rm at ion very 
seriously, and sincerely apolog ize fo r any inconvenience this incident may cause. Thi s letter contains in fo rm ation 
about steps you can take to protect yourself, and resources we are making ava ilable to you. 

On September 13, 201 6, we discovered that an unauthorized individual had ga ined access to our electronic f ile storage 
system. We immediately took act ion to secure our system and notified law enfo rcement. We also conducted an 
investigat ion and determined that f iles that the individual may have accessed could have conta ined your name, address, 
date of birth, Social Securi ty nu mber, and financial account info rmat ion. We immediately contacted the I RS, who has 
fl agged any potentially affected taxpayer accoun ts to protect aga inst unauthorized activity on those accounts. 

We an: offoring identity theft protection services through ID Experts1
• tu provide you with Myl DCareTM. Your 

My! DCare services include 12 months fully managed id theft recovery services. With this protect ion, My! DCare 
will help you resolve issues if your identity is compromised due to this incident. There is no need to call to enroll in 
our recovery services. ff you would like to enroll in credit monitoring services as well, please call 866-751-·'.J?l 1 and 
provide the following enrollment code: <<Enrollment Code>>. My1DCare experts are available Monday through 
Friday from 8 am - 8 pm Central ·1 ime. Also, please note the deadline to enroll in credit monitoring is April I, 2017. 

We wa nt you to assure you th at we are taking steps to prevent a similar event from occurring in the future, and to 
protect the pri vacy and securi ty of your in fo rmation. These actions include requiring more complex user passwords, 
two facto r authentication fo r remote log ins, encrypted email protection, and server monitoring. 

Please know that the protection and securi ty of your personal in fo rm at ion is our utmost priority, and we sincerely 
regret any in convenience or concern that thi s matter may cause you. If you have any questions or concern s, please 
ca ll 866-75 l-47 l l, Monday through Frid ay, 8:00 a. m. to 8:00 p.m. Central. 

Sincerely, 

,,,...-- ) - p':.1 . _/]_ . -----i .. . / ---' . :;/<!' .... ~ .• < .. ~-' .... 
James D. Bomberg, Kev in T. Roach, and Eric M. Hanson 
Partners 
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Additional Important Information 

For residents of Hawaii, Michigan, Missouri, Virr:inia, Vermont , and North Carolina: It is recommended by state 
law that you remain vig ilant fo r in cidents of fraud and identi ty theft by reviewing credit ca rd account statements and 
moni to ring your credi t report fo r unauthori zed activity. 

For residen ts of Illinois, Iowa, Marv/and, Missouri, North Carolina, Oregon, and West Virginia: 
It is required by state laws to in fo rm you that you may obta in a copy of your credit report, free of charge, whether or not 
you suspect any unauthori zed acti vity on your account. You may obtain a free copy of your credi t report from each of the 
nat ionwide three cred it reporting agencies . To order your free cred it report, please visit www.annualcreditreport.com, 
or ca ll toll-free at 1-877-322-8228. You can also order your annual free credit report by mailing a completed Annual 
Cred it Report Req uest Form (ava i !able at https://www.consumer.ftc.gov/articles/O 155-free-cred it-reports) to: Annual 
Credit Report Request Service, P.O. Box 10528 1, Atlanta, GA, 30348-5281. 

For residents of Iowa: 
State law advises you to report any suspected identity theft to law enfo rcement or to the Attorney General. 

For residents of Oregon: 
State laws adv ise you to report any suspected identity theft to law enfo rcement, as wel I as the Federal Trade Comm ission. 

For residents of Marv/and, Illinois, and North Carolina: 
You can obtain in fo rmation from the .a ryland and orth Caro li na Offices of the Attorneys General and the Federal 
Trade Commiss ion about fra ud alerts, security freezes, and steps you can take towa rd preventing identity theft. 

Maryland Office of the 
Attorney Genera l 
Consum er Protection Division 
200 St. Pau I Pl ace 
Baltimore, MD 21202 
1-888-743 -0023 
www.oag.state. md .us 

For residents of Massachusetts: 

North Carolina Office of the 
Attorney General 
Consum er Protect ion Di vision 
90 01 Mail Service Center 
Raleigh, TC 27699-9001 
1-877-566-7226 
www.ncdoj .com 

Federa l Trade Commission 
Consum er Response Center 
600 Pennsylva nia Avenue, N W 
Washington, DC 20580 
1-877-IDTHEFT (43 8-433 8) 
www.ftc.gov/ bcp/edu /m icrosites/idtheft 

It is requ ired by state law that you are info rmed of your right to ob ta in a pol ice report if you are a victim of identity theft. 

For residents of a ll states: 

Fraud Aler ts: You can pl ace fra ud alerts with the three credi t bureaus at one of the three major cred it bureaus 
by phone and also via Ex perian's or Equifax 's website. A fraud alert tell s creditors to fo llow certain procedures, 
including contacting you, before they open any new account or change your ex isting accounts. For th at reason, 
plac ing a fra ud alert ca n protect you, bu t also may delay you when you seek to obta in credit. The contact in fo rm ation 
fo r all three credit bureaus is below: 

Mon itor ing: You should always remain vigilant and monitor your accounts fo r suspicious or unusual activ ity. 

Secu rity Freeze: You also have the right to place a security freeze on your credit report. A security freeze is intended 
to prevent credit, loa ns and services from being approved in your name without your consent. To place a security freeze 
on your cred it report, you need to make a request to each consumer reporting agency. You may make that req uest by 
certified mai I, overnight mai I, or rcgu Jar stamped :nai I, or by follow ing the instructions found at the websites I isted 
below. The fo llow ing in fo rmation must be included when request ing a securi ty freeze (note that if you are reque ting a 
credi t report fo r your spouse, this info rmation must be prov ided fo r him/her as we ll): ( I) full name, with midd le initial 
and any suffixes; (2) Soc ial Secur ity number; (3) date of birth ; (4) current address and any prev ious addresses fo r the 
past f ive yea rs; and (5) any applica ble incident report or comp laint with a law enfo rcement agency or the Reg istry of 
Motor Vehicles. The request must also include a copy of a government-i ssued identification ca rd and a copy of a recent 
utility bill or bank or in surance statement. It is essential that each copy be leg ible, display your name and current mailing 
address, and the date of issue. The consumer reporting agency may charge a smal I fee to place, li fe, or remove a freeze, 
but is free if you are a victim of identity theft or the spouse of a victim of identity theft, and you have submitted a val id 
pol ice report relating to the identity theft incident to the consumer reporting agency. You may obtain a security freeze 
by contacti ng any one or more of th e fo llow ing nat ional consumer reporting agencies: 

Equifax Secu rity Freeze 
P.O. Box I 05788 
Atlanta, GA 30348 
www.equi fax.com /help/cred it-freeze/en_ cp 

Experian Security Freeze 
P.O. Box 9554 
Allen TX 75013 
www.ex peri an.com/freeze 

TransUnion (FVAD) 
P.O. Box 2000 
Chester, PA 19022 
www.transunion.com 

More in fo rm ation can also be obta ined by contacting th e Federal Trade Commiss ion li sted above. 
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