loN F. PaVICH
Executive Vice President
General Counsel and Secretary
BJ'sWholesale Club, Inc.
One Mercer Road
Natick, MA 01760
Phone:

508-651-6670
508-651-5552
E-mail: lpovich@bjs.com

Fax:

January15,2008

«Suffix» «First Name» «Last Name»
«Address 1»
«City», «State» «Postal Code»

Dear «Suffix» «Last Name»:
We recently undertook a project to update the list of participants in our tuition
reimbursement programs. Part of that work was to remove the social security numbers
included in that list, and replace them with employee identification numbers. The Team
Member working on the project last accessedthe data, contained on a mobile back-up
device (often called a "zip drive" or "thumb drive"), on December 31, 2007. On January
3,2008, the Team Member discovered that the device was missing. That drive contained
a file which included your name and social security number.
We take the security of our Team Members' personal information very seriously
and regret that this incident occurred. On January 4, 2008, we launched an investigation
to review the facts and circumstancesaround this incident. To date, we have received no
indication that the information on this device has been accessedor misused, or even that
the device is in the hands of someoneseeking to misuse the information. However, we
do wish to take appropriate and precautionary measuresto assistyou in protecting your
personal information. To this end, BJ's Wholesale Club, Inc. is making arrangementsto
provide you with one year of credit monitoring at no cost to you. We will mail you
additional details and registration information on this service within 5-7 days.
As a further precaution, we encourageyou to carefully monitor your financial
accounts, credit cards, debit cards, bank accounts, and other accounts for any suspicious
activity. If you do find suspicious activity on your credit reports, call your local police
department and file a report of identity theft. Please ask for a copy of the police report.
As we review this incident, we are evaluating our policies and procedures to
strengthen and reinforce our security practices pertaining to the use of mobile storage
devices. We are recalling all drives that are currently being used and replacing them with
encrypted, password-protecteddrives. The company's security policies will be provided

along with eachnewly-issueddevice. We arecommittedto securelymaintainingand
protectingthe privacyof our employeesandwill continueto takemeasuresto help ensure
thatthis doesnot happenagain.
We deeply regret any inconvenience this incident may causeyou. If you have any
further questions or if there is anything BJ's Wholesale Club can do to assistyou, please
call 1-888-497-0100, or you may write to me at the above address.

Sincerely,

(;~;:.r;'E;~~~""'Lon F. Povich
Executive Vice President
and General Counsel
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LON F. PaVICH
Executive Vice President
General Counsel and Secretary
BYs Wholesale Club, Inc.
One Mercer Road
Natick, MA 01760
Phone:

Fax:
E-mail

508-651-6670
508-651-5552
Ipovich@bjs.com

January 21,2008

«SUffIX» «First--Name» «Last Name»
«Address 1»
«City», «State» «Postal_Code»

Dear «Suffix» «Last Name>}:
The purpose of this letter is to follow up with you regarding credit monitoring for individuals whose information
was on the mobile back-up device (often called a "zip drive" or "thumb drive") that was discoveredas missing as of
January2, 2008.
We have hired ConsumerInfo.com, Inc., an Experian@company,to provide you with a full year of credit
monitoring. This credit monitoring membershipwill enableyou to identify possible fraudulentuse of your information.
Your credit monitoring product, Triple A1~I, will identify and notify you of key changesthat may be a sign of
Identity Theft. Your complimentarymembershipincludes:
0
0
0
0

Monitoring of all three of your national credit reports every day
Email alerts of key changesto any of your 3 national credit reports
$10,000 identity theft insuranceprovided by Virginia SuretyCompany,Inc.*
Dedicatedfraud resolutionrepresentativesavailable for victims of identity theft

*Due to New York statelaw restrictions, coveragecannotbe offered 10residentsof New York.
You have ninety (90) daysto activate this membership,which will then continue for 12 full months. We
encourageyou to activate your credit monitoring membershipquicldy. To redeem your Triple Alert membership,please
visit h~://Rartner.exReriandirectcom/triDlealert/and enterthe codeprovided below. You win be instructed on how to
initiate your online membership.
Your Credit Monitoring Activation Code: «Vendor_Code»
If you should have any additional questionsaboutthe credit monitoring services,please call Amy Sanbornat
(508) 651-8545.

Again, please acceptour apologies. We continue to take steps to limit the use of mobile drives and to protect
our Te.amMembers confidential information"

Smcerely,

<;~:.{j(;~..c..9
Lon F. Povich

ExecutiveVice President
andGeneralCounsel

