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VIA FIRST CLASS MAIL and E-Mail (DOJ-CPB@DOJ.NH.gov) 
 
 
 
The Honorable Gordon J. MacDonald 
Attorney General, State of New Hampshire 
33 Capitol Street 
Concord, NH 03301 
 
Dear Mr. Attorney General: 

We represent Belmont Instrument LLC (“Belmont”) with respect to an incident involving 
the potential exposure of certain personal information as described below.  Belmont has hired 
Experian, a leading identity theft protection provider, to offer impacted individuals two years of 
complimentary IdentityWorks services. 

1. Nature of the event 

On August 28, 2018, Belmont was alerted to anomalous activity within certain company 
email accounts.  Belmont promptly worked with its IT services provider to confirm the issue and 
scope of impact, as well as conduct an internal investigation to understand the nature of the 
event.  Based on the investigation to date, it appears that an unidentified user was able to gain 
unauthorized access to several email accounts belonging to Belmont employees.  The 
investigation has identified one account whose emails included the personal information of 
current and former Belmont employees, including names and social security numbers, as well as 
financial information such as user payment card information, of five (5) New Hampshire 
residents.  At this time, there is no evidence that these residents’ information was actually 
accessed or acquired, but Belmont is currently unable to conclusively eliminate this possibility. 

2. Number of Massachusetts residents affected 

Based on the investigation, five (5) New Hampshire residents were potentially affected.  
Out of an abundance of caution, however, Belmont is sending formal notification letters to all 
current employees, as well as former employees during the covered time period, which includes 
thirteen (13) additional New Hampshire residents. While Belmont has already been in 
communication with the potentially affected individuals, a formal notification letter was sent to 
the individuals on November 30 via regular mail.  A copy of the notification letter is included 
with this letter. 
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3. Steps taken and plans relating to the event 

Specific steps are being taken to better protect Belmont’s systems and information.  
These steps include implementing strong password policies and two-factor authentication for 
email.  Belmont also initiated an investigation, which remains ongoing, to determine the nature 
and scope of this incident, perform remediation, obtain the names of potentially impacted 
individuals, and secure identity protection services for this population. 

Belmont is currently working to further strengthen its security and mitigate risk to protect 
from further unauthorized access.  In addition to two-factor authentication for email access, this 
includes upgrading the corporate firewall and VPN client, providing continuous security 
awareness testing and training, and implementing the cybersecurity software Mimecast for email 
security and threat protection. 

As an added precaution, Belmont also arranged for Experian to provide the potentially 
impacted individuals with two years of complimentary IdentityWorks identity protection 
services, which includes credit and, $1 million identity theft reimbursement insurance, and fully-
managed identity theft recovery services. 

4. Contact information 

If you have any additional questions, please contact Evan Wolff at EWolff@crowell.com 
or (202) 624-2615 during business hours. 

Sincerely, 
 
 
 

Evan D. Wolff 
 
Enclosure 
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