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Vit1 U.S. Mail & Fae. rm. 

July 14, 2017 

Consumer Protection and Antitrust BurL'au 
Office of the Attorney General 
33 Capitol Street 
Concord, NH 03301 
Tel: (603) 271-3643 
Fax: (603) 271-2110 

Re: Notification of Data Breach 

Dear Sir or Madam: 

Pursuant to N.H. Rev. Stat. ;\nn. § 359-C:20, Bedrock Manufacturing Company, LL 
("Bedrock'') and its affiliates Shinola/Detroit, LLC and C.C. Filson Co. are notifyi ng you th,;1 

they provided notice of a data breach to a citizen of New .Hampshire. The breach ar i s ~ uc. ', 
occurred between March and June of 2017, was the result of an email phishing atrnck :1'. i 
Bedrock. Follm-ving this attack, an individual or individuals accessed a small nurnk · 
employee email mailboxes. Those mailboxes contained the personal infonnation rif " ·, 
Hampshire citizen. 

Bedrock provided notification to the New Hampshire citizen via U.S. Mail on July 14, 
2017. This notification included an offer for identity protection services for 24 months. A cop,: 
of the form of notice provided to the affected citizen is enclosed with this letter. 

If you have any questions regarding this notification or the notification provided to th<: 
New Hampshire citizen, please feel free to contact me. 

Very truly yours, 

[ [ONIGMAN MILLER SCHWARTZ AND COHN LLP 

~'JJ(l.X~ 
Michael P. Hindelang 0 

Enclosure 

- ---------- - -----·--------------

1511 -1.359.2 

2290 First National Building · 660 Woodward Avenue· Detroit, Michig1m 4ll'226-3506 

Detroit · Lt1n.fi11g · Bloonr{ieftl Hi/1.1· · A1111 Arbor · /\af11m11z,10 
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00001 
JOHN Q. SAMPLE 
1234 MAIN STREET 
ANYTOWN US 12345-6789 

ear John Sample: 

We are writing to you on behalfofBedrock Manufacturing Company, LLC. 

NOTICE OF DATA BREACH 

What Happened and What Information Was Inyo!ved? 

ft 

At Bedrock Manufacturing Company, LLC, we take the security of our infonnation, and your inforrnaw 
. lou have entrusted to _us, very seriously. Unfornmately, we recent1y dis~overed that a.n individual or indivic:'.1:; 
1 to the company email system and accessed a small number of users' mailboxes. The mc1dcnt took place be[wecn i , 

a d June of 2017, and, during this incident, the hacker had access to certain of your personal information includ i1.g _,. 
rmme, address, and Social Security number. 

What We Are Doini: 
We want to provide you with this notice of the incident and offer you the assistance described below. Bee·· 

t kc data security and the protection of your personal infonnation very seriously, we have engaged technical ex1 , 
a tomcys to investigate and address this incident. We are taking further steps to secure our systems against fq111 

In order to assist you with any concern you may have regarding this breach, we have arrange<l to hr,, · 

rotect your identity for 24 months at no cost to you. The following identity protection services s:ar; . 
otice and you can use them at any time during the next 24 months. 

Al/Clear Identity Repair: This service is automatically available Lo you with no enrollment required . 1: · 
rises, simply call 1-855-259-6473 and a dedicated investigator will help recover financial losses, restore your er..: .. ; 

1 akc sure your identity is returned to its proper condition. 

Al/Clear Credit Monitoring: Th.is service offers additional layers of protection including credit monitoring ;;1'C: 1 

l million identity theft insurance policy, For a child under 18 years old, All Clear ID ChildScan identifies acts of c:, _. 
riminal, medical or employment fraud against children by searching thousands of public databases for use of your L : ' ' 

i 1fo r111ation, To use this service, you will need to provide your personal information to AIIC!ea r ID, You may 
nline at enroll.allclearid,com or by phone by calling l-855-259-6473 using the following redemption code: Rx 
'ode. 

Please note: Additional steps may be required by you in order to activate your phone alerts and moniro: , 
pt ions. 



r ax t>e .·ver 'i/UU/ 

What You Can Do 
You should always report any suspected incidents of identity theft to local law enforcement or the sta te 1:ii( 

g neral. Further general information aboul protecting yourself from fraud, including infonnation regarding sc' u. •. 
fr ezes, is available at identitytheft.gov or from the Federal Trade Commission at: 

Federal Trade Commission 
600 Pennsylvania Avenue, NW 

Washington, DC 20580 
Telephone: (202) 326-2222 

You can also obtain a free copy of your credit report from one of the national credit reporting agc1 ,c 
b low at annualcreditreport.com. Even if there has been no fraudulent activity on your credit report, the Fc:dcr~· 'ru11. 
C mmission recommends that you check your credit reports regularly. The credit bureaus may be contacted at: 

Experian 
888-397-3742 
P.O. Box 2104 

Allen, TX 75013 

For More Informatjon 

Equifax 
888-766-0008 

P.O. Box 740256 
Atlanta, GA 30374 

Trans Union 
800-680-728') 
P.O. Box 2000 

Chester, P • 190 · "· 

We sincerely regret that this incident took place. We are continuing to review and enlinnc,, uc. 

a d procedures and take other measures to attempt to prevent this type of incident from taking plac c: i11 ::1~ : 
h ve any questions regarding this incident, or how to activate your AllClear ID services, please cal'. l -8.- - · 
i onday through Saturday, 8:00 a.m. - 8:00 p.m. Central Time. 

\ ery truly yours, 

eel.rock Manufacturing Company, LLC 



Information about Identity Theft Protection 

w recommend that you regularly review statements from your accounts and periodically obtain your credit repo' 
m re of the national credit report.ing companies. You may obtain a free copy of your credit repL -

.annualcreditreport.com, by calling toll-free 1-877-322-8228, or by mailing an Annual Credit Report Rec;Jest ~ 
at www.annualcreditreport.com) to: Annual Credit Report Request Service, P.O. Box 105281, Atlanta, G1\, 30~<48-.:0 :· 
al o purchase a copy of your credit report by contacting one or more of the three national credit reporting agenc;b .10 ~ 

Equifax: 
Experian : 

P.O. Box 740241, Atlanta , Georgia 30374-0241, 1-800-685-1111, www.equifax.com 
P.O. Box 9532, Allen, TX 75013, 1-888-397-3742, www.experian .com 

TransUnion: P.O. Box 1000, Chester, PA 19022, 1-800-888-4213, www.transunion .com 

hen you receive your credit reports, review them carefully. Look for accounts or creditor inquiries that you did not initiate or ·c 
nbt recognize. Look for information, such as home address and Social Security number, that is not accurate. If you see an hi•i(,J 
yt u do not understand, call the credit reporting agency at the telephone number on the report. 

~e recommend you remain vigilant with respect to reviewing your account statements and credit reports , and pror·i 
apy suspicious activity or suspected identity theft to us and to the proper law enforcement authorities. includin 
epforcement, your state's attorney general and/or the Federal Trade Commission ("FTC"). You may contact the FT . 
s · te's regulatory authority to obtain additional information about avoiding identity theft . 

Federal Trade Commission, Consumer Response Center 
600 Pennsylvania Avenue, NW. Washington. DC 20580. 1-877-IDTHEFT (438-4338), www.ftc.gov/idtheft 

For residents of Maryland: You may also obta in information about preventing and avoiding identity theft from the 1 la ·y· 
Office of the Attorney General: 

Maryland Office of the Attorney General, Consumer Protection Division 
200 SL Paul Place, Baltimore. MD 21202, 1-888-743-0023, www.oag.state.md.us 

For residents of Massachusetts: You also have the right to obtain a police report. 

For residents of North Carolina: You may also obtain information about preventing and avoiding ioPn! 
North Carolina Attorney General's Office: 

North Carolina Attorney General's Office, Consumer Protection Division 
9001 Mail Service Center, Raleigh, NC 27699-9001 , 1-877-5-NO-SCAM, www.ncdoj.gov 

1he next 2 paragraphs are regarding incidents involving personal health information. Disregard if not applicable to " 
situation . 

. T e recommend that you regularly review the explanation of benefits statement that you receive from your insurnr 1 • . 

;rvice that you believe you did not receive, please contact your insurer at the number on the statement If you r:.J 
regular explanation of benefits statements, contact your provider and request them to send such statements fo·'. 
P,rovision of services in your name or number. 

1
ou may want to order copies of your credit reports and check for any medical bills that you do not recognize. If you find anl' 

suspicious. call the credit reporting agency at the phone number on the report. Keep a copy of this notice for your records in case 

i
1f future problems with your medical records. You may also want to request a copy of your medical records from your provider. to 
erve as a baseline. If you are a California resident, we suggest that you visit the web site of the California Office of Privacy 
rotection at www.privacy.ca.gov to find more information about your medical privacy. 

j raud Alerts: There are also two types of fraud alerts that you can place on your credit report to put your creditors on r 
~ou may be a victim of fraud: an initial alert and an extended alert. You may ask that an initial fraud alert be placed 0'1 ·" ' · 

r port if you suspect you have been, or are about to be, a victim of identity theft. An initial fraud alert stays on yoL 
fpr at least 90 days. You may have an extended alert placed on your credit report if you have already been a ,,, 
tpeft with the appropriate documentary proof. An extended fraud alert stays on your credit report for seven years 
a fraud alert on your credit report by calling the toll-free fraud number of any of the three national credit report;:; a , 
!elow. . 

Equifax: 
Experian: 
TransUnion: 

1-888-766-0008, www.equifax.com 
1-888-397-3742, www.experian .com 
1-800-680-7289. fraud.transunion.com 

IT·~ 
~ 
0:1-03·1 
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Cfedit Freezes (for Non-Massachusetts Residents): You may have the right to put a credit freeze, also known as a 0 

rrrize, on your credit file, so that no new credit can be opened in your name without the use of a PIN number that is issuea ,.J 
yi u when you initiate a freeze. A credit freeze is designed to prevent potential credit granters from accessing your credit re po -
w thout your consent. If you place a credit freeze, potential creditors and other third parties will not be able to get access to your 
c!edit report unless you temporarily lift the freeze. Therefore, using a credit freeze may delay your ability to obtain credit Ir, 
a dition, you may incur fees to place, lift and/or remove a credit freeze. Credit freeze laws vary from state to state. The cos· 
pacing, temporarily lifting, and removing a credit freeze also varies by state, generally $5 to $20 per action at each credit re o~.r+· · 
c mpany. Unlike a fraud alert, you must separately place a credit freeze on your credit file at each credit reportir·) r 

q nce the instructions for how to establish a credit freeze differ from state to state. please contact the three major crt: 
mpanies as specified below to find out more information: 

Equifax: 
Experian: 
TransUnion LLC: 

P.O. Box 105788, Atlanta, GA30348, www.equifax.com 
P.O. Box 9554, Allen, TX 75013, www.experian.com 
P.O. Box 2000, Chester, PA, 19022-2000, freeze.transunion.com 

u can obtain more information about fraud alerts and credit freezes by contacting the FTC or one of the national credit repori, , 
gencies listed above. 

q redit Freezes (for Massachusetts Residents) : Massachusetts law gives you the right to place a security freeze nr 
qonsumer reports. A security freeze is designed to prevent credit. loans and services from being approved in your r·a,~,,,. 
Yiour consent Using a security freeze, however, may delay your ability to obtain credit. You may request that a freeze t'°' 
n your credit report by sending a request to a credit reporting agency by certified mail, overnight mail or regular st3r-.c 0 

t e address below: 

Equifax: 
Experian: 
TransUnion LLC: 

P.O. Box 105788, Atlanta, GA 30348, www.equifax.com 
P.O. Box 9554, Allen, TX 75013, www.experian.com 
P.O. Box 2000, Chester, PA, 19022-2000, freeze.transunion.com 

Wnlike a fraud alert, you must separately place a credit freeze on your credit file at each credit reporting company. The following 
ihformation should be included when requesting a security freeze (documentation for you and your spouse must be submitted 

~
Jihen freezing a spouse's credit report): full name, with middle initial and any suffixes; Social Security number: date of birth (month . 

ay and year); current address and previous addresses for the past five (5) years; and applicable fee (if any) or incident reco't · 
omplaint with a law enforcement agency or the Department of Motor Vehicles. The request should also include a coc., c 

~overnment-issued identification card, such as a driver's license, state or military ID card, and a copy of a utility '.: 
irsurance statement. Each copy should be legible, display your name and current mailing address. and the r 

(ftatement dates must be recent). The credit reporting company may charge a reasonable fee of up to $5 to place 
or remove a freeze, unless you are a victim of identity theft or the spouse of a victim of identity theft, and have si..:b 
' lice report relating to the identity theft to the credit reporting company. 
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AllClear Identity Repair Terms of Use 
If ou become a victim of fraud using your personal information without authorization. AllClear ID will help recover your fin ancia! lc2. 
re tore your identity. Benefits include: 

24 months of coverage with no enrollment required . 
No cost to you - ever. AllClear Identity Repair is paid fer by the participating Company. 

S rvices Provided 
If you suspect identity theft, simply call AllClear ID to file a claim. AllClear ID will provide appropriate and necessary remediation ,r 
("Services") to help restore the compromised accounts and your identity to the state prior to the Incident of fraud . Services are determir:cc ' 
s91e discretion of AllClear ID and are subject to the terms and conditions found on the AllClear ID website. AllClear Identity Repair is nc: 
inl urance policy, and AllClear ID will not make payments or reimbursements to you for any financial loss, liabilities or expenses you incur. 

Coverage Period 
S rvice is automatically available to you with no enrollment required for 24 months from the date of the breach incident notification you 
r~1ceived from Company (the "Coverage Period'). Fraud Events (each, an "Event") that were discovered prior to your Coverage Period are '10'. 

c · vered by AllClear Identity Repair services. 

E igibility Requirements 

T be eligible for Services under AllClear Identity Repair coverage, you must fully comply, without limitations, with your ob:1riat1 
t rrns herein, you must be a citizen or legal resident eighteen (18) years of age or older, and have a valid U.S. Social S ?·:~·:- .. ,. 
upder eighteen (18) years of age may be eligible, but must be sponsored by a parent or guardian. The Services cover cnly Y''"" 
fllmancial and medical accounts that are directly associated with your valid U.S. Social Security number, including but not lim1:e~ 
b nk, or other financial accounts and/or medical accounts. 

ow to File a Claim 
If you become a victim of fraud covered by the AllClear Identity Repair services, you must: 

Notify AllClear ID by calling 1.855.434.8077 to report the fraud prior to expiration of your Coverage Period; 
Provide proof of eligibility for AllClear Identity Repair by providing the redemption code on the notification letter you rece,vr,c , 
sponsor Company; 
Fully cooperate and be truthful with AllClear ID about the Event and agree to execute any documents AllC lear ID ,,,, ­
require; and 
Fully cooperate with All Clear ID in any remediation process, Including, but not Jimi1ed to, providing All Clear ID v1iih cop'es c' 
investigation files or reports from any institution, Including, but not limited to, credit Institutions or law en forcerr.er.t a,e·:. 
the alleged theft. 

1
overage under AllClear Identity Repair Does Not Apply to the Following: 

A'ny expense, damage or loss: 
Due to 
o Any transactions on your financial accounts made by authorized users, even if acting without your knowledge, or 
a Any act of theft, deceit, collusion, dishonesty or criminal act by you or any person acting In concert With you. or by any of your 

authorized representatives, whether acting alone or in collusion with you or others (collectively, your "Misrepresentation"); 
Incurred by you from an Event that did not occur during your coverage period; or 
In connection with an Event that you fail to report to AJIClear ID prior lo the expiration or your AllClear Identity Repair coverage period 

ther Exclusions: 
AllClear ID will not pay er be obligated for any costs or expenses other than as described herein, including without limitalior. fees 
service providers not retained by AllClear ID; AllClear ID reserves the right to investigate any asserted claim to detern:0u •ls , 
AllClear ID is not an insurance company, and AllClear Identity Repair is not an insurance policy: AllClear ID will not maf:e ;ia 
reimbursements to you for any loss or liability you may Incur. 
AllClear ID is not a credit repair o rganization, Is not a credit counsollng service, and does not promise lo help you improve Y"H · 
tli>tvry vr rnung oeyono reso1v1ng rnaoems or frauo . 
AllClear ID reserves the right to reasonably investigate any asserted claim to detenmine its validity. All recipients of AllCleor 
Repair coverage are expected to protect their personal information in a reasonable way at all times. Accordingly, reclpie:i,5 , . 
deliberately or recklessly disclose or publish their Social Security number or any other personal information lo those who "'"' ' 
reasonably be expected to improperly use or disclose that Personal Information. 

pt-out Policy 
for any reason you wish to have your information removed from the eligibility database for AllClear Identity Repair, please con!Er' " -

E-mail 
support@allclearid.com 

Mail 
AllClear ID, Inc. 
823 Congress Avenue Suite 300 
Austin, Texas 78701 

Phone 
1.855.434.8077 

~ 
03..0J-I 

1" ! " .·,·>I ' 
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Co~nsumer Protection and Antitrust Bur{~au 
0 ice of the Attorney General 
33 Capitol Street 
Col11cord, NH 03301 
Te'!: (603) 271 -3643 
Fak: (603) 271-2110 

R1: Notification of Data Breach 

D ar Sir or Madam: 

Pursuant to N.H. Rev. Stat. Ann. § 359-C:20, Bedrock Manufacturing Compa11y, LLC 
("'Bedrock") and its affiliates Shinola/Detroit, LLC and C.C. Filson Co. are notifying yoll that 
th~y provided notice of a data breach to a citizen of New .Hampshire. The breach at issue, which 
Ocfurrcd between March and June of 2017, was the result of an email phishing attack again ~· 
Bfb'Ock. Following thfa attack, an individual or individuals accessed a sma.JJ n n ""' ·· 
e~ployee email mailboxes. Those mailboxes contained the pcrsnnal infonnation or -
H[ pshire citiz.en. 

Bedrock provided notification to the New Hampshire citizen via U.S. Mail on July ! : 
2 17. This notification included an offer for identity protection services for 24 months. ;\ 
of the fonn of notice provided to the affc:)cted citizen is enclosed with this letter. 

tf you have any guestions regarding thi.s notification or the notification provided t 

N ·w Hampshire citizen, please feel rree to contact me. 

Very truly yours. 

[ [ON!GMAN MILLER SCHWARTZ AND COl-fN LLP 

!:1!:.!~ 
_ _rfil_C --~------~ 

2290 'First Nntlonnl Bull-ding· 66{1 WoodwHd Avenue• Detroit, MkbigR11 48226-3506 
/Jnr11lf •Lan.ring · BJ""mfltltf HU# · .'fnn ArllOr • K11/lm1tJZrir> 
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00001 
JOHN Q. SAMPLE 
1234 MAIN STREET 
ANYTOWN US 12345-6789 

Dear J hn Sample: 

We are writing to you on behalf of Bedrock Manufacturing Company, LLC. 

NO'llCEOFDATA BREACH 

What Happened.and What .lnfO:nm1don Was lnvJ>h:eJ!? 
At Bedrock Manufacturiug Company, LLCJ we take the .security of our infonnation, and y nr b~·­

you h ve entrusted to us, very seriously. Unfortunately, we recently dis.covered that an individual o:· ir 
into the company email system and accessed a small number of usc:r.f mai !boxes. The incident took plac~ - ~ 
and J 1 o of 2017, and, during this incident, the hacker bad access to certain of your personal information in !!,.: 
name, address, and Social Security number, 

What We Are Doini: 
We wnnt to provide you with this notice of the incident and offer you the assistance described below. Bccsu . ~ w:· 

take d ta security and the pI'otection of your personal infonnation very seriously, we have e11gagcd tochnica l expert:;'..!'...! 
attomcys to investigate and address this incident We are taking further steps to secure our systems agl!inst fu '" t ~ ~!r-

1 rn order to assist you wlth any concern you may have regarding this breach, we have arranged to h; vc, _ , 
protec your identity for 24 months at no cost to you. The following identity protection services start on the date of tlrn 

notice and you can use them at any time during the next l4 monfhs. 

Al/Clear Identity Repair: This service i~ aulomatically available to you wirh no enrollment required. If a prnb lcrn 
ari:;;es, simply call l-855-259-6473 and a dedicn.ted investigator will help recover financial loRReS, restore your credit ~ni;; 
make sure your identity is rotumed to irs proper condition. 

Ar/Clear Critdit Mo11l1"rl7w: This service offers additional layers of protection including crociit mryr 1. 

$I mill ion identity theft insurance policv. For a child under 18 years old, AllClear m ChildScan identifc · 
crimin1nL medical or cmployrnent fraud against children by searching thou.i;ands of public databases f r us•­
infortt ation. To use this service, you will need to provide your personal information to AHClcar n:: . Y~ .. 
online at enroll.allclearid.com or by phone by calling l-855·259~6473 using the following redemption code: }, 
Code. 

Please note: Additional step.s may be required by you in order to activate your phone alerts a11d m 't•ituri!,0 
options_ 



What Y 2.!J. (;an Oo 
You should alwoys report any su.~pect.ed Incidents of identity theft to local law enforcement or the st: ,,. 

gi;neral f urther general information about protecting yourself from fraud, including information regf.rd1, 
freezes is available at identitytheft.gov or from the Federnl Trade Commission nt: 

Federal Trade Commission 
600 Pennsylnnia A venue, NW 

Washington, DC 20580 
Telephone; (202) 326-2222 

You can also obtain a free copy of your credit reporr from one of the national credit reporting 
below t !tl1nualcreditrep0rt.com. Even if there has been no fraudulent activity on your credit repo '• :1• 
Comn1~sion rL'lcOmmends chat you check your credit reports regularly. The credit bureaus may be con:::ic:tt 

Experian 
888-J.97-3742 
P.O. Box 2104 

Allen, TX 75013 

For More lnform!l!tjon 

Equifax 
88 8-7 66-0008 

P.O. Box 740256 
Atlanta, GA 30374 

Trans Union 
800-680-728 9 
P.O. Box 2000 

Chester, PA 19016 

We sincerely regret that this incident took place. We are continuing to review and enhance our secu~ · 
and pr hccdures .and take ot~er m~as~re.s to attempt to prcvc~t this type of incident from. taking placo in the f: 
have a

1 
y questions regarding U11s mc1dcnt, or how to activate yo\lr AllClenr ID services, please call 1 -8::i5 > · 

MondI tl1rougb Saturday, 8:00 a.in . -8:00 p.m. Central Time. 

Very t 

1 

ly yours, 

Bedrock Manufacturing Company, tLC 



Information about Identity Theft Protection 

we r!!e?;nrnend that you regularly review statements frorn your accounl$ and periodically obtain your cred~t report from one O' 
more qr the natlonal credit reporting companies. You may obtain a free copy ~f your credit report onllne . ~! 
www.a nualcredttreport.com, by calling toll-free 1"877-~22-8228, or by mailing an Annual Credit Report Request Fo~ \a:.a 
al www annualcredllreport.corn) to: Annual Credit Report Request Service, P.O. Box 105281, Atlanta, GA, 30348-528 
also pu chase a copy of your credit report by contacting one or more of the three national credit reporting agencies •: 

~qulfax : P.O. Box 740241, Atlanta, Georgia 30374-0241, 1-SOO...S85·1111, www.equlfax.com EI1 

erlan: P.O. Box 9532, Allen, TX 75013, 1-888-397-3742, www.experian.com 
T nsUnion: P.O. Box 1000, Chester, PA 19022, 1-800·888·4213, www.transunlon.com 

When u receive your credit reports, review them carefully. Look for accounts or creditor inquiries that you did not 1r1.ic... 

not rec~gnize. Look for Information, such as home address and Social Security number, that is not accurate. lf you ~",. -
you do lnot understand, call the crodlt reporting agency at the telephone number on the report. 

We recpmmend you remain vigll<'lnt with re$pact to reviewing your account statements and crerm r~pom,. G:'il 

any suspicious activity or suspected identity theft to us and to the proper law enforcement aut r !~1-;­
enrorcE!rnant, your state's attorney general and/or the Federal Trade Commission ("FTC")- You may comae 
state's 1 egulalory authority to obtain additional Information about avoiding identity theft. 

F eral Trade Commission, Consumer Response Center 
60 Pennsylvania Avenue, NW, Washington, DC 20580. 1..S77·1DTHEFT (438-4338), www.ftc.gov/ldthert 

Fo l'l!sldents of Marylund; You may also obta in information about prewntil'lg and avolding Identity theft from the 
ice of the Attorney General: 

Maryland Office of the Attomey General, Consumer Protection Division 
200 SL Paul Place. Baltimore. MD 21202, 1·888-743-0023, www.oag.state.md.us 

For residents of Massachusetts: You also have the right to obtain a police report. 

F~r resldAnts of North Carolina.; You may also obtain information about preventing and avoiding idantity tiiaft ~,- -
North Carolina Attorney General's Office: 

North Caronna Attorney General's Office, Consumer Protsciion Division 
9001 Ma~ Servlca Canter. Raleigh, NC 27699-9001, Hl77M5-NO-SCAM, www.ncdoj.gov 

Then 
1

:Kt 2 paragraphs ~ro regarding Incidents Involving personal health Information. Disr8gard If not applicz" 
sltuatTn. . 

We ~ommend that you regularly review the expl<ination of benefits statement that you receive from your Insure 
servi that you believe you did not receive, please contact your Insurer at the number on the statement ii y1 
regulal explanation of benefits st<itements. contact your provider and request them to send such stati!rnEm:; , 
provioi n of &e!'Vioc:!I in yout nQme or 11<.1rnber. 

You m y want to order copies of your credit reports and check for any medical bills that you do not recognize. If yot 
suspiciou~. call the credit reporting agency at the phone number on the report. Keep a copy of this notice for your re 
offutu~e problems with your medical records. You may also want to request a copy of your medical records fron • 
sefVEl* a baseline. If you are a California resident, we suggest that you vi$~ the web site of the Call~ m1a 
Prat Ion at www.prlvacy.ca.gov to find more information about your medlcilll privacy. 

Fraud lerts: There ara also two types of fraud alerts that you can place on your credit report to put yo r Ci'rt 'it.. 
you m y be a victim of fraud: an rnitlal alert and an extended alert. You may ask that an initial fraud alert be plnced 0, '· _ 

report f you suspect you have been, or are about to be, a victim of identity theft. An initial fraud alert stays on your er _r: 
for at r~st 90 days. You rnay have an extended alert placed on your credit report 1r you have already been a victim o, 1;._, • 

theft w th the appropriate documentary proof. An extended hud alert slays on your credit report for seven years. Yol1 ce:m p,,:«_a 
a frau alert on your credft report by calling tne taU-1ree fraud number of any of the three national credit reporting agencies :is~9d 
b~low. 

§qulfax: 
Eb<perlan: 
Ti ansUnion: 

1-888-76~0008, www.equlfax.com 
1-888-397-3742, www.experian.com 
Hl00-660-7289, fraud.transunion.com 



Credit · reezes jfor Non-Massachusetts Residents): You may have the right to put a credit frseze, also kno •:., 1 

freeze, , n your credit file. so thet no new cn:idit can be opened in your name without the use of a PIN nurnoer 
you w~n you Initiate a rreeze. Acradlt freeze is designed to prevent potential credit granters from acressn1,, , 
without yaur consant. If You place a credit frGeze, potential c!l!d~ors and other third parties win not be able to get -5-

credlt report unless you ternporarlly lift the freeze. Therefore, using a credlt freeze may delay your ability to ob air ;,, ~ 
addltlonl you may incur fees to place, lift and/or remove a credit freeze. Credit freeze laws vary from stale to state. . n;:. mo."' 
placing,[temporartly lifting, and ramoving a credit rreeze also varies by state, generally $5 to $20 per action at each ere 1 r~oo-· • g 
compa~y. Unlike a fraud alert, you must sspara~ly place a credit freeze on your credit file at each credit r~portln _ c.:i. i-'"' 1 

Slnce t~e instructions for how to establish a credit freeie dltrer from state to stste. please contact the three maior credit re,.,o,..l"q 
compa1ies as specified below to find out mora lnfonnatinn: 

~9ulfax : P.O. Box 105788, AHanta, GA30348, www.equlfax.com 
~perian; P.O. Box 9554, Allen, TX 75013, www.expelian.com 
Trr sUnion LLC: P.O. Box 2000, Chester, PA, 19022-2000. freezeJransunion.com 

You ca~ obtain more information about fraud alerts and credtt freezes by contacting the FTC or one of the natlona~ credi" ~?'-'' .1. :i 
agencij5 fisted above_ 

Credtt~roozes (for Massachusetts Residents) : Massachusetts law gives you the right lo place a security free7.e on yo -
consu er reports. A security freeze Is designed to prevent credn, loaos and services from being approved In your rie,....·r: · • 
your co sant. Using a security freeze, however, may delay your abi[i!:y to obtain credit. You may request that a freeze ~ -· . 
on your credit report by sending a request to a credit reporting agency by certified mail, overnfght mail or regular ;; s ~ ! 

the address below; 

E9uWax: P.O. Box 105788, Atlanta, GA 30348, www.aquifax.com 
E~penan: P.O. Box 9554, Allen, TX 75013, www.experian.com 
Tram;Union LLC: P.O. Box 2000, Chest~r, PA, 19022-2000, freeze.transunlon.com 

1Jnllk8 J frBvd 8/8rt, you must se-parat&ly place a crodit freaze on your credit file at eacfl credit reporting compan:l T c 

Information should be ilcluded when requesting a security freeze (documentation for you and your spouse must be S• 1~ .... 
when fr~ezing a $pOuse's credit report): full name, wah middle initial and any suffixes; Social Seevrlty number: dat? r/ t ·-
day an9 year}; current address and previous addresses for the past fiv* {5) years; and applicable fae (if 1.'tny) or i11c1c · 
complar t with a law el'lforoornant agency or ttie Department of Motor Vehicles. The request should a~so incl :1jc: • 

govsmrpent-issued identification card, 3uch as g driver's license, Slate or mDltary ID card, and a copy of a u1,::1.' 
lnsu~nce statement. E<ich copy should be legible, display your name and current maning address, and th ::. 
(statemr nt dates must be recent). The credit reporting company may charge a msonab1e fee of up to $5 to place a r "• e 
or rem9"e a freeze, unless you are a victim of Identity theft or tha spouse of a victim of Identity theft. and have submi:tec 
police port relating to the identity theft to the credit reporting company. 



AllClear Identity Repair T~ms of Use 
11 you be orne a victim of fraud uslng )'¢Ur per$onal lnformellon wilhOi.Jt euthortzaUon, Al\Clear ID win help recover your fln anclal losSe!\ 31'\d 

restore j;t identity. BcnllfitS Include: 
• 24 monthS of coverage Wi!h no enrollment requlred. 
• No cos\ to you - evet. AllClaer Identity Repair Is paid for by the Jl:Ytlclpallng Compe.ny. 

Se+vlcu& Provided 
If you sur pect Identity theft, slrnply call AllClear 10 to rite a efaim. AllClear JD will provide 11pproprl!lte and neca3sary rer. C' 
("SefVioa15') lo help re$IOre the comproml$ed accounb; and your Identity to the state prtor to the Incident of fraud. SeNlces are • 
sole dl~~lon of AllCl8'1r ID ood are subject to lhe tern1E1 and conditions found on lh1> AllClear ID websltfl . AllC lear lderit'.r 
insuranctt policy, and AllClear ID wlll not make payrnen~ or reJmbur;ernents to you for any nnencial loss, llabtllllee or oxpl.lnse., 

I 
Cov9ra9f Period 
Service I~ automatically available to you wltl1 l'l0 enrollment requlrcid ror 24 months from the date of th& breach incident no1lfica1· 
receive<l rrom Company (the "Coverage Period"}. Fraud Events (each, &ll "Event") that wcro discovered prior to your Cover<'gt P 
cov11red by AllCleet Identity ~pair 1iie1Vlcea. 

EllglbilJJ Requirements 
To be eli~ble for Services under AllClear Identity Repair i;overaga, you must fully comply, wnhaut limitali0/'19, with y ur "~:i~'"' 
'"rm! h~~ln. you must be a citizen er lagal r11~ltletit elghtROO (18) y~l'!S of a!Je or older, l!r1d haves Valid U.S. Soda! $~¢urlt~ 
under el!:ll .te1;m (16) years or age may be ~lglble, but mu~t be ~red by a pa~nt or guardl:ln. The SefVlces cover only you ar.t'.1 • 
nnsncial nd rnetllcal accoonll! tnet ers di~ly aSSQcie\ed wllh ywr valid U.S. Socii;ii Secvrity na.imber, Including but not ll rniwc :~ 
bank, or 1ther llnencial aec:oomu and/or modir:al aooounts. 

How to File ii Claim 

• otlfy AUCle91' ID by calling 1 .855.434.8077 to report t11e fram;I prior to u11plra~on Of yout Covetage PGl'iod; 
If you b~me a vlcUm of fraud covered by the AllClear IOentity Repair services, you must 

• vide ptecl of ellglbfllty !Or Al\Clear Identity Repair by providing the rodernptlon code on the nolifiealion letter you recelveo f'o , l '1e 
pon~or Company; 
vlly cooperate and be truthful with AllCle11r ID aboul 1he Event and agree LO execute any documents AnClear 10 mav re,,•r-.; 

requira; and 
~ully cooperate With AllCleer 10 in :;iny remedJatlon process, Including, but nol limited to, providing MCiear ID wl11'1 oopll!ls of \· i 

1r111astigatlon flies or reports from any lnst\Mlon, lncfudlng, but not Hm[ted to. credit Institutions or law enforoomen1 agsnc«1 
ths alleged theft. 

Covnragj under AllClear ldentfty Repair Ooes Not Apply to the Followlng: 
Any expe~3e, damage or loss: 

Oue lo 
b Any transactions on your flnanr;l11I seeounl!: made by authorized ueer&, even if adi1'19 without your knowledgo, or 
b Any 11<:4 of thstt, deceit, colh,.1sion, <Usttonesty or crlmlnal eel by you or MY person acting 11"1 concert with you, cir by 

a1.A1horiied repnissntatlvee, wtwitriar acting alone or in col!uelon with you or o1hers (collectively, yt:JUr "MisMprasM!at'.: 
• ncurr&d by you from an Event that dld not occur during your coverage period; or 
• ~n connectlol'I with an Event that you fell to report to AllClear 10 pnor to the explrl!tiQn of your Al!Clear ldenUty Repair .~c 

Other Exclusions: 

t
llClelll' ID wi11 not pay or be obUgated for any costs or expenses olher tl'lan as described herein, Including witr 
e!'Vlce providers not relalned by AllCle$1 ID; AllClear 10 reserves the right to Investigate any asserted cialn• . :' , 

1 llCl~r ID i3 not an lnsuran¢e company, and AllClsar ltlentlty R8l'Qlr Is nol an !nsuranco policy; AllCJaar iD wi' '-~· 
~lmbur:lllments to you for any loss or liability you may Incur. 
AITCl~i:ot 10 "' nol s:o <:<'edit rep:11ir organl%i:o!Tt>n. lo, not 11 crodlt C01.Jnsollnsi 1!tilrvl1:1il , &nd dQll:i not proml9e !o help y o;>1,1 lrnpm"'' -
1l1ti'.vry ur r~tlnQ ceyoncr reso1vtng 1ncioerits or iravo. 
411c1011r ID rasel\le$ the right to reasonably il'IV&Stloete any assert1;1d cl611m to determine Its vaqcllty. All reclµlents of AJIClear Ider.ti:; 
~epalr coverage are expecl!!d 'o proteci thalr personal lnlorm11tlon in a reesonDblo way i!lt Dll rimes. At::cordlngly, 1eclp let1t~ will ric' 
Ot?liberately or rei::l(lessly disclose or publish their $Qclel Security number or any other personal lnrormatlon to lhose who 1<oukl 

asonably be expected to lmproparly use or dlgclose that Pereonal lnfOrmatlon. 

0 pt-out P llcy 
If for ariy r ason yoo wish lo have your lnroliTlation removed from t.l'le ellglblllty database for AllClear Identity Repair, pfease contect t>., r· 

E-mail 
support@ailclearid.com 

M!U 
AllClear ID, Inc. 
823 Congress Avenue Suite 300 
Austin, Taxas 78701 

Phone 
1.B55.4S4.8077 


