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New Hampshire Department of Justice 
Gol'don J. McDonald, Attorney General 
33 Capitol Street 

By Facslmlf& Qnlv: (603) 271-2110 

Concord, NH 03301 

Re: Cautionary Notice under N.H. Rev. Stat§ 359-C:20, et seq. 
Our File Number 11612·108 

Dear General McDonald: 

I am writing this letter of notice, on behalf of my client, The Baton Rouge Clinic, A Medical 
Corporation (the "Clinic"), to notify yo\.ll' office of a cautionary notice my client sent to patients, 
including 7 residents of New Hampshire, to notify th~m of a ransomware cyber-altack that 
occurred earlier this year. On or about August 24, 2020, my client identified the New Hampshire 
residents for whom the cautionary notice was to be sent. The notices were sent during the period 
August 31 through September 5, 2020. 

My cllent has no evidence thut any personal information of any of these patients was 
reached, viewed, used or removed. Although my client does have evidence that no medical chart 
or billing records of the Clinic were reached, there was a temporary period during which the 
attacker encrypted oth~r Cllnic files that contain personal information such as patient names and 
some patient medical information. Accordingly, although my client has no evidence that the 
cybe1·-attack would result in any personal information of any of the New Hampshire residents 
being misused, the attached cautionary notice was sent to them at the addresses that are included 
in my client's patient files. 

Should your office need further information, please contact me directly at (225) 405-2154 
or at lincla.rodrigue(i_i)keanmi Iler.corn . 

LGR/svd 
Enclosure 

'f 226.387.0909 I F 225386,9133 

Yours very truly, 

Kean Miller LLP 

~~ 
Linda G. Rodrigue, Of Counsel 
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Pf;,R$0NAL and CONFIDENTIAL 

Dear Valued Patient, 

The Baton Rouge Clinic is sending you this letter in keeping with its commitment to protect the privacy and security of our 
patients' confidential information. We are sending this notice to all patients, including those patients ·of physicians who 

·joined the Clinic from a prior practice. We. take protection of all patients' information setiously, and it is important to us 
that you· a'.re made aware of any occurrence that m.ay have affected your private information. 

What Happened - On July 8, 2020, the Clinic learned of a cyberattack against its electronic database, including email and 
some electronic patient-related records. Th~ Clinic responded quickly, retab1ing technology experts to investigate and 
eliminate the attack, and to ensure it did not recur. The attack resulted in the encryption of electronic files, making the 
records temporarily inaccessible and out of the Clinic's control. _The attack was resolved and access to ·the electronic files 
returned, The attacker confinned that none ofthe'files were used or disclosed to anyone and any files taken were destroyed. 

Type Oflnformation Involved - We have no evidence, based on the investigation conducted thus far, to believe th.at any 
of your electronic medical or billing records were accessed or viewed. Nevertheless, because some patient medical 
information was encrypted, we recommend that you monitor your credit history, medical claims history, and any other 
sources of information that may alert you to any suspicious activity. 

Steps Ta.ken By The Clinic - The Clinic is committed to securing its patients' information. The Clinic has taken numerous 
measures to install additional electronic safeguards and provide additional employee education to attempt to prevent an 
attack in the future. We have also retained cybersecurity experts to assist us with ongoing monitoring of our technology 
infrastructu_re. A report has also been made to the Federal Bureau of Investigation. 

What You <:;an Do- Checking your credit reports periodica.lly can help you spot and address problems quickly. If you find 
suspicious activity from any source, we recommend that you report it to your financial institutions, your local police or 
sheriff's office, and to the Louisiana Attorney Oenere.1's office, You can contact one of the three U.S. credit reporting 
agencies (Equifax, Experian, and TransUnion) to:obtafu a free credit report and to place a fraud alert on your crodit file. A 
fraud alert lets creditors know to contact you before opening any new account.& or changing current accounts. These agencies 
can be contacted by logging on to http://www.an11ualcreditn.iport.co1ri or by caltil1g 1-877-322-8228. These agencies can 
also provide information about placing a security freeze on your credit files. By placing a freezo, someone who fraudulently 
obtains your personal information will not be able to use the.t information to open new accounts or borrow money in your 
name. You may also contact the agencies individually using the following information: 

TransUnion LLC - P.O. Box 2000, Chester, PA 19016, (800) 680°7289 
Equifax - P.O. Box 105069, Atlanta, GA 30348-5069: (800) 525-6285; My.equifax.com 
Experian - P.O. Box 4500, Allen, TX 75013; (888) 397-3742; experian.com 

For More Information • Should you have any questions or need additional information, please contact the Clinic at 1 (833) 
470-1235 or by mail to The Baton Rouge Clinic, 7373 Perkins Road, LA 70808 Attn: IIlPAA Privacy Officer, 

We are sorry this incident occur.red. Unfortunately, cyberattacks are increasing at an alarming rate and no organization is 
completely immune from such nefarious activity despite all of the security initiatives taken to prevent such attacks, Please 
know that security of your information remains a top priority of the Clinic. We have taken and will continue to take steps 
to maximize our security, minimize the impact of this attack, and prevent a reoccurrence in the future, 

Sincerely, 

Edgar H. Silvey, Chief Executive Officer 
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TO ·Gordon J:. McDonald · FROM Linda G. Rodrigue 
New Hampshh"e Department of Justice 

FAX (603) 271-2110 TELEPHONE (225) 382·3439 

TELEPHONE FILE NO. 11612-108 

DATE Septemberl7, 2020 OPERATOR Sherry Daigle 

PAGES Cover+2 TELEPHONE (225) 3 82-4681 

COMMENTS: 

Please see the attached letter of notice on behalf of The Baton Rouge Clinic, A 
Medical Corporation, 4ate~ September 17, 2020. Cautionary Notice under N.H. Rev . 
. Stat § 359wC:20, et seq. · · · 

GONFIDENTIALITY NOTE: 

The inform11Uon oont11lned in this facsimile message may contain (e11ally ptlvlleged find/or ~onfldential Information and I~ l.nlended only fur use by the Individual or entlly 
named above. If tha rc~dcr of this mmage is not the intended reolp lent, you n1-o hereby notltled tll~t 1111y disseflllna!lon, distribution or reproduction of this facsimile i' 

· . 5tri~'tly . prohibired·. If you have teceivcd this fmimil~ In ecror, we would appreclate-your notifyin~ us et 225:387.0999. · 
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