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January 16, 2015

Via Electronic Mail & Certified U.S. Postal Mail

The Honorable Joseph Foster

Office of the Attorney General of New Hampshire
Attn: Security Breach Notification

33 Capitol Street

Concord, NH 03301

"Email: attorneygeneral(@doj.nh.gov

Re: Data Breach Notification

Dear Attorney General Foster:

We are writing to notify you concerning the personal financial information of 416 New
Hampshire residents who are customers of our client, Barbecue Renew, Inc. (“Barbecue
Renew”). Barbecue Renew has confirmed a data security incident that may affect these
residents. Between January of 2014 to October 2014, the customers’ personal financial
information may have been accessed by parties outside of our client’s organization. The types of
vulnerable data included: first and last name, address, personal card account number, expiration
data, and card security codes. In October of 2014, Barbecue Renew received a notification from
its acquiring bank of at least two incidents of possible fraud associated with a suspected security
compromise of cardholder data stored by Barbecue Renew. By October 21, 2014, Barbecue
Renew had remedied the vulnerability that was suspected of having been exploited by the
attackers by either removing or fixing vulnerable web pages but attackers had already exploited
this vulnerability. On November 12, 2014, Barbecue Renew was informed of a third potential
compromise of cardholder data by a third payment card brand.

Barbecue Renew immediately notified law enforcement and took immediate steps to
investigate the information that may have been accessed and the extent of any possible
compromise of cardholder data. It immediately engaged a third party forensic investigator to
conduct a comprehensive review of its security environment and to investigate the source of the
suspected vulnerability and compromise.
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Through the investigation, Barbecue Renew discovered that from January of 2014 to
October 2014, cardholder data was exposed on three separate occasions for various lengths of
time due to an SQL injection cyber attack against its web server. On December 17™, 2014,
Barbecue Renew provided a final investigative report to the card brands and Bank of America,
its acquiring bank, to alert them of the results of the investigation and to confirm that individual
personal financial information was compromised. Barbecue Renew is working with leading IT
security firms, data privacy and protection attorneys, law enforcement and payment industry
contacts to conduct a thorough investigation of the incident. Additionally, Barbecue Renew is
devoting all necessary resources to its ongoing efforts to enhance its information security
policies and procedures in light of this incident to minimize the risk of such incidents in the
future.

Barbecue Renew will provide written notification using a specialized firm, Kroll, within
7 days of the date of this letter, by U.S. first class mail to all affected residents to the last address
our client has on record, and a sample of this notification letter is enclosed. Barbecue Renew
will also be providing the attached “Frequently Asked Questions” as a guide to help these
customers best determine what to do as a result of this notification. Finally, attached please find
a copy of the notification Barbecue Renew will be providing to consumer reporting agencies of
the security breach.

The services from Kroll will also include a toll-free number for recipients to call with
questions.  Additionally, Barbecue Renew, through Kroll, will be providing the affected
individuals with 1-year of free credit monitoring services.

Barbecue Renew will continue to improve its privacy, security, and related risk
management programs and will continue to work with its employees to ensure that incidents such

as this will not happen again.

DFK.:df
Enclosures:  Sample Consumer Notification Letter
Frequently Asked Questions

cc: Mr. Dennis Soltis,
Mr. Martin Soltis





























