MULLEN
I\/é: COUGHLIN..

Sian M. Schalfle 1275 Drummers ™ ine, Suite 302
Office: 267-930-4799 Wayne, PA 19087
Fax:  267-930-4771

Email: sschafle@mullen.law

April 21, 2017

I* LS. MA™

Attorney General Joseph Foster

Office of the New Hampshire Attorney General
Attn: Security Breach Notiftcation

33 Capitol Street

Concord, NH 03301

Re: ATk oA n_ls‘ c_.:____.:L_ "'Ei_f‘““t
Dear Attorney General Foster:

We represent Atlantic Digestive Specialists (“ADS™), 21 Clark Way, Route 108, Son sworth,
NH 03878, and are writing to notify your office of an incident that may affect the security of
personal information relating to 1,505 New Hampshire residents. The investigation into this event
is ongoing, and this notice will be supplemented with any new significant facts learned subsequent
to its submission. By providing this notice, ADS does not watve any rights or defenses regarding
the applicability of New Hampshire law or personal jurisdiction.

Nature of the Data Event

On February 20, 2017, ADS discovered that some of its systems were infected with
ransomware, /S removed the ransomware from the affected systems by February 22, 2017.
ADS has been working diligently, with the assistance of third-party forensic investigators, to
determine the full nature and scope of this incident. .o date, the investigation has determined the
ransomware began affecting the systems on or around February 18, 2017.

While the investigation is ongoing, to date, ADS has no evidence of any actual or attempted misuse
of information as a result of this incident. However, the systems that were impacted by this incident
may have contained information including name, date of birth, address information, telephone
number, medical record number, health insurance information, and clinical/diagnostic
information. For some individuals, the impacted information may ha  also included a Social
Security number.
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Notice to New Hampshire ..zsidents

On April 21, 2017, ADS will begin providing written notice of this incident to those individuals
the investigation has determined had information stored on the affected system, which includes
1,505 New mpshire residents. Written notice will be provided in substantially the same form
as the letter attached here as Exhibit A. ADS also published notice of this event on their website
beginning on April 21, 2017. . ..is posting is attached hereto as ™ chibit B. Additionaily, on April
21, 2017. ADS provided notice to statewide media in New Hampshire. This notice is attached
hereto as ...hibit C.

Other Steps ...ken and To Be Taken

Upon discovering the fraudulent nature of the email, ADS moved quickly to identify the
individuals who may be affected, to put in place resources to assist them, and to provide them
with notice of this incident.

ADS is providing all potentially affected individuals access to 12 months of credit and identity
monitoring services, including identity restoration services, through Equifax, and has established
a dedicated call center for potentially affected individuals to contact with questions or concerns
regarding this incident. Additionally, ADS is providing potentially impac . individuals with
guidance on how to better protect against identity theft and fraud, including information on how
to place a fraud alert and security fre  on one's credit file, information on protecting against tax
fraud, the contact details for the national consumer reporting agencies, information on how to
obtain a free credit report, a reminder to remain vigilant for incidents of fraud and identity thett
by reviewing account statements and monitoring free credit reports, and encouragement to contact
the Federal ..ade Commission, their state Attorney General, and law enforcement to report
attempted or actual identity theft and fraud. ADS is also providing written notice of this incident
to other state regulators as necessary. ADS has provided notice of this incident to the FBI.

Contact Information
Should you have any questions regarding this notification or other aspects of the data security

event, please contact us at 267-930-4799.

Very truly yours,

Sian Schafle of
MULLEN COUGHLIN LLC
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more information on the Equifax services and other information you can use to better protect against the
misuse of your information, should you feel it appropriate to do so.

For More Information. We understand that you may have questions about this incident that are not
addressed in this letter. If you have additional questions, please call our dedicated assistance line at 888-
757-1875 (toll free), Monday through Friday, 9:00 a.m. to 9:00 p.m. EDT.

We sincerely regret any inconvenience or concern this incident has caused you.

Sincerely,

ettt

David Hutton

Practice Administrator
Atlantic Digestive Specialists
21 Clark Way, Route 108
Somersworth, NH 03878









freeze separately with each of the three major credit bureaus listed above if you wish to place a freeze on all
of your credit files. In order to request a security fre , you will need to supply your full name, address,
date of birth, Social Security number, current address, all addresses for up to five previous years, email
address, a copy of your state identification card or driver’s license, and a copy of a utility bill, bank or
insurance statement, or other statement proving residence. To find out more on how to place a security freeze,
you can use the following contact information;

Equifax Security Free Experian Security . .eeze TransUnion

P.O. Box 105788 P.O. Box 9554 P.O. Box 2000

Atlanta, GA 30348 Allen, . {75013 Chester, PA 19016

1-800-685-1111 1-888-397-3742 1-888-909-8872

https://www freeze.equifax.com www.experian.com/freeze/  —~— seemguri e e
4 Adwi-—-1 [nformation. You can further educate yourself regarding identity theft, security freezes, fraud

alerts, and tne steps you can take to protect vourself against identity theft and fraud by contacting the Federal
Trade Commission or your state Attorney General,

..« vderal Trade Commission can be reached at: 600 Pennsylvania Avenue NW, Washington, DC
20580; - et -8 - oye 1.877-ID-THEFT (1-877-438-4338); and TTY: 1-866-653-4261. The Federal
Trade Commussion encourages those who discover that their information has been misused to file a complaint
with them.

For Rhode Island residents, the Rhode 1sland Attomey General can be contacted by mail at 150 South
Main Stre |, Providence, RI 02903; by phone at (401) 274-4400; and online at -~ -iag.ri.gov. To date,
there is 1 Rhode Island resident that may be impacted by this incident. You have the right to file and obtain
a police report if you ever experience identity theft or fraud. Please note that, in order to file a crime report
or incident report with law enforcement for identity theft, you will likely need to provide some kind of proof
that you have been a victim.

For Massachusetts residents, you have the right to file and obtain a police report if you ever
experience identity theft or fraud. Please note that, in order to file a crime report or incident report with
law enforcement for identity theft, you will likely need to provide some kind of proof that you have been a
victim.

Instances of known or suspected identity theft should be reported to law enforcement, the Federal Trade
Commission, and your state Attorney General. This notice has not been delayed as the result of a law
enforcement investigation.






identity monitoring service. Instructions on how to enroll in the Equifax services can be found in the
enclosed Steps You Can . Jke to Protect Your nformation.

What You Can De. You can enroll your son or daughter to receive ..quifax’s monitoring product
described above. You may also review the enclosed Sieps You Can Take to Profect Your
Information for more information on the . juifax services and other information you can use to
better protect against the misuse of your son or daughter’s information, should you feel it
appropriate to do so.

For More Information. We understand that you may have questions about this incident that are
not addressed in this letter. If you have additional questions, please call our dedicated assistance
line at 888-757-1875 (toll free), Monday through Friday, 9:00 a.m. to 9:00 p.m. EDT.

We sincerely regret any inconvenience or concem this incident has caused you.

Sincerely,

Ottt

David 1tton

Practice Administrator
Atlantic Digestive Specialists
21 Clark Way, Route 108
Somerswerth, NH 03878



Steps You Can Take to Protect Your Information

While we continue to investigate, you may take direct action to further protect against possible
identity theft or financial loss.

oA RA-ieoing opro-tt1 by 4™ We have arranged to have Equifax Personal Solutions
nelp you 1o protect your minor’s personal information at no cost to you.

About the Product. Equifax Child [dentity Monitoring will scan the Equifax credit database for
any instances of the minor’s social security number and look for a copy of the minor’s credit file.

o [f no S8N match is found and no credit file exists, Equifax will create a credit file in the
minor’s name and immediately “lock™ the credit file. This will prevent access to the
minor’s information in the future. Tf someone attempts to use your minor’s information to
open credit, you will receive an email alert.

o If'there is a match and a credit file exists, Equifax will immediately “lock™ the file, initiate
an investigation into the use of that file and alert you to new attempts to use your minor’s
information.

How to Enroll. Parents or guardians — if you have not ordered from Equifax in the past, you
will need to create an account. If you have questions for ™ juifax, you may call the phone number
listed in the Equifax Member Center or in the Equifax email communication.

Loan

. v sign up your child please visit -~~~ ~~'~~ec - ~~="inor and follow the steps below:

1. If you are a parent/guardian who already has an Equifax account, please login using the
username and password you created when enrolling in your product.

2. If you are a parent/guardian who does not have an . Juifax account, below the login sc  n,
you will see text that reads “Dor’t have an Equifax account? Please click here to create an
account.” Please click to create your account, and then enter in the parent/guardian
information on the screens that follow in order to create an account.

3. Select the button for *$29.95 for 12 months™.

4. Enter promotion code CODE to order the first minor product and click “apply code”. This
will zero out the price of the product. Do not enter credit card information.

5. Check the box to agree to the Terms of Use.

6. Next, click the “Continue” button.

7. You will be prompted to answer certain authentication questions to validate your identity.

8. Please review the order and click the “Submit” button.

9. You will then see the Order Confirmation. Please note that since you did not enter credit card
information you will not be billed after the 12 months.

10. Click “View my Product” which will take you to your Member Center.

11. Click the orange button “Enroll Child” to enter your child’s information {(child’s name, Date
of Birth and Social Security Number). Note: if you enter the child’s SSN incorrectly, you will
need to remove the miner by going to your Member Center and clicking on “My Account” to












For More Information. We understand that you may have questions about this incident that are
not addressed in this letter. If you have additional questions, please call our dedicated assistance
line at 888-757-1875 (toll free), Monday through Friday, 9:00 a.m. to 9:00 p.m. EDT.

We sincerely regret any inconvenience or concern this incident has caused you.

Sincerely,

ottt

David Hutton

Practice Administrator
Atlantic Digestive Specialists
21 Clark Way, Route 108
Somersworth, NH 03878






The . «deral Trade Commission can be reached at: 600 Pennsylvania Avenue NW, Washington,
DC 20580; www.identitythett.gov; 1-877-1D (1-877-438-4338); and TTY: 1-866-653-
4261. The Federal Trade Commission encourages those who discover that their information has
been misused to file a complaint with them.

For Rhode Island residents, the Rhode Island Attomey General can be contacted by mail at 150
South Main Street, Providence, RI 02903; by phone at (401) 274-4400; and online at
www.riag.ri.gov. To date, there is 1 Rhode Island resident that may be impacted by this incident.
You have the right to file and obtain a police report if you leam your loved one has experience
identity theft or fraud. Please note that, in order to file a crime report or incident report with law
enforcement for identity theft, you will likely need to provide some kind of proof that your loved
one has been a victim.

For Massachusetts residents, you have the right to file and obtain a police report if you ever
experience identity theft or fraud. Please note that, in order to file a crime report or incident report
with law enforcement for identity theft, you will likely e to provide some kind of proof that
you have been a victim.
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Ior Rhode Island residents, the Rhode Island Attorney General can be contacted by mail at
150 South Main Street, Providence, RI 02903; by phone at (401) 274-4400; and online at
v raga You have the right to file and obtain a police report if you ever experience identity
tnett or fraua. Please note that, in order to file a crime report or incident report with law
enforcement for identity theft, you will likely need to provide some kind of proof that you have
been a victim. To date, a total of | Rhode Island resident may be impacted by this incident.

For Massachusetts residents, you have the right to file and obtain a police report if you ever
experience identity theft or fraud. Please note that, in order to file a crime report or incident report
with law enforcement for identity theft, you will likely need to provide some kind of proof that
you have been a victim,

Instances of known or suspected identity theft should be reported to law enforcement, the . cderal
Trade Commission, and your state Attorney General. This notice has not been delayed as the result
of a law enforcement investigation.
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