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Via First Class Mail

Attorney General Jane Young
Office of the Attorney General
33 Capitol Street

Concord, NH 03302

Re: Data Security Incident
Dear Attorney General Young:

Wilson Elser Moskowitz Edelman and Dicker LLP (“Wilson Elser”) represents Archbishop Mitty
High School with respect to a data security incident involving Blackbaud, Inc. (hereinafter, the
“Blackbaud Incident™) described in more detail below. Archbishop Mitty High School takes the
security and privacy of the information in its control seriously, and has taken steps to prevent a
similar incident from occurring in the future.

1. Nature of the Security Incident

Blackbaud, Inc. (“Blackbaud™) is a cloud computing provider that is used by Archbishop Mitty
High School and many other institutions to organize and store information related to members of
its community. On September 29, 2020, as your Office may already be aware, Blackbaud notified
hundreds of its customers, including Archbishop Mitty High School, that Blackbaud experienced
aransomware event in May 2020 which involved the exposure of data stored by Blackbaud’s
customers on Blackbaud’s platforms. In response to Blackbaud’s notification, Archbishop Mitty
High School launched an investigation to determine, based on the information provided by
Blackbaud, which of its’ community were impacted.

2. Number of New Hampshire Residents Affected

During its investigation, Archbishop Mitty High School discovered that the Blackbaud Incident
resulted in the unauthorized exposure of information pertaining to one (1) New Hampshire
resident. As described below, Archbishop Mitty High Schoo! individually notified all potentially
affected New Hampshire residents of this incident on June 16, 2021 via First Class Mail.

Specifically, Archbishop Mitty High School notified one (1) New Hampshire resident whose
personal information - potentially including their name, social security number, mailing address,
telephone number and date of birth - was exposed as a result of the Blackbaud Incident. A sample
copy of the incident notification letters mailed to this population of New Hampshire residents is
attached as Exhibit A.
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e All phone calls needed for credit grantor notification, and fraud information removal purposes.

e Notification to any relevant government and private agencies.

e Assistance with filing a law enforcement report.

o Comprehensive case file creation for insurance and law enforcement.

e Assistance with enrollment in applicable Identity Theft Passport Programs in states where it is available and
in situations where it is warranted (United States only).

* Assistance with placement of credit file freezes in states where it is available and in situations where it is
warranted (United States only); this is limited to online-based credit freeze assistance.

e Customer service support for individuals when enrolling in monitoring products, if applicable.

» Assistance with review of credit reports for possible fraudulent activity.

e Unlimited access to educational fraud information and threat alerts. (Note that these emails may not be
specific to the recipient’s jurisdiction/location.)

How do I enroll for the free services? To enroll in Credit Monitoring services at no charge, please navigate to:

If prompted, please provide the following unique code to gain access to services:-

Once registered, you can access Monitoring Services by selecting the “Use Now” link to fully authenticate your
identity and activate your services. Please ensure you take this step to receive your alerts. In order for you to receive
the monitoring services described above, you must enroll within ninety (90) days from the date of this letter.

For More Information

Again, Archbishop Mitty High School takes the protection and proper use of your information very seriously and
we sincerely apologize for any concern or inconvenience this letter causes. Should you have any questions or
concerns about this matter, please do not hesitate to call 800-536-8304 Monday through Friday between the hours
of 6 a.m. and 6 p.m. PST.

Sincerely,
Cathie Whalen

Chief Financial Officer
Archbishop Mitty High School








