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Aquiline Capital Partners LLC

Mail Handling Services

777 E Park Dr

Harrisburg, PA 17111 CAPITAL PARTNERS LLC

October 29, 2019

Dear I

We are writing to notify you of a cyber security incident at Aquiline Capital Partners LLC (Aquiline).

What Happened?

On January 28, 2019 Aquiline identified an unauthorized login into an employee’s email account by
someone who had set up specific mail rules to auto-forward emails containing certain key words. Upon
identifying this unauthorized access, Aquiline immediately shut down the mailbox and, in consultation
with external cyber security experts, conducted a comprehensive investigation into the incident which
determined that, while 50 emails had been forwarded, none of those emails contained social security
numbers, account numbers, or any other Personal Identifying Information (“PII”). This forensic
investigation included a thorough analysis of all messages and documents contained in the mailbox at the
time of the incident. Even though none of your PII was in the emails forwarded outside of the impacted
email account, we are notifying you in an abundance of caution because some of your PII was present in
other (non-forwarded) emails contained in this email account.

What Information Was Involved? ,
Aquiline’s investigation could not confirm what information, if any, was actually viewed by the
unauthorized individual(s). However, we were able to determine that only 50 emails had been forwarded
from the impacted email account and that none of those forwarded emails contained PII. Additionally, we
confirmed that no other documents or applications on Aquiline servers were accessed.

What We Are Doing?

Aquiline is committed to information privacy and cybersecurity. Aquiline has long had comprehensive
security measures in place to protect information in our care. Upon learning of this incident, Aquiline
took several additional measures to further enhance the security of our systems, including employee email
accounts. Aquiline regularly assesses our policies and procedures relating to data security to ensure that
we maintain sufficient cybersecurity protection.

What Can You Do?

Please review the information contained in the enclosed “Steps You Can Take to Protect Against Identity
Theft and Fraud”. Additionally, we have engaged the services of Experian to provide identity and credit
monitoring services at no cost to you for 12 months, further information of which can be found herein.
For further information about this service, please call 877-288-8057.



For More Information.

We understand that vou may have additional questions about this incident. Please contact Geoff Kalish at
or (212) 624-9535 or Ezra Berger a r (212) 624-9511 with
any questions or concerns. :

Aquiline takes the privacy and security of the personal information in our care very seriously. We sincerely
regret this incident.

Sincerely,

i G4

Jeff Greenberg
Chairman
Aquiline Capital Partners












