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March 15, 2015

The Honorable Joseph Foster
Office of the Attorney General
33 Capitol Street

Concord, NH 03301

Re: Data Breach Report
Dear Attorney General Foster:

I represent Apple America Group LLC (AAG), located at 6200 Oak Tree Blvd., Ste. 250,
Independence, Ohio 44131. This letter is being sent pursuant to N.H. Rev. Stat. §§ 359-C: 19-21
because AAG learned on March 3, 2015 that an unencrypted portable USB flash drive containing
W-2 information of 1107 New Hampshire residents was lost by an outside consultant. The
consultant was hired to help AAG improve its payroll systems. The W-2 information contained
names, addresses, Social Security numbers, and wage and tax information. To be very clear, the
lost information did not include any bank account information, credit card information, dates of
birth or medical information, nor did it include any customer information.

The consultant lost the drive while traveling and it has not yet been found, even though AAG,
and the outside consultant, have undertaken an exhaustive investigation to locate it. As soon as
AAG learned of the possible loss, it traced the consultant’s course of travel, and thoroughly
checked with the security offices and the lost and found offices at every point along the
consultant’s course of travel. This included an airline, a taxi company and a hotel. AAG has not
yet located the drive, but its search efforts are on-going.

There is no evidence that any of the information has been accessed, misappropriated or misused
in any way. Nonetheless, as set forth in the attached consumer notification letter, AAG is in the
process of notifying all potentially affected employees and providing them fraud resolution and
identity protection services through Experian for a period of 12 months. Please contact me
should you have any questions.

Sincerely,

Davis Wright Tremaine LLP
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