


May 30, 2019

NOTICE OF DATA BREACH
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We are writing to notify you of an incident that may have affected the confidentiality of your personal
information. Please read this letter carefully for more information and to learn how you can take steps
to protect your personal information, including by enrolling in a complimentary year of Kroll Consumer
Identity Monitoring and Consultation & Restoration Services.

What Hapg ~— - 1?

On February 2, 2019, you participated in a screen sharing session with a sales associate who works for
an Apple service provider, Teleperformance AHA. In light of an incident involving another customer and
an investigation we initiated in response to that incident, we have reason to believe that the sales asso-
ciate you spoke with may have copied some of your personal information without authorization. While
we have not been able to confirm whether the third-party sales associate did, in fact, obtain your infor-
mation, Apple has determined that she did not follow normal operating procedure for transactions like
yours and could have done so. As a result, we are notifying you of this incident out of an abundance of
caution.

What Inform; ©~ 1 Was Involved?

The data elements potentially obtained by the sales associate may have included your name, bill-
ing/shipping address, email address, payment card account number, payment card expiration date, and
payment card verification number (i.e., the number printed on the back of your payment card used in
online and phone transactions to verify that you possess the card).

What We Are Doing.

In response to this incident, we have taken steps to help ensure that Teleperformance’s employees fol-
low established fraud prevention protocols. The Teleperformance employee has also been suspended
while Apple and Teleperformance investigate this matter further, and she has been removed from all
Apple projects. Finally, out of an abundance of caution we are providing you with one year of compli-
mentary access to Kroll's Consumer Identity Monitoring and Consultation & Restoration Services. This
product includes Kroll's Web Watcher, Public Persona, Quick Cash Scan, Online Triple Bureau Credit
Monitoring, Fraud Consultation, Identity Theft Restoration, and $1M Identity Fraud Loss Reimburse-
ment services. Additional Information on Kroll’s services and instructions on how to enroll are provided
below.
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) Kroll.

We have secured the services of Kroll to provide identity monitoring at no cost to you for -~ - year. Kroll is a global
leader in risk mitigation and response, and their team has extensive experience helping people who have sustained an
unintentional exposure of confidential data. Your identity monitoring services'include Credit Monitoring, a Current
Credit Report, Web Watcher, Public Persona, Quick Cash Scan, $1 Million Identity Fraud Loss Reimbursement, Fraud
Consultation, and Identity Theft Restoration.

How to Activate Your ldentity Monitoring Services

1. You must activate your identity monitoring services by January 4, 2020. Your Activation Code will not work after this
date.

2. Visit redeem.kroll.com to activate your identity monitoring services.

3. Provide Your Activation Code: || =nd Your Verification ID: [JJJj

1. Tosign in to your account after you have activated your identity monitoring services, please visit
krollbreach.idmonitoringservice.com

If you have questions, please call 1-866-775-4209, Monday through Friday from 9:00 a.m. to 6:30 p.m. Eastern Time.

Take Advantage Of Your Identity Monitoring Services
You've been provided with access to the following services' from Kroll:

Triple Bureau Credit Monitoring and Single Bureau Credit Report

Your current credit report is available for you to review. You will also receive alerts when there are changes to your credit
data at any of the three national credit bureaus—for instance, when a new line of credit is applied for in your name. If
you do not recognize the activity, you'll have the option to call a Kroll fraud specialist, who can help you determine if it's
an indicator of identity theft.

Web Watcher
Web Watcher monitors internet sites where criminals may buy, sell, and trade personal identity information. An alert will
be generated if evidence of your personal identity information is found.

Public Persona
Public Persona monitors and notifies when names, aliases, and addresses become associated with your Social Security
number. If information is found, you'll receive an alert.

Quick Cash Scan
Quick Cash Scan monitors short-term and cash-advance loan sources. You'll receive an alert when a loan is reported,
and you can call a Kroll fraud specialist for more information.

$1 Million Identity Fraud Loss Reimbursement
Reimburses you for out-of-pocket expenses totaling up to $1 million in covered legal costs and expenses for any one
stolen identity event. All coverage is subject to the conditions and exclusions in the policy.

Fraud Consultation

You have unlimited access to consultation with a Kroll fraud specialist. Support includes showing you the most
effective ways to protect your identity, explaining your rights and protections under the law, assistance with fraud
alerts, and interpreting how personal information is accessed and used, including investigating suspicious activity that
could be tied to an identity theft event.

Identity Theft Restoration

If you become a victim of identity theft, an experienced Kroll licensed investigator will work on your behalf to resolve
related issues. You will have access to a dedicated investigator who understands your issues and can do most of the
work for you. Your investigator can dig deep to uncover the scope of the identity theft, and then work to resolve it.

' Kroll's activation website is only compatible with the current version or one version earlier of Internet Explorer, Chrome, Firefox, and Safari.

To receive credit services, you must be over the age of 18 and have established credit in the U.S., have a Social Security number in your

name, and have a U.S. residential address associated with your credit file. 071118





