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IMPORTANT INFORMATION

PLEASE REVIEW CAREFULLY

Deai

The privacy and security of the personal information we maintain is of the utmost importance to the Town of
Ambherst. As you know, we contacted you regarding a data security incident on January 20, 2021. We are
writing with additional important information regarding the data security incident that involved some of your
information. We want to provide you with additional information about the incident, explain the services we

will be reimbursing you for, and let you know that we continue to take significant measures to protect your
information.

What Fluppened?

As you know, on January 20, 2021 we discovered that your DD214 form and your Application for Property
Tax Exemption were inadvertently made publicly available online from January 15, 2021 to January 20, 2021

as part of the Town of Amherst Board of Selectman Meeting Agenda. As soon as we learned of the incident
we immediately took the forms offline.

What We Are Doing.

Upon learning of this issue, we immediately commenced a thorough investigation and contacted you regarding
this inadvertent posting. As part of our investigation, we have worked very closely with external cybersecurity
professionals. We have also taken several steps to implement additional technical safeguards internally to
prevent the recurrence of similar incidents.

What Information Was [nvolved.

The DD214 form and/or the Application for Property Tax Exemption contained some of your personal
information, including your name, Social Security number, date of birth, phone number, branch of service,
location of service, dates of services, blood type, home address and spouse name and phone number.

What You Can Do.

We have no evidence that any of your information has been misused. Nevertheless, out of an abundance
of caution, we wanted to make you aware of the incident. To further help protect your information, we are
reimbursing you for your purchase of a one-year membership of LifeLock to provide you with identity theft
and credit monitoring protection. Once you have an invoice or receipt, please send them (a scanned copy will
be sufficient) to me and [ will process your payment.



For More Information.

Please accept our apologies that this incident occurred. We have taken necessary steps to prevent this from
happening again. We remain fully committed to maintaining the privacy of personal information in our
possession and have taken many precautions to safeguard it and to prevent subsequent occurrences. We
continually evaluate and modify our practices to enhance the security and privacy of your personal information.

If you have any further questions regarding this incident, please call me at g JENI Monday through
Friday, 8:00 a.m. to 4:00 p.m. EST.

Sincerel

Town of Amherst









