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Amerlprlee Flnanclal, Inc. 
1441 W Long Lake Rd, 54.llte 250 
Troy, Ml 48098 

December 18, 2018 

Office of the Attorney General 
Consumer Protection and Antitrust Bureau 
33 Capital Street 
Concord, NH 03301 
Phone: (603) 271-3643 
Fax: (603) 271-2110 

Re: Infonnation Security Breach Notification 

Dear Sir or Madam: 

~002/007 

. . ,,. 
Amer1pr1se ~ 

Financial 

This letter is for the pw11ose of notifying your office that Ameriprise Financial Services, Inc. had 
a data breach incident involving information for (9) Ameriprise clients who are residents of New 
Hampshire. 

Specifically, on November 11, 2018, a TIN Mismatch file was inadvertently emailed to an 
unsecure Gm.ail account. The email contained client name and social security number. 

At the same time this letter is being sent. Ameriprise Financial will also be sending a notification 
letter to the affected residents, a copy of which is enclosed. The letter describes steps Ameriprise 
Financial is taking to help ensure that these individuals• accounts are not accessed by 
unauthorized persons and provides them with an opportunity to enroll for one year of credit 
monitoring through EZ Shield, at Ameriprise Financial's expense. In addition., we have included 
a copy of a brochure containing information about how to protect against identity theft. 

If you have any questions regarding this incident, please contact me at (248) 205-5817. 

Sincerely, 

<!J(;i2J1[)Jo~-
Kathleen A. Dedenbach 
Vice President & Group Counsel 
Chief Privacy Officer 
General Counsel's Organization 
Ameriprise Financial, Inc. 

KAD:jaw 

Enclosures 
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NOTICE OF A DATA BREACH 

«Mail Date>> 

<<First Name>><<Last Name>> 
«Client Address l» 
«City», «ST» <<ZIP>> 

Dear <<First Name>> <<La.st Name>>: 

What Happened? 

~003/007 
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Ameriprise e 
Financial 

l am writing to inform you of an incident involving your personal information. On November 11, 2018, an 
Ameriprise Financial employee inadvertently, emailed a list of client information to his personal email account. 
Upon discovery of the error, the employee's leaders watched as the employee deleted the email from his personal 
email account. Unfortunately, the list of information included your personal information. It is a violation of our 
internal policies, and disciplinary action has been taken. While there was no intent for misuse and the data has been 
deleted, Ameriprise Financial does nol have a confidentiality agreement with the personal email provider, and we 
wanted to take the precaution of notifying you. 

What Information Was Involved? 
Name and Social Security Number. 

What We Are Doing. 
We have taken steps to protect your accounts from unauthorized activity, which includes instructing our service 
asS<Jciate~ to use extra caution when verifying callers 1111d to confirm the signature on written requests related to your 
accounts. 

As a precaution, Ameriprise Financial is providing you an opponunity to enroll in an independently operated credit 
monitoring program for one year at no expense lo you. This program is administered by EZ Shield, Tnc. The 
5ervices include resolution assistance by certified fraud experts, Internet Monitoring, and credit monitoring to keep 
you informed of changes to your information within the Experian credit bureau. To obtain these services, please go 
to https://myidcntity.ezshield.com/protection and insert code: << >> 

What You Can Do. 
None of us like to hear about incidents involving our personal information. And in situations like this, taking a few 
prudent steps can further protect you agaimlt the potential misuse of your infonnation. That's why we recommend 
the following actions: 

• Register a Fraud Alert or Security Freeze with the three major credit bureaus listed below: 

• Thoroughly review your account statements and transaction confirmations. 
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• Closely monitor all of your personal accounts (e.g. checking and savings, credit cards, etc) to meke sure 
there is no unauthorized activity. 

• Review any solicitations you receive in the near future. 
• Be vigilant if you receive a call from someone who claims to represent Ameriprise Financial. If you have 

llllY doubts about the caller, hang up and call your advisor to verify the validity of the call, 
• Read the enclosed educational brochure which provides resources and measures to help protect against 

identity theft. 
o Additional information is available on ameriprise.comlprivacy-security-fnwd/ 

• The Federal Trade Commission also has many resources available to help protect against identity lheft. 
Contact them at 

600 ~~l~~i~Aveiid.e~. '\ · .. ~ .. :~·-
........ :h· '·· · ·. ~-·· " .mo······ ·· · · · , ..... ·, .. 

I
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. ~ti· : M ·. (J.v. ~ ·: . . :·· .. · • · · ·: . ·. · . " : .. ·----~~..iJ.l&~.-~ ....... ··~·· · · ·· · ...... .. -~· ---~ 

For More Information. 

If you have questions, or notice any unusual activity, contact us at (800) 862-7919 and say "Privacy and Security" in 
the phone menu. We are here to help. 

Please accept my sincere apology regarding this situation and any inconvenience it may cause you. 

Sincerely, 

Erik Langhus 
Vice President 
Ameriprise Financial, Inc. 

Enclosure: Ameriprise Financial identity Theft Brochure 

Cl 201 g Ameriprise Fin1111Cial, Inc. All rights l'l:SCJVc:d 
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Residents oflowa, Maryland, North Carolina and Oregon: 

The Identity Theft Unit in your state gives you step-by-step advice on how to protect yourself and help you to 
address some of the issues that identity theft causes. Report suspected identity theft to your local law enforcement, 
the Attorney General and the Federal Trade Commission. Below nre the mailing address, website, and phone 
number for the Office of the Attom General of our state. 

Office of the Attorney General oflowa 
Crime Victim Assistance Division 
Lucas State Office Building 
321 East 12th Street 
Des Moines, IA 50319 
(515)281-5044 
(800) 373-5044 
iowaattorneygeneral.gov 

Office of the Attorney General of Maryland 
200 St. Paul Place 
Baltimore, MO 21202 
( 410) 576-6491 
oag state.md. us 

Consumer Protection Division of the Attorney General's Office 
Old Education Building 
114 W. Edenton Street 
Raleigh, NC 27602 
(919) 716-6400 
ncdoLcom 

Oregon Department of Justice 
1162 Court Street NE 
Salem, OR 97301-4096 
(503) 378-4400 
doj .state.or.us 
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Protect your identity 
Keep,.,... ..,,.,..,.,..ff ~. Before o:sclosifl! 
arP( personai 1nfomlii\oan. ensure ycu kn!J>Y \orh)l 1l '3 
re!l'"<ed and how it \olill be used. 

Don't respood t~ email. lex\ or ~one 

rT'6Ssages ttai ask for ~e~ 1nf'.'.>JTTaton. 
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Guilni ]IOllr 5oclail 5ecuitl' ~alber. Oc ml 
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Protect yourself online 
Be wary oJ "'11' unsol1c1l ed emails a-.! otters l~.ot 
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5e!H in an ufasolicrted ernaiL 

If )t'.)u are in doubt. don"t repty_ CaU toe instf"wlion 

at a kncrwn 1ull'.oer.. 
Lise on.ty secure •>e<>sites ..tier entering 
p-_.rsonal information or roaking cwilirie 3'.Jrt:hases. 
Seccre • .-;tsit"' can be reo~1zec ~ ll>.e prelD<. 
t.nps:/ / and a p<>dbc k •=, in 'he slat.IS tar "~ 

tie"~ browser. 

Mod accessi~ )'Our fina~ial aocourtts onlme 
fro1T~ publK: ~omoult::rs al iltraries. hoLet bus6it:5.!) 
centers()( airpDJts. These are prime target areas 
for 1flieoes •Js1rg ke}'Slroke mo"itoring t<>0ls to 
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Create uniqce passworas ar6 persoM! 
iJent1t>::at1"' numbers (Plro.;s; us"'.g lell.!;15. 
ct'...ara ~'"e rs and l'\l.Jml:>ers. 

Use fir.,.,..,lls, arID-s1JYM3re a,,d an:H'irus soltv""re 
!O J)lc !eu )'<lllr oome ccmputer dlld reg""3r!y 
updale these prcgram~ . 

E:duc:ete yourself. There are edJLat.<)llal 

rretenals <Oioout rralt'f i>r tile- onlihe scams at 
ongoordonlin ~. gcv. 

LiD11 the oers0<1al ir,forrnat on )<JU <nake 9ublic 
on soeta · medi.'3 s~esr in=l.Jding lnfcmladon 
abol.11 le'11'i'l1 for vacaikr. ot J11:'o'inaioan a;iout 
yoli ruutin.e-s. 

Red flags of identity theft 
Ura11.-:llonze:I ohaf)!es on )'Our bank. O't!(f1t earn or 
ot!>er acc"'mts 
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What to do if your per.;onal 
infonnation is lost or stolen 

Con'U><t ooe Dr l:U. L..-ee mo)Oll' ~redrt bveaus and 
rEQuest that a ·irauo alert" is placed or. )IOLII ~le . 

The alert inst-ucls crednor> lo \oe~fi. '.l'JUr ider,\-fy­

W. phon<' before opening a.."l!f new a=un\5 or 
maki:r.g char.ge.s to your ex1s11ng acco:Jn..!s. 

P.O. Bat 740241 
AIJarua, liA 3o3n 
(B(X;j52~= 

eou~.CO"'ll 

P.O. B<lC< 9554 
Aler .. Tl< 7501.3 
fO!IB) 397.;:>142 
f'tper.ar..rom 

2 Bal:!!.1~ f"ace 
P.D. 6Gx l O:xJ 
Cl'e>ter, ~ 19022 
lBOOI 6&1-7289 
1.ral'l51.A1 IOn.rom 

If '(OU suspect or encounter ar-1f L.<raULhorizro 
act:M!y cm your A ile.r:ptlse Finarcaa1 account:;. 
calf )'C<Jr P"rsoral fir.afll"31 a;:l.o1sar or C"'1<:Dct 

Client Service a~ 1.800,862. 7919. 

What to do if you are the victim 
of identity theft 
If )'OU Gisc.:Ner :hat someo~ hos u!>Od yo1.1 
per.sonal M'fornatlc..-<"<i lo open accounts o.r pur5(Je: 
ur.aulho11red ac:tMty: 

Cnl!tact •Cid!....___ Inform one of the 
lh= major coed~ burea~'S tnat yw are a •ic:im 
or .clentify tho It. 

Placa a-.. 11111 ~ a9dft ~. Car.side r 

a crl!dil monirn<tng serw:e. 

Co8bld ,.. - ,.,.....,,.,, illSti!lltiora.. 
They rTi1l\I De a'.>ie t:> ~ruvde a::ldlt.,,061 s ecurify 
measures lo protect )\JUr ar:x:o11c Close ariy 
a:caunts ycu suspect ate frairjlJ!en1 or h°"' 

fraudu..,,,,_ transactioos. 

Fiie • pelc1"''''"'t. klent1~ ~etl ,s a c11:ne 
3 1lli mosi c::l'edri.ors ~uire a law .:tlforcerrient 
re~rt as proif. af :he -;heft , 

Repmn tlll! crtno 11> tile F«clet'al 1l'a<le 
Comrn&..iu (FTC). ~u· 1~por1 .. m aid law 
a:JJtorcernenl officials across. the coi.."11)' in 
ltie1r llJteSl~HOf'~. · 

Sl!ll!lk ~ T!>e FTC hi>s creatod an 
:dentit.Ji' theh 1r,fnrrriat1on ~ad<et ta l'.!::3s i~l VlC"'.llls. 

ileQLles\ a pac<el via ~"' contac\ oJpLions below: 

'l\l<b: 1lc gov/ tlthefl 

P!tone: 1 .877.ICHHEFT ~438.43381 
Of II' l.866..653 .42 61. 

Re .,clailn ll4tll YQ111r l.IS•ra- .,......_ 
Cl>ect< JOUr oolicy or c:a nier to dEte<mlne if 
you ha"lile 1de~ lheft insurance prolecticn . 1f 
apoli<:able, oonsidet ~l1f1t a ctiEJ. 

Koci>• -d o1,.... -ab. Start a fie 
with Wjlles at ;uur credit reports, IN> 

poli::e "'Port , copies of de; puted Mis anc 
anycorresnondeoce. Keep a fog ofycur 
comoe!"Sat1or..s wiUJ <:r&drtn'Sr law enforc:N'nent 
offl:::ials ,..,d C'.her rela""1l ~. FolluN up all 
ph.ooe ~lls m 'lfi"fJtirlg aru:t send cDrres;t-0:--denoe 

1.1ia certified mail, r~urn re=eipl requested. 
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