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December 18, 2018

Office of the Attorney General

Consumer Protection and Antitrust Bureau
33 Capital Street

Concord, NH 03301

Phone: (603) 271-3643

Fax: (603) 271-2110

Re: Information Security Breach Notification

Dear Sir or Madam:

This letter is for the purpose of notifying your office that Ameriprise Financial Services, Inc. had
a data breach incident involving information for (9) Ameriprise clients who are residents of New
Hampshire.

Specifically, on November 11, 2018, a TIN Mismatch file was inadvertently emailed to an
unsecure Gmail account. The email contained client name and social security number.

At the same time this letter is being sent, Ameriprise Financial will also be sending a notification
letter to the affected residents, a copy of which is enclosed. The letter describes steps Ameriprise
Financial is taking to help ensure that these individuals’ accounts are not accessed by
unauthorized persons and provides them with an opportunity to enroll for one year of credit
monitoring through EZ Shield, at Ameriprise Financial’s expense. In addition, we have included
a copy of a brochure containing information about how to protect against identity theft,

If you have any questions regarding this incident, please contact me at (248) 205-5817.

Sincerely,

‘ Audoccl -
Kathleen A. Dedenbach
Vice President & Group Counsel
Chief Privacy Officer
General Counsel’s Organization
Ameriprise Financial, Inc.

KAD:jaw

Enclosures
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NOTICE OF A DATA BREACH Ameriprise
Financial

®

<<Mail Date>>

<<First Name>><<Last Name>>
<<Client Address 1>>
<<City»>, <<§T>> <<ZIP>>

Dear <<First Name>> <<Last Name>>:

What Happened?

1 am writing to inform you of an incident involving your personal information. On November 11, 2018, an
Ameriprise Financial employee inadvertently, emailed & list of client information to his personal email account,
Upon discovery of the error, the employee’s leaders watched as the employee deleted the email from his personal
email account. Unfortunately, the list of information ineluded your personal information. It is a violation of our
internal policies, and disciplinary action has been taken. While there was no intent for misuse and the data has been
deleted, Ameriprige Financial does not have a confidentiality agreement with the personal email provider, and we
wanted to take the precaution of notifying you.

What Information Was Involved?
Name and Social Security Number.

What We Are Doing.
We have taken steps to protect your accounts from unauthorized activity, which includes instructing our service

associates to use extra caution when verifying callers and to confirm the signature on written requests related to your
accounts.

As a precaution, Ameriprise Financial is providing you an opportunity to enroll in an independently operated credit
monhitoring progtam for one year at no expense to you. This program i3 administered by EZ Shield, Inc. The
services include resolution assistance by certified fraud experts, Internet Monitoring, and credit monitoring to keep
you informed of changes to your information within the Experian ¢redit bureau. To obtain these services, please go

to https://myidentity.ezshield. com/protection and insert code: <<} NGz
What You Can Do.

None of us 1ike to hear about incidents involving our personal information. And in situations like this, taking a few

prudent steps can further protect you against the potential misuse of your information. That's why we recommend
the following actions:

* Register a Fraud Alert or Security Freeze with the three major credit bureaus listed below:
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e  Closely monitor all of your personal accounts (e.g. checking and savings, credit cards, etc) to make sure
there is no unauthorized activity.

» Review any solicitations you receive in the near future,
Be vigilant if you receive a call from someone who claims to represent Ameriprise Financial. 1f you have
any doubts about the caller, hang up and call your advisor to verify the validity of the call,
o  Read the enclosed educational brochure which provides resources and measures to help protect against
identity theft.
o Additional information is available on ameriprise.com/privacy-security-fraud/

o  The Federal Trade Commission also has many resources available to help protect against identity theft.
Contact them at:

For More Information.

If you have questions, or notice any unusual activity, contact us at (800) 862-7919 and say “Privacy and Security” in
the phone menu. We are here to help.

Please accept my sincere apology regarding this situation and any inconvenience it may canse you.

Sincerely,

Loide Ao
Erik Langhus

Vice President
Ameriprise Financial, Inc.

Enclosure: Ameriprise Financial 1dentity Thefi Brochure

© 2018 Amcriprisc Financial, Inc, All rights reserved
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Residents of lowa, Maryland, North Carolina and Oregon:

The Identity Theft Unit in your state gives you step-by-step advice on how to protect yourself and help you to
address some of the issues that identity theft canses, Report suspected identity theft to your lacal law enforcement,
the Attorney General and the Federal Trade Commission. Below are the mailing address, website, and phone
number for the ™*"~¢ ~“*4e Attorney General of your sta*~

'.\l‘.u‘.\ Ll

Nogith € arolina

e

Office of the Attorney General of Towa
Crime Victim Assistance Division
Lucas State Office Building

321 East 12th Street

Des Moines, 1A 50319
(515)281-5044

(800) 373-5044

iov—“omeygeneral.gov

Office of the Attorney General of Maryland
200 St, Paul Place

Baltimore, MD 21202

(410) 576-6491

oagstate. md.us

Consumer Protection Division of the Attorney General’s Office
01d Education Building

114 W. Edenton Straet

Raleigh, NC 27602

(919) 716-6400

ngdol.com

Oregon Department of Justice
1162 Court Street NE

Salem, OR 97301-4096

(503) 378-4400

doj.s” * orus







Protect your identity

Keep your Inforrmatisn prhate. Sefore a:sciasing
any personat INfeymaliin. ensure yout know why IL is
refprsed and how it wilt be used.

—  Don't respoed & emait. text ar phane
mesaages than ask for gerspoad imfsmatan.
Leglimate companies don't ask far wformalcn
Lhis waye Oelsle the message.

Gusarg yourt Social Security nemnber. fic nol

give your Socia! Secury number 1o peggle o1

COMDENIES you ga not knaw,

Fequzsl o see a privacy policy. A kegitimate

fusiness requesting your Sacif Securty nLmber

shoukl have & prvacy colicy explarag wiy
pgerscnal informaticn is colfected, how iLs used,

and who #2ll have access to n.

Deotrov old docements. Shred infcrmatinn you na

kcnger reed that coriains sersanably idend tavle

informaen and acoauni numbers. For example,
credit cay feceipts, hillirg slatements ard pre-
appavec oedit effers should be skredded befors
your discasd Lhem,

Safegsard yosr mal fiomn thef. Promptly remove

incorming mall froan yaur raailbox ar cansider a

Ipcherg mailbax. and place owrgoing mail in past

office crlkeclon boxes.

Carvy only the exsentiala. D5 not carry extra cedil

caros. yeur brilh cerlficate, passpael ar your Social

Securmy carnd sl you, except when necessary.

Review your credit report. The law requires the

\kree mejor crean tureaus — Equifax, Experiar and

TransJdnic — Lo prisdde a G2e copy of your aredit.

report ance per year.

—  Visii annLalkresirepor.oam or cal
1.B77.327 8228 10 araer yaur frae credit
seports each year,

— Congs:der staggering your cracil repast requests
from each agercy throughcut the yeas. Loox for
HQUines and actiity 5o your acoxints that yvos
czn'l explain.

Review your stataments. Carefully and pronptily

review all ransaction canfimaticns. accaunl

stalements ang “eporls. Regusly review yox
accountis) by bgging mio the sepure Sie at
weaLamerips 3ecom. If you susgerct or

ENCOUNEr ary Lnautnanzed activity oh your

Armesipnse Finarcial acoounts, call your persenal
fancel advise- or parsact Client Service at
1.810.652.7919.

Protect yourself online

Be wary of ary unsolicited emails 8d oHers Lhal
s=ein ton gopd to be true. Never ¢lick an a link
sent in an ussoliced email.

Hyou are in doubit, dan™t reply Call tre institution
at a knawn wrroer.

Use only secure weosites wher entading
personal information or making galing ;urchases,
Secure wetsites ¢an be recognizec by Lhe prefic
krips:// and a padlack icon in zhe slatis kar ¢
e web browser,

Avod eccessing your financial accowsds online
fron- public zomaulers al dbraries, holel busmess
centers or aimpprls. These are prime larget areas
far thieves using key'stroke monitering toaks ta
steal yDUr USEIMAMES and ¢asswores.

Creste unigLe passworss anc persana!
oenbificatipy numbers (Plks) usmg keltsrs.
characters and numbers.

Use firewalls, anb-spywore and arciirus sotteare
10 pvalect your ame coripuler and regléanky
update Lhese pregrams.

Educste yaurself. There are educat.onal
maiensls azoul many of ihe online scams at
ongirardonlinz.gey.

Lim the persenal infarmal on you make public
on socid’ meda ses, induding infermmadon
aboui keaving far vacation or mo maikn asout
woLF routines.

Red flags of identity thefi

Urasashonzed charges an your bark, oedit card or
otter accounts

Mistakes an the explarabon af medical benefits
Frxn your health plan

Yaur reg.dar bills and accours s@ements dont
amwe on Wme

Bilis ar collection nolices for producls of seFViCES
yau newsy received

Calls from detn collectors abowk deks the: don'l
belang 1o you

“ou are lismezd dowr unexgecledly for 8 koan or a jeb

What to do if your personal
information is lost or slolen

Coriact one of (ke ihiee maps credd bu-eaus and
request thai a “frauc alert” is placed or. your fite.
The aled instucts Crednors Lo vanfy yuur idesd 4y
via phone befare opentng amy 2ew a-caurls or
makxg charges O your SXISINE BCcDUnls.

P.l. our 740241
Alianta, GA 30374
[B0G] 525528E

BXa%.com

P.Q. Box 9554
Aler., TX 75013
[688) 3973742
exparar.com

2 Bakiwin Pace
2.0. Bax 1030
Chester, P4 19022
{800 680-7289
tansuonoom

Transi, g1

If yau suspeet or encauriler ary urauLhonized

a:iTvity an your Amerpnse Finaccial aocounts.
calt your persordd firancis! adviscr or coaacd

Cliend Serviee at 1.800,862.7919.

What to do if you are the victim
of identity theft

If you ciscaver thal semepns has used youwr
personal irformaticn Lo apen 3ccounis or pursue
uraylhonzed aclwey:

= Contact » credti buress. Inform one of the
three major credit bureals thal you are a viezm
of dermity ihefl,

=  Place & (reazs oa your credit reporl. Corsider
a gredid moniteang senace.

= Castact ypwr cther financial instilations.
Tney may be anie to prov.de additionss security
measwees 40 protect your accowt:. Close any
azoaunts yeu suspect are fraugident or have
fraudulesy transactions._

= Flie a peloe report. ideauzy hefi s 2 cnime
andé mosi oediiers require a law anforcemem
repart as praa’ af e hefl.

*  Repar the crime to the Federal Trade
Cammisaisn {FTC). Your reporl will aid law
anforeement officials acmss the cowunry in
heir IvesLgat NS .

* Soek assistance. The FIC has eatsd an
weritity thell Information packsl to essisl victams.
Request a pacxel via the contact aptions below:

Web: fic gov/ dtheft

Prone: 1. 8T7.IDTHEFT ¢438.4338)
or 7TY L 866.653.4261

1 Flile & claim with your Issurance canvier.
Check your policy of carier to delermine i
you have entity thefl insurance prolectan, 1
applicable, consider fing a claem.

=« Koep a roood of yur canmimcts. Start a fie
wilh coues af your credit reports, T
police report, copies of de puted BYs anc
any correspondence. Heep a bog ol yeur
comesalions with Lredifes, law enforcement
offizals and czher relevenl parties. Folloe up all
phane calls in weting ann sens corespondence
via cerlified mail, relurn rezeipl requested.
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