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A urlprlH Flnanclal, Inc;, 
lf41 W. Long Lake Road . Suits 250 
T oy, Ml 4S098 

Jr 13.2017 

~~ce of the Attorney General 
Cr~sumer Protection and Antitrust Bureau 

~~~:"~~~~;t301 
P~one: (603) 271-3643 
Fh: (603) 271 -2110 

Ameriprise 
Financ~al 

RECEIVED 

JUL 1 3 2017 

CONSUMER PROTECTION Rt : Information Security Breach NQJification 

Drr Sir or Madam: 

This letter is for the purpose of notifying your office that Ameriprise Financial Services, Inc.! 
a ~1 ata breach incident involving the theft of information for (1) Ameriprise client who is ~ 
re ident of New Hampshire. Specifically, on February 10, 2017, a. copy of an adv'sor' ·I;., r 

w uploaded to their personal email account as part of their transition to Ameriprise Fi_,:
~e client list included personal information. While there was no intent for misuse, it i : _ v 
Atneriprise Financial policy to use unapproved email applications for documents conta .. _~ 
c]1 ent information. The document has since been deleted from the personal email account. 

A the same time that this letter is being sent, Ameriprise Financial will also be sending a · 
n tification letter to the affected resident, a copy of which is enclosed. The letter describes steps 
Aferiprise Financial is taking to help ensure that this individual's accounts are not accessed by 
4 authorized persons and provides them with an opportunity to enroll for one year of credit 
mrnitoring from Equifax, at Ameriprise Financial's expense. In addition, we have includ d ~ 
copy of a brochure containing information about how to protect against identity theft. 

If you have any questions regarding this incident, please contact me at (248) 205-581 7. 

I ...h.-cR... 
K~thleen A. Dedenbach 
VJ~e President & Group Counsel 
Cf ef Privacy Officer 
Gfneral Counsel's Organization 
Ameriprise Financial, Inc. 

J D:jaw 

El c!osures 
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Ameriprise e. 
Financial 

Date: July 14, 201 

<<First Name>> <<Last Name>> 
<<Address>> 
<<City>>, <<State>> <<Zip>> 

What H:ippened? 

NOTICE OF A DAT A BREACH 

lam writing to make you aware that on February 10, 2017, a copy ofJim 
Warren's client list was uploaded to his personal email account as part of his 
transition to Ameriprise Financial. The client list included personal 
infonnation. While there was no int-ent for misuse, it is against Ameriprise 
Financial policy to use unapproved email applications for documents 
containing client information. The document.has since been deleted from the 
personal email account. Out of an abundance of caution, l wanted to notify you 

1

1 

of this issue. 
I 
I 
I What Inifonnation The list contained your name, account and Social Security Numbers. 

~V/~a_s_In_J~1o_lv_e_d_?~~-+-~~~~~~~~~~~~~~~~~~~~~~~~--·-' 
What 'We Are Doing. As a precaution, we are providing you an opportunity to enroll in an 

independently operated credit monitoring program for one year at no expel'% 
to you. This program is administered by Equifax, one of the three natio:rn., 
credit reporting ag;oncies. The last page of this letter h1cludes the features 

What You Can Do. 

I For Mo1 e 
lnforma ion. 

the Equifax Service and the promotional code you need to use to enro il fm c. _ 
free year of coverage. 

• Thoroughly review your account statements and transaction confirmations. 
• Review any solicitations you receive in the near future. 
• Closely monitor all of your personal accounts (e.g. checking and savings, 

credit cards, etc.) to make sure there is no unauthorized activity. 
• Read the enclosed educational brochure which provides resources and 

measures to help protect against identity theft. 

Please contact Jim Warren at (949) 462-9751 for any questions. 

I apologize for any inconvenience. 

Sincerely, 

Jennifer Swihart 
Sr. Investigator, Privacy Office 
Ameriprise Financial, Inc . 

I 
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Activation Code: <<GIFT CODE>> 

roduct 

Equifax C edit Watch will provide you with an "early 
warning f stem" to changes to your credit file and help you 
to understand the content of your credit file at the three 
major cre1dit-reportlng agencies. Note: You must b@ over age 
18 with a credit file in order to take advantage of the 
product. 

Equifax Crl!dit Watch provides you with the following key 
features and benefits: 
o Comprehensive credit file monitoring and aut •"": 

alerts of key changes to your Equlfa1', Et<J)er!~ 
TransUnlon credit reports 

o Wireless alerts and customizable alerts ava ila1:1: 0 

(available online only) 
o One 3-in-1 Credit Report and access to your Eqwz .. 

Credit Report"' 
o Up to $1 million in Identity theft Insurance 1 wi. 

deductlble, at no additional cost t o you 
o 24 by 7 live agent Customer Service to as 

understanding the content of your E~l·J·~. 
information, to provide personaHze.-l .ae:~ 
victim assistance and In Initiating an i'lv st1 0 

inaccurate Information. 
o 90 day Fraud Alert 2 placement with automatic er, ,.,,.,, 

functionality• (available online onl L_ _ ____________________ ___ _;__;__:_:.:.;cc.;_...:__..!.--------...... '"----- --- -·-·. 

How to Ehroll: You can si n up onllne or over the hone: 
To sign up online for online delivery go to 
www.mv$ervices.eguifax.com/trl 

1. We!ck me Page: Enter the Activation Code provided at the 
top ot this page in the "Activation Code" box and.click the 
"Sub1l11it" button. 

2. Register : Complete the form with your contact 

inforr
1 

atlon (name, gender, home address, date of birth, 
Socia Security Number and telephone number) cind click 
the" ontinue" button. 

3. Crea~e. Aq:ount: Complete the form with your email 
addrt ss, r;-reate a User Name and Password, check the box 
to accept tl1e Terms of Use and click the "Continue¥ 

butt~ n . 
4. Verlf ID: The system will then ask you up to four security 

ques ions to verify your Identity. Plecise answer the 
questions and click the "Submit Order" button. 

5. Orde~ Confirmation : This page shows you your completed 
enrol~ ment . Please click the "View My Product" button to 
access the product features. 

Directions or placing a Fraud Alert 

To sign up for US Mail delivery, dial 1-866-937-84 2 f ' 
access to the Equifax Credit Watch automated enroLr" 1 

process. Note that all credit reports and alerts wi' 
to you via US Mail only. 

I. Activation Code: You will be asked to en ter y~JL.Lt 
enrollment code as provided at the top of t his e ·i:c .• 

2. Customer Information: You will be asked to enter your 
home telephone number, home address, name, ctc;te 
of birth and Social Security Number. 

3. Permissible Pyrpose; You will be as ed t· "' 
Equifax with your permission to acce~s , 
and to monitor your fll e. Without , ,.. • 
Equifax cannot process your enroll fY1er'i:. 

4. Order Confirmation : Equifax will provi e ;; 
confirmation number with an explanatlOil 
receive your Fulfillment Kit via the us M all (w '1_: 
Equirax is able to verify your Identity) or a Cu!to 
Care letter with further instructions (if your identi·' 
can not be verified using the Information pro·/,., .. 
Please allow up to 10 business days to rec . .iv~ 
information. 

A fraud alett Is a consumer statement added to your credit report. This statement alerts creditors of possible frau ul::rt .,L , 

within you~ report as well as requests that they contact you prior to establishing any accounts in your name. Once t he fr. , 
added to vr?ur credit report, all creditors should contact you prior to establishing any account In your narne. To place a fraud z. 
on your credit flle, visit : www.fraudalerts.egulfax.com or you may contact the Equifax auto fraud line at 1·877-478-7625 and 111, 

the simple brompts. Once the fraud alert has been placed with Equifax, a notification will be sent to the other two ere ! r~f'..O~,:~" 
agencies, Ekperlan and Trans Union, on your behalf. 

l - ldenllty Th• ln•u<1noe underwritten by insurori1;11 t ompony subsldlerle• or efllllete' Qf Am1rlc1n 1nternat1onel Clroup, Inc. Th• d~wlptlori herein 15 a sumrr er.- a 

lnlorm••IOnol p rposes only and do•• not intl11d1 all terms, condmono end e<elu•lon5 of tho pollciM d~mbed. Pre-.,1 refar to t~• actual policies for ter,,-,$, ~' 1 

t Ove.tage. Cover i• mey not be •v~ilable in ~II jurisdictions .. Tiii! ptQdll(;t I• not Intended for mlno1i (under 18 yoars of age) 

2 · The Automatic Fraud Aleii futu"' made available to con$um•rs by EqulfaK 1nforma1\on Servitos llC and fulfllled on tts ben~ll II'/ Equifax Consumer Serv,c;, ••. 



How does identity theft happen? 
011111..,.wimqi 
Rurrm~ng thro<Jgll trash looking lot bills or ail>e< 
Oocwnel9.s ... ith personal imorrnati<m - ~ow name. 
a<l;lres.;;. ctione number. _uUli(\I ser1lce account 

~urT'Clef5. credit c&rtl n"'1"ber5 arid your Social 
Securit1 munber. 

P11 RI rtg 
Phone calls. spam einails. or pop-up messages 
'"here a:nn: nals .rr.pers::>nate fina'lCBI nsliu. .. i.1[ns 
or ixrnpanies to persuade you ID <e11eal persorel 
lnfo<ma~on For "'1Bmple, )OU <na)' reoe.Ne an email 
<osk1rot )'OU 1D -uJJ(la:~· ~r ·cor.tirn: • yi;w infan1at1:m 
and direct )'Ou to a .. 'ebsite tllat looi<S Identical to the 
~tlmate organizajon's site. The phisllif1€ sile is. a 

pllor'I' site desl~ed ID t1d )'OJ Into clivll1glng )OUr 
personal lnfoITT1atlon so the op.,,a4ors ca<> steal ~ 
id'entitJ. 

If )<llJ believe a 111essage to be phis/ling, lort"1rd 
it to spam@uoe.gov ilf'ld the legJl.irnall! COPlJ>illl)' 
i11¥>ersooated fn the email. For any phisllinf!. email 
impersaialing Ameriplise Financial. pll>ase send )'Our 
message to anti. fraud@af'lll)t..com 

Soc:i•I Ellglm~ 
The m1s.ise ol a leglllmate llusir>eSs by calling 
or sending emails I.hi>! attempt to trick you iBro 
re.ealill!'. personat lrrfonnaUon. Fore.ample, 
someone calls inrteriding to oft'e< you a job and 
asks for your personod ll:'llormabon, such as )'OUr 
Social Securrt)' nwiber, ID see K you "qli!Wif)'" b ti'e 
p05'1ion. 

lite ft 
Steelln& or ;.-d.s'lg Ost ~-all els ard purses, i':S well as 
mall ~ems such as llank aoo c-edlt card s!atemerns, 
pre-apl)rtM>d eted1l olle-s. ,..,.,.. r:hecks or tax 
mfoITT18tion. Thie.es rnay also work for busines ses. 
-neoteal off .ccs IX gG\;emmi::r•l CJ(t;~r:r. f€ S . ard st.;:.-a l 
mfonnation on the ;oo. 

Resources 
'!au car firn resource~ aoo inrCf"-nal ma o .... ,line and 
fmm go..er"""'°t <€8n<:ies about sca:ns and crimes 
that can lead to identity tnert . 

Fedenl 1'rllie CUWnlss lm~ 

W..b: ll~:gov/tlltief\ 
Phone: 1..877.ID-Tl-iEFr (438.4338) 

orm 1.856.653.4261 

OnGiunl Qfllfne 

Web: or.€1J•l<lorlline.goy 

Privacy RWJb Clearl~ 
Web: p!i<al>Jrig/lts.Of\l 
Poooe: 619.298.3396 

us Posbll lrupec:tion 5ef*'9 
Web: usps.rom/poslalin51l8Ctors 
Phone: 1 .8 77 .IH£.2405 

US Secret Semce 
'Neb: sec,.,tseMoe.g<l'I 

Sada! Se«:•ritf ~ion 
Wl:b: olg.ssa.gov 
Phooe-ffaull Hotline; 1.600.269.0271 

us ·aovennetlt hmlwltio11 .. 11 Sen.~ 
Web: usa.gov 
PhcnE>. 1.844.872.4081 

~Theft R-Cerrter 
Wet>: idt1lertcenter.0<g 

Phooe: 1 .888.400.56JO 

FV"°"'"'~l:w,>ig j -·--·.,_,....,.. 

,..., .. • .. , I' f1·1·, ll!.l;i l Ser\~e5, Inc.. 

.~: 1 1 u-t:'iul Ce'"ia, Mirncnpolt!.. MT• 6 SL ;.·4 

·"".c FPierc:a Inc. Ii.II ~~ , ,.. ~,.,..·1 

::l. ... ,; l]~.·11.11 

Ameriprise e. 
Fin~11d11f 

l
Reduce 
your risk of 
identity theft 
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Protect your identity 
Keet>,a•r I.,._ prtym. llafore diisciosing 
af\Oj i:eisonal nfonnatio.1. ensure you kooN wn,- ii is 
required and !>ow ii d be used. 

Don't respond io email, ren or pho1>e 
l"les.5ages tha.1 as~ for per.;ooal infurmatioB. 
Legitimate C<J(llj)a(l1es don't ask r.. information 
t'llis wa,. Delete lhe message. 

6Hrd )'Ollr Soci;il SeCIJrilJ n•"'beL Do not 
gM> yo11< social Securit; nurrt>e< to people or 
com.,.,nies you dC> not knDYl-

Reque•t to See a pri..acy ~. IL lefJlirnate 
busine"5 requesting )Uur Social Security nlf"flbff 
snould haue a P<""3C"f poCity explaining wlly 
personal 1nloimatlOl1 is calecled, hcNr 1t"s used. 
and who wilf h&re a;x;ess lo IL 

Deirln>f mid lloQJ marts. 5nred f nfo11nalion )tlU no 
k>nger n~ u· .. ?u contains ce~or..aM'1 idffltif aole 
inromiaoon and aroount numbers. Fore.ample, 
credrt card receipts. b111irig 5tlllemems and pre

awmied cllidit <>ffers should be shreOCled lletore 
)'00 <liscartl them. 

SrilgJlarll )'lllr lllai hM> U.11. PAY.nlJ1ti ietlllMl 

iBOOJTiing mafl trooi )'O<Jr cnailbm or ooo•lder a 
locking mailbm, and 1l4ace o•tgomg ma11 ill pos; 
off:oe c(JJlfcuon b::uces-

Clllll)' only tat! ll!Seffltiab.. Do no'l cart)' ectJa credit 
cards, )'CIUr b1nh ce:t -&ate, ;>assJXir: Df yo:Jr Sociat 
Secumy card \riTn l'IJU. e»cept when necessary_ 

Revn ,... ~taelt l'lll»Qrt. The law requires ttll> 

ttuee major cr>!OC b=aus - Equrta., EqieriaB an<I 
TranlliJman - lo provide a free cop)· oi )'lklr credit 
repon <JflCe per )"'ar_ 

Visl1 aoriualcredltr~rLoom or call 
1 .877 .322..B22B !<> order l'Qur l1ee cred~ 

re.oorts each year. 

Consider stagget;ng yow oredtt repo-t requesis 
from eacti agency !hrooghoot the _year. :-ool< for 
l"'l\JitieS and act tvity on yolJ/ accoonts tr>at )OU 
car.'t e:.;pfoin_ 

llifwi9"' ~ .-!:ith>rrnmts.. Camfully ~11cl p1onu>1ty 
re.~v.· all c--ar:::..~:Jior. txrn f.rr:nolier..s ..:;:::;::olJf .: 
sta temenrs and rnporl 5. Rt>gJLarty rev;e.," f'CIUr 
.ac~:Ou(l;;n;.;' b:,· ;r1r:::1:i1t,11n to 1'11e secure sit"t <it 

~""'.¥' ..:Jl I H- _ll; L '.)ill ff 1/f)l~ S ll "Sµect Qt 

t'r .,. : ~ 1.?+:il &.J1J lftt.y (.!(! 

Amenprise F"rianclal acx:ourlls. call your personal 
f1!1anc1ul &£1•,risor ur DJ"i •ta:t CIJE:rrc Seruice c.t 
1 -800.8£2_ 7919 

Protect yourself online 
Be ..,,,,,. ot a1)' unSo!Jctted e1J1a11s ilnd offe<s that 
seem too good to be true_ NeYBr clic~ on a link 
sen1 m an i;nisolicited em.al. 

If )'OU ate 1• daiJ>\ , d<>nl reply_ Call the instttutioA 
at a Hnown number. 

Use odf seaire •"'bsites 'Oflen ffileli!'« 
per'S(Jf>ilt inrmnatton -0r maki'l: onlllle plllCllases 
Secure • .. 1ebs.nes c:.an t.Je re;:ogn 1..00 by ttie ~rt:rlk 
~ttps:// ar>d a padlock ""'" in 1he sla\1<5 bat or 
lhe "'Sb browsier_ 

Airo1d oc:::e.ss1n,g. ~r financial aa:=ot...r.;19 oob.ne 
Iran public a:1mooters at lil'Br\es. ho\el buSiiroess 
CP.nter~ or airports. These a"' prime targe1 areas 
tor ttiie>es usir€ keys\roke mo Moring tools to 
steal j1)Ur usemames an<l pa!>SVIOrds-

Create unique passworcl3 aiid l)ffSor>al 
ident llcal io r. nur.ibers (PIN$I "''"nf leUers. 
characters ancJ llUmbers. 

Use firew.ell~ ant~~'WB.fe ard an"l:J.-\•in.is sattv.e ·e 
ID pmtocq•our llOrM cornp11ter an~ reg\JLat!y 
upda".e these ~ms. 

E.cklcate )'Ourself. Tllere are edilc:ational 
mm!rials aboll\ many of 11le O<llille scams at 
anguardonllne..gD'J. 

Limit lhe personal lnfonnation rou make pijJljc 
on social media srms., 111chAng tnf4llmatio~ 
about 1e..,;ng Ji:Jr'<acatlon or lnformatioA abMt 
}'Our mutines. 

Red flags of identity theft 
Unauthoo2Bd ct-ereos oo )'OU' bank, credit amt or 
other aocoullls 

MiS12ll<e'S o& ill fr expti>!!B')()n »f ned<:al ·:ienel ~.s 
from )'OU' l>ealth i:ien 
Yoor r<>g_ular bills an<l aocourn statements <Im! l 
arrive on Lime 

Bills or <:ollect1on 11ot tf.':es [or procJ\Jcts <Y se-v1ees 

you """'' receive<! 
Calls (rom debt ~l..1• 1:-. .ft'l.)()Ut dc!JIS lliat liwfl 
beloog to you 

Yn1A are b.Jmelf:h~' l.;)i1ly rr1f a torm ,-,, '1 jch 

Whal ro do if your personal 
information is lost or stolen 

Canta..""! one of 1'1e tflree majof' inodlt burea1JS and 
rE:que.s~ lt .ar: 0 • ~..xf a!E:rt'" IS. placed O'li YDL.t' fiilE. 
The alert 1n>truc<s ae<J1lors to verify )<JUr ideraily 
-'a phooe before DJle<l~ anr ne .. aocount:s or· 
mol<ing ctJanges \0 )<!<Jr ellistirig ~n'S. 

;>_iJ, a.. 740241 
.11.tlanta, GA. 30374 
•:BOO) 525-6285 
equrt.u.-:om 

P .O_ Elo.l9~ 

Allen. TX 75013 
1888) 397-.37 42 
~penal".oorn 

2 BaklWln Place 
P.O. ll<FxlOOO 
Chester. P~ 19022 
i8'l01 6IDJ-7289 
trans Ofl ton .t :M'TI 

If )<JU suspect or encounter "IVf L-nauthor=l 
ac!Mt)· on :iuwr flmefiprise Fir>ancial aocour>ts, 
r.all )'ti.Jr pt"CSVaat financial a~isar i3f can•.a::l 
C1ieni. Ser.ire fli L80Ct86.2. 791~-

What to do if you are the victim 
of identity theft 
It )UU <isc:owr Iha\ someone rias ~sell your 

oersonal inln<mat>0n lo open accounts <Jr pvrsue 
unautllolired actMty: 

C""'9ct • c...Slt blln!M. ••farm one of the 
thlt!e major credit btirea..s that l'OtJ are a •H:tim 
or lden1Jty me rt . 
Plili:a a l'rlle2lt W1 ,...,, credit ntpc>rt. Coasider 
a credtt monitoring sef'lrice . 

Coo tact ,... otllef financial i•itialtiurls. 
Tiiey 1'111')' be able ro pr<:Nlde ad<Ailional security 
measures to protect !'Our acocu~t. Clo.., any 
accounts \IOU Sl>SJlflcl are fraudurent or ha..! 
lraudulent cransactions. 

Fll6" polae ,.,.rt. Identity thert Is a crime 
and most aeditDls reqiM a law enforcement 
rep:>rt as proof o4 1l1e theft_ 

Report tt.. ....... lD - Fec1en111 ..... 
CGmmlUIM (FTC}. 'rour repo'l <Mii aid laN 

enflll'Cernen1 offioials 3CrC>SS t!>e count_'}> "' 
>heir in'oesligllUarn;. 

S-~oe. Th• AC has Cleated an 
1demit)' t~ft fifonTiaLion packet ID assist 'liclims. 
Re<juest e pac7.et via 1t>e amtact OJl(ions below: 

Vt'eb: n.c.~/idttoefl 

Phm1t: 1 .877.10-THEFT (438..4338) 
or TTY 1 .866.Gi'iJ .~2et 

Alll a clan w1t•-lm•ranca caniN. 
Check your policy or carrier en °"1erm i,.. if 
l"JU nave fderrlJ!y theft Jnsurance p-utealon_ If 
applicable. :: or-~ der lihng a .:laim. 

Keep • """'rd ot YD<J1 CIJlltac15. Sia rt a file 
wtth copies <>[)'Our error. raports, lhe 
police re1JO rt... rnpies of disputed bills aoid 

<lflY .:orresi101'o"n'°"- lleep a lag al yoi..r 
COrn"P.t !iaLH H\'":-; 'l"Ji lh r.rnd itBrs, law e!\forremeril 
;:>flic 1 ~ l 5 dnii .;;tl u~r 1r. lt, .. ~1 : parties. Follow up all 

phone C'.i:.1.ll s. 1r1 wnlin.G nnd sefld corresponder....-:e 
'Jlt1' r::e t1 i lo-~·1 fk'.: ~. n..~Tr 1m n::.~e1 [}4! 1equesIB:d. 
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