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04 / 06 / 2017 THU 10= 07 FAX 

AmerlprlH Flnllrlcl4tl, Inc. 
1441 W Long Lake Rd, Suite 250 
Troy, Ml 48098 

April 6, 2017 

Office of the Attorney General 
Consumer Protection and Antitrust Bureau 
33 Capital Street 
Concord, NH 03301 
Phone: (603) 271-3643 
Fax: (603) 271-2110 

Re: Information Security Breach Notification 

Dear Sir or Madam: 

A 
.. ~ 

mer1pr1se~ 
Financial 

This letter is for the purpose of notifying your office that Ameriprise Financial Services, Inc. had 
a data breach incident involving the theft of information for (2) Ameriprise clients who are 
residents of New Hampshire. Specifically, on February IO, 20171 two clients' tax documents 
were uploaded to the wrong client in error via the Ameriprise secure site. The issue was 
corrected on March 31, 2017, and now the tax documents are only viewable by the correct clients 
on the Ameriprise secure site. The tax documents contained client name, address, account 
numbers and truncated social security number. 

At the same time that this letter is being sent, Ameriprise Financial will also be sending a 
notification letter to the affected residents, a copy of which is enclosed. The letter describes 
steps Ameriprise Financial is taking to help ensure that these individuals' accounts are not 
accessed by unauthorized persons and provides them with an opportunity to enroll for one year 
of credit monitoring from Equifax, at Ameriprise Financial's expense. In addition, we have 
included a copy of a brochure containing information about how to protect against identity theft, 

If you have any questions regarding this incident, please contact me at (248) 205~5817. 

Sincerely, 

~~A_ 
Kathleen A. Dedenbach 
Vice President & Group Counsel 
Chief Privacy Otlicer 
General Counsel's Organization 
Ameriprise Financial, Inc. 

KAD:jaw 

Enclosures 
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<<Mail Date>> 

<<First Name>><<La.st Name>> 
<<Client Address 1» 
<<City>>, <<ST>> <<ZIP>> 

Dear<<Firsr Name>> <<Last Name>:>: 

Ameriprise 
Financial 

~003 /006 

1632 Clit>'·' Ir 

I am writing to make you aware of an incident that occurred. On February I 0, 2017, your tax document was uploaded to another 
client in error via the Ameriprise secure site. The issue was corrected on March 31, 2017, Bild now your tax document is only 
viewable by you on the Ameriprise secure site . The ta'< document contained your name, address, account number and truncated s c • 
security number. Due to the sensitive nature of this information, I wanted Lo notify you of thi5 incident. 

We have also taken steps to protect your accounts from unauthorized activity, which includes instructing out service associates to use 
extra caution when verifying callers and to confirm the signature on written requtist$ relaled to your accounts. 

As a precaution, Ameriprise Financial is providing you an opportunity to enroll in an independently operated credit monitoring 
program for one year at no expense to you. This program is administered by Equifax, one of the three national cre<lit reporting 
agencies. Equifax Credit Watch will provide you with an "early warning system" which alerts you to any changes to your ere i 
The last page of this letter includes the features of rhe Equifax Service and the promotional code you need to use to enroll for one ...ree 
year of coverage. 

I recommend you take the following actions to help protect against the potential misuse of yo1tr personal infonnation such as: 
• Thoroughly review your account statements and transaction confirmations. 
• Review any solicitations you receive in the near future . 
• Closely monitor all of your personal accounts (e.g. checking and savings, credit cards, etc) to make sure there is no 

unauthorized activity. 
• Read the enclosed educational brochure which provides resources and measures to help protect against identity theft. 
• Be vigilant if you receive a call from someone who claims to represent Ameriprise Financial. If you have any doubt~ ahou 

the caller, hang up and call me to verify the validity of the ca11. 

fn the event that you experience fraud or theft as a direct result of this situation, please call the Ameriprise Financial Suspicious 
Activity Hotline immediately at (800) 862-79 l 9, Ext. 11208 to speak with a fraud investigator. 

If you have any questions, please do not hesitate to contact me at (612) 671-2047. Please accept my sincere apology regarding thi ~ 
situation and any inconvenience it may cause you. 

Sincerely, 

Rohen Severson 
Privacy Manager 

Enclosure: Ameriprise Financial Identity Theft Brochure 0 2017 Ami:riprisc f'inancial, Inc. All riglns res~rv~d 
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EQ...UIFAX® 

About the Equifax Credit Watch™ Gold with 3-ln·l 
Monitoring jd!!ntity theft protection product 

Equifax Credit Watch wlll provide you with an "early 
warning system" to changes to your credit file and help you 

1632 Client ID 

Activation Code: INSEllT Credit Monltoclng Code 

Equifax Credit Watch provides you with the following key 
feiltUr!!s and benefits : 
0 Comprehensive credit file monitoring and automated 

alerts of key changes to your Equifax, EJ1perlan1 and 
TransUn!on credit reports 

to understand the content of your credit file at the three o Wireless alerts and customizable alerts available 
(available onllne only) major credit-reporting agencies. Note: You must be over age 

18 wltl1 a credit flle In order to take advantage of the o One 3-ln-1 Credit Report and access to your Equifax 
Credit Report'M product . 

How to Enroll: You can sign UD online or over the phone 
To sign up onllne for online dellvery go to 
www .myservices.egu I fax .com/tri 

1. Welcome Page: Enter the Activation Code provided at 
the top of this page in the "Activation Code" box and 
click the "Submit" button. 

2. ~: Complete the form with your contact 
Information (name, gender, home address, date of birth, 
Social Security Number and telephone number) and click 
the Hcontlnue" button. 

0 

0 

0 

Up to $1 million In Identity theft insurance 1 with $0 
deductible. at no additional cost to you 
24 by 7 live agent Customer Service to assist you In 
understanding the content of your Equifax credit 
information, to provide personaflzed Identity th~ft 
victim assistance and In Initiating an investigation of 
inaccurate information. 
90 day Fraud Alert 

2 
placement with automatic renewal 

functlonallty• (available online only) 

To sign up for US Mill dellvery, dial 1-866-937-8432 for 
access to the Equifax Credit Watch automated enrollment 
process. Note that all credit report$ and alerts will be sent 
to you via US Mall only. 

1 , Activation Code: You wlll be asked to enter your 
enrollment code as provided at the top of this letter. 

2. Customer Information: You Wiii be asked to enter your 

3. Create Account: Complete the form with your email 3. 
address, create a User Name and Password, check the 

home telephone number, home address, name, date 
of birth and Social Security Number. 

Permissible Purg,ose: You wlll be asked to provide 
Equifax with your permission to access your credit file 

box to accept the Terms of Ulie and dick tl1e "Continue'' 
button. 

4. yerlfr ID: The system will then ask you up to four 
security questions to verify your Identity. Please answer 
the questions and cllck the "Submit Order" button . 

5. Order Confirmation: This page shows you your 
completed enrollment. Please click the ''View My 
Product" button to access the product features. 

Directions for placing a Fraud Alert 

and to monitor your flle. Without your agreement, 
Equlfa)( cannot process your enrollment. 

4. Order Confirmation: Equffa)ll will provide a 
confirmation number with an explanation that you will 

receive your Fufflllment Kit via the US Mall (when 
Equifax Is able to verify your ldentlty) or a Customer 
Care fetter with further Instructions (if your Identity 
can not be verified using the information provided). 
Please allow up to 10 business days to receive th is 

Information. 

A fraud alert is a consumer statement added to your credit report. This statement alerts creditors of possible fraudulent activity within 
your report as well as requests that thiiy contact you prior to establishing any accounts in your name. Once the fraud alert is added to 
your credit report, all creditors should contacl you prior to establishing any account in your name. To place a fraud alert on your 
credit file, visit: \YWW fraudalerts . equifax .~Qlll or you may contact the Equifax auto fraud line at 1-871-478-7625, and follow the 
simple prompts. Once the fraud alert has been placed with Equifax, a notification will be sent to the other two credit reporting 
agen:cies, Experian and Tr&n5 Union, on your behalf. 

I - ldonmy 111eJ\ lnovrancc 1mdcrwrlncn by l n•ur~ncc compsny aubsidiaries or affiliet•• or American ln1ernano1._1 <..lroup. lno The dcsoriplion heroin i1 1 1ummaty ond intcnd.cd for 
informational purpOll ... unly and doc! not include all !btitts, oonditwns and cKcluaions of the 1X>liol~~ lle!cribcd. Pl~ rofet to lho a'tual policies for terms, condnioll!I, and e1<c!uiicn; "· 
covera~ . Cover a~• 1nay not be 1vuilnblc in ull juriadlc1ions.. Thi& product ia not intended lb1 111inur~ (\mdcr 18 ~ara of age) 
2 - Tlle Autoni•tio Fraud Alen feature m;id<o "v•il•blc to con•umlrfi by Equlfeit Information Servicca LLC ;md fi1lfilfcd on it! bcbalfby Bqulflllt Com111mcr ScrvicCll LLC 



How does identity theft happen? 
Dlnpeb:r llimg 
R11mmagmg th"'agll trash looking ra tills or atlter 
documents ..,ith persol1lill i>lformEltion -yoor "8111e, 
adlkess, pt>one number, utilil)' sefVice account 
manbers, credit card numbers and )O\J' Social 
Seairity number 

Pllls!tqc 
Pbooe ralls, span ~ or polHJll meSS;8fte& 
wt.ere crirnin31~ impersonate financiaJ cistltutic<iS 
« rornJ)0nles to persuad& YoU to rewal personal 
irl'formatJon. For example, you may reoeM> an email 
a.skir.g you lo •..,.;dat~ • or •corriirm" y!JIJf inf<>rmatiOfl 
aoid clrect )'CM.I to a webslls 111at looks identical to the 
legitimate organ-'s sru.. The phlSl>lfl!: sile 1s a 
phol1f lli1I! desiflled 1Xl 1rickp into dM.i~rlg:l'l<Jr 
pel'SOflal lnfomlation 90 the openrtoo> can steal )<)Ur 
idelltlt)! 

If you bele'fe a messal!e lo be p/llstllng, ton...NI 
it to spam@luoe.!!C't aoo the legllimate COfT'llllW1'f 
Impersonated ti ll1r<> emaiL Few a..,. pllishlng emel 
i,.,.,ersona\ing Arner1pli5& rSlancial, r:*!a5e send your 
message to anti.fra"'1!l>arnpf.corn. 

Soci1I En0-i•S: 
The mis1JSe ol a legitma1e btlsi'Jess by cailng 
or 9e..:Ji.,g e-mails !hat attempt tn trick 'JOO into 
m...ealirii Def'SOnal ftfocrnatlDll. For e\V!mple, 
50l'lleone calls preleoding io orrer you a job and 
~fur )'ClUr persooal lnfamaticn, sLOCh as your 
Social SecurtlY number. to see ii )'O<J •q11Hify" rtt thl! 
position. 

1hetl. 
Stl!'alifl! er finding lost ... nets ard purses, as -11 as 
mail iborns sucii as bank and <:re<11t atld stat.ell><!llts. 

~ aeiit otfers, new ctiedcs or lax 
irllonnaticrl. Thle>e; m8)· alom 'llOfk for businesses, 
rnedK;aj offices or gc111err.ment ~cies. ar'(f steal 
lnftnmation on Ille job. 

Re>ources 
You can fwld 1esou.iues a11d information ool«le aocS 

from g<M!mment cgericies alJout 9Camo> and crimes 
!Ml can lead io lde.-Ry Uleft.. 

Fedeiail lnllle C'ollllrissiml 
Woo: l\c.~""/idthell 
POO!ll!': l.B77.lCHHEA (438-4338) 

Of TiY 1.866.653.A:l61 

~HrdDnllnD 

Web: ~line.e,aw 

Princy Ridtb Cleal..,_., 
\~: privac)Tfglrts.org 
PIO!e: 619.298..3396 

us ""6tal ·~ Senlce 
Web: ~sps .oomfpostallnspecrorn 

P!Klne: 1.877 .B76..2455 

us SecNt Service 
\'lleb: secretsenlce .~ 

SacW Sec;utty IWrinlstmiom 
Web: oig.';sa.p 
P'llone-ffaud HotJne: 1.800.269.0271 

US Govwnmenl lllfllnradon ..i s.nlces 
Web: usa.g"" 
Pt.one: 1-844.872.4681 

ldellllt)' 1hefl Re&Hn:e Center 
Web: idlheftoelller.Ofl! 
Ptiooe: 1-68&.400.5530 

e. 
--ru::•R>o<J-11--..1•-
AnleOPn~ F"18nwi l ~. Inc. 
739 Amer~rise flnana:<:J Cent.er. ~Spoil!!.. MN !:547.4 
a'l&tpn 5 e, C011 

0 201.1-20.l.6 ~-""~ Fincrcial. he. All ri1tns reefttd. 
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Prot.ect your identity 
x....111 ,..... Wlwmatioti prtwmo. Before o!Sdosi,,g 
any perscnal inf<>rma!ion , ensure you ~now \Olly ll i• 
required ar>CJ hoot ll .,.111 be used. 

Don't raSCJ(l<ld tJ> email, text or phooo 
messages tllal asl< tor pel'SiCrlBI illf ormatiofl_ 
~ companies don't ask ror ir8ormatloB 
ltlls ""'Y· Delete tl'le message_ 

41imd ,.,., Soefat S-,. m....tter. Do net 
g.e )'<!Ur Social Security number to people or 
oompemes you do nol l<now. 

Request ro see a pd>oacy policy. A legitimate 
b<Jslne65 oequesling )<IUr Sor:tal Security ~umber 

shD"*l hilW! a IJfMJC)' policy e>plalnlng why 
perliOnBl lnlormalloo fs ~. hoa> iii.~ u~. 
and ..tio w.il mue access tD It 

D""'roy aid daC11rnents.. Shred inlnrmation ~'Ou no 
lo'W!f ""ed 1"at oont~ pe<Sonaltf identifiable 
inrarmatian aod ll<:count llU~. For eoiarnple. 
uedit caro reoeilXs. billing stEiemmts and pn>­

_,_ aed~ offers should be stwedded l!ek1re 
)'OU dscald them. 

~ ,.,., 111o11 ll ln>tn °""'· Prom~ "'"""" 
ilrxlmlrig mal from )'OOr mallbm or oonsidet a 
IDcklrig rnail>cn. and '*'"" outgoing mai in IJOS\ 
otr.oe colleroan roxes. 
c...,,. • .., _ -ntillla. Do not carry e:ttn! credit 

carc:ls. JO Ur bn1h certificate, passport or yaur Soaal 
SecUlky card with you, eJOCE!llt llltlen necessary. 

AeYiew ,... Cl9dlt ....,ort. The raw reqLlires the 
lllre€ ma]ot cr&dtt bureaus - Eqwra.. Experian and 
ltanS.Unlon - tD prowlde " rreo COP)' of )"Ur cA>Clit 
report once per )lear. 

V-is~ arinualae<iln!p«t_aorn or call 
1-B77..3228228 to order )'OUr tree <ndil 
reportt; ea::ll year_ 

Considel' sta(!#rlng yuur credl report TBQuests 

from each age.q tillro'«'IOut lhe )'Jar. l"'* ror 
i1111uiries and a<:tMly an :roor accounts that l'Olf 
can't e>Plaln. -r-,....,_ C811'fully and llfOlllplt} 

review all i;ansactiCll con.firrmUons. acx;ol.Sll 
statements and re ports. Retµlar1y review :rour 
aocourrt(s) by logglng into the secure site al 
_.,._amer:pise .com. II )'OU suspect or 
enocorrrter any unaJlllarimd activit)' oA )'OUr 

.a.neriprise AnaACial act<Junts. cal yu111 personal 
financial advisor or contact Clie'lt Seni<:e a: 
1800.862.7919. 

Protect yourself online 
BP ...ary of any unsolicited emails and olfers th0t 
seem too good to be true ,_ clidt. on a lin~ 
smt In ilf1 unsolicited e.nalL 

tfyoo..., in doubt, don"\ lt!DI)'. ca1 the institution 
at a known n001ber. 

Use ooly secure -ites ..neo entemg 
personal inlclmatlon or making ooline P<Jrc:hases. 
Secure webSltes can !>e =oljlizeo ll)' Lhe ~ 
trttps:/ f and a ~k icon Jn the s\llllls bar of 
UleY!eb~. 

Ao.u1d accessirll', your ;jfl3llcli>I acccwts onhne 
froo1 public camp111ers at libraries, hotel busiroess 
=>ters or airports. These ""' pllme largel a reas 
lo< thllM!S using keystroke mooloring tools to 
steal yoor IJ!iemames Md passwords. 

C""9U! unique pass.atls ana l)er.lQflal 

1dernificatlor, nurr.bers if'1-'lsJ using lem11S, 
characters Md numbers. 

Use tre\lels. arrtH:P.tW5e ard ent:K1t<LJS so1tw&1e 
to protect )QJr home computer and regtila<ty 
~te these pr-Ograms.. 

E<bcate yourself_ There are edlcallonal 
materials about many of tile anltne scams at 
llfll!uaOOBllAe .go., 
Llmit the personal 1nforrnatilln you ma~ plJl:tic: 
oo social media 5lles, 1n<11c11ng A1Jomumon 
ebaut le!Mfli for \V:llllon or infurmatlon about 
)<>Ur routines. 

Red flags ofidentity theft 
Ur1211111loriNd chaflleS ~ )l<>Ur bank, credt <:art! or 
atrier aaiounts 

Mistakes on l:he e:xplanatlon or medical benefits 
from )<!Ur healttl plan 

'l\Jurregular bills. and account ~ment& doi>~ 
a!IM Oil lime 

ems or ocllection notices for JllOducts or 99nlf""5 
you ._.. leceM!d 

calls fiom debt colect<ll5 about dEb(s 'Chat donl 
belong to you 

'rnl are !urned clo<M1 Cinexpectedl)' ror a loan or a )di 

What to do if your personal 
information is lo& or sto]en 

Contact one of IJ1e three major credit oorealJS anll 
requeH 1hat a -rraoo ale<t· is placed on 'Jl)ur file . 
The alert lllstrucl5 cred"rtnts to wr!fy )"Ur iden!Jty 
via phone berore openiflii any new accounts or 
making d:iat~~s to )Our ellistirig acoooms. 

P.O. Bea 74()241 
ArlilrU. G<t 30374 
(BOOJS2~2Bl'i 

equiW.rom 

P.O. Bo> 9554 
.U.I\. r.o; 75013 
L888) 397~7~2 
-e:4pienal\.corTl 

28-1\Place 
.. .0. Be,< 1000 
~.PA19022 

isoo; 68G-7289 
tr.ansunicm.com 

If you suSJJecl.,,. encounte< any unaumortled 
activity OB your Ameriprise Financial oocounts. 
call yoor i;erscnal financial aduiS<)( or oor.':if~ 
Client Service at 1 .80CI .862. 79ig_ 

What to do if you are the victim 
of identity theft 
1r you ~°"""'that someooe Aas used :rour 
persol>al intormauon tD open aCOOt111ts or pursue 
u~au\l>ofizrd aclillit:y: 

C..i.:t a credl't bllreo11. lnrorm ooe of u.., 
three major credit 1Ju"""'5 lhel )'CllJ ate a W:Um 
of ident:lt)' theft. 

Plac9 1 - .., ,..,... .....mt report. Consder 
a <Rdit monil<lrlng senice. 

c:.intacl J011 r otl!er &\illlC ial i llStibJ tio 11&. 

Tiley may oo i!llle to pr<Mde acldltlonal security 
measures to l"O(ect )'llUr axount. Close ariy 
sCO<JtlfltS )<llJ ~ are 1raudulellit or ~""" 
fiaidulent transactiollS . 

Fifi • (llCll i at '8jtlllt, I clentity t tteft. is a crime 

and mosl creditors reQJite a - enrorcement 
~as pmdoltM tt..lt. 

lll<lporl- c:n ... to- feleral T?aie 
ear..,l•bi (FTC). Vlxrr rep:>rt lllilf aid ia... 
et!IOr<:ement <>t'iciats at:f-OSS 1he GOUrmy in 
tl'leir i!MlStJ~ 

Sed asslstll'ICtl. The FJC has a-eared an 
iclenticy lhef\ lnfomr.rtion packet to as.sist ~ii:tims. 
Request a packet Illa 1he contact op(ians below: 

Web: ft<:.g<w/idtheft. 

Phone· 1-877 JIHHEFT (438.433!1) 
or TTY 1-!!66.653A261 

f'la I cl*! .. II ymJt ..__ """lcr. 
Ctlec:k )'OOr pole\> 0< carri.,. IO det!!rmine if 
)<llJ hlMI idelllity ttiett insurance i;rotectlan. If 
a~. oor~r filing a <laim. 

Keep• NCOld at ,..., coatacta. 51ar< a fil e 
with copies al )U<lr r:mdil reports, :tie 
police report, copies or clispllted bills and 
any oatespondonce. Keep• log of'}Our 
oorrrersalioos with aediU>rs, law enforooment 
officals and other'*"""' oarties. Follow up aR 
pholle calls in writi~ ilf!d send .:onespondellce 
via certl:"i9d malt JP.lurn 'eoo1rx reQUes!ed. 
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