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Ameriprise Financlal, In¢. . . 3

1441 W Long Lake Rd, Sulta 250 Amer lprls e

Troy, Mi 4808 Financial ©
Aptil 6, 2017

Office of the Attorney General

Consumer Protection and Antitrust Bureau
33 Capital Street

Concord, NH 03301

Phone: (603) 271-3643

Fax: (603)271-2110

Re: Infc—-*~1 Security Breach Notification
Dear Sir or Madam:

This letter is for the purpose of notifying your office that Ameriprise Financial Services, Inc. had
a data breach incident involving the theft of information for (2) Ameriprise clients who are
residents of New Hampshire. Specifically, on February 10, 2017, two clients’ tax documents
were uploaded to the wrong client in error via the Ameriprise secure site. The issue was
corrected on March 31, 2017, and now the tax documents are only viewable by the correct clients
on the Ameriprise secur¢ site. The tax documents contained client name, address, account
numbers and truncated social security number.

At the same time that this letter is being sent, Ameriprise Financial will also be sending a
notification letter to the affected residents, a copy of which is enclosed. The letter describes
steps Ameriprise Financial is taking to help ensure that these individuals’ accounts are not
accessed by unauthorized persons and provides them with an opportunity to enroll for one year
of credit monitoring from Equifax, at Ameriprise Financial’s expense. In addition, we have
included a copy of a brochure containing information about how to protect against identity theft,

If you have any questions regarding this incident, please contact me at (248) 205-5817.

Sincerely,
- r

Q- oletro.ei
Kathleen A. Dedenbach
Vice President & Group Counsel
Chief Privacy Officer
General Counsel’s Organization
Ameriprise Financial, Inc.

KAD:jaw
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Ameriprise

Financial

<<Mail Date>>

<<Firgt Name>><<Last Name>>
<<Client Address 1>>
<<City>>, <<§T>> <<Z[P>>

Dear<<First Name>> <<Last Name>>:

I am writing to make you aware of an incident that occurred. On February 10, 2017, your tax document was uploaded to enother
client in error via the Ameriprise secure site. The issue was corrected on March 31, 2017, and now your tax document is only
viewable by you on the Ameriprise secure site. The tax document contained your name, address, account number and truncaizc
security number. Due to the sensitive nature of this information, [ wanted Lo notify you of this incident.

We have also taken steps to protect your accounts from unauthorized activity, which includes instrueting our service associates (G s
exira caution when verifying callers and to confirm the signature on wrilien requests related to your accounts.

As a precaution, Ameriprise Financial is providing you an opportunity to enroll in an independently operated crecit v
program for one year at na ¢xpense to you, This program is administered by Equifax, one of the three national creu‘f TR
agencies. Equifax Credit Watch will provide you with an “early wamning system™ which alerts you to any changes {0 your vrc . .
The last page of this letter includes the features of the Equifax Service and the promotional code you need to use to enroll for one - -
year of coverage.

I recommend you take the following actions to help protect against the potential misuse of your personal information such as:

*  Thoroughly review your account staiernents and transaction confirmations.

¢ Review any solicitations you receive in the near future.

e Closely monitor all of your personal accounts (e.g. checking and savings, credit cards, etc) to make sure there is no
unauthorized activity.

» Read the enclosed educarional brochure which provides resources and measures to help protect against identity thef.

* Be vigilant if you receive a call from someone who claims to represent Ameriprise Financial. 1fyou have any doubts abou;
the caller, hang up and call me to verify the validity of the call.

In the event that you experience fraud or theft as a direct result of this situation, please call the Amcriprise Financial Suspicious
Activity Hotline immediately at (800) 862-7919, Ext. 11208 to speak with a fraud investigator.

[f you have any questions, please do not hesitate to contact me at (612) §71-2047. Please accept my sincere apology regarding it
situation and any inconvenience it may cause you.

Sincerely,

Robert Severson
Privacy Manager

Enclosure: Ameriprise Financial Identity Theft Brochure © 2017 Ameriprise Financial, Inc. All rights resas 2
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EQUIFAX® 2Ol

Activation Code: INSERT Credit Monitoring Code

About the Equitax ¢r thres-bme oo with 3-n-1 tquirax Credit Watch provides you with the following key
Moniltoring ideptity theft roduct features and benefits:

o Comprehensive credit file monitoring and automated
Equifax Credit watch will provide you with an “early alerts of key changes to your Equifax, Experlan, and
warning system” to changes to your credit flle and help you TransUnlon credit reports
to understand the content of your credit file at the three o Wireless alerts and customizable alerts available
major credit-reporting agencies. Note: You must be over age {available online only)
18 with a credit file in order to take advantage of the o One 3-In-1 Credit Report and access to your Equifax
product. Credit Report™

o Up to 51 million in identity theft insurance * with 30
deductible, at no additional cost to you

o 24 by 7 live agent Customer Service to asslst you in
understanding the content of your Equifax credit
informatlon, to provide personalized identity theft
victim assistance and In Inltlating an investigation of
inaccurate infarmation.

o 90 day Fraud Alert * placement with sutomatic renewal
functlonallty* (available online only)

How to Enroll: You can sig= ~~ online or over the phone

To sign up online for online aenvery go to To slgn up for US Mail dellvery, aiai 1-866-937-8432 for
Www myservices.egulfax.com/tri access to the Equifax Credit Watch automated enroflment
process. Note that all credit reports and alerts will be sent
1. Wr'———- "age: Enter the Activation Code provided at | to you via US Mail only.
the top or this page in the “Actlvation Code” box and
click the “Submit” button. 1. Activation Code: You will be asked to enter your
2. Reglster: Complete the form with your contact enroliment code as provided at the top of this letter.
Informatlon (name, gender, home address, date of birth, | 2 cystomer Informatlon: You will be asked to enter your
Social Security Number and telephone number) and click home telephone number, home address, name, date
the “Continue” button. of birth and Social Security Number.

3. Cr " Account: Complete the form with your email 3
anaress, create a User Name and Password, check the | ~°
box to accept the Terms of Use and click the “Continue”
button.

4. Vverify ID: The system will then ask you up to four
securlty questlons to verlfy your ldentity, Please answer
the questlons and click the “Submit Order” button.

5. Order Confirmation: This page shows you your
completed enrollment. Please click the “View My
Product” button to access the product features.

Permissible Purpase: You wlil be asked to provice
Equlfax with your permission to access your ¢redit g |
and to monitar your file. Without your agreement,
Equifax cannot process your enrollment.

4. - Confirmation: Equifax will provide a
contirmation number with an explanation that you will
receive your Fulfillment Kit via the US Mall (when
Equifax Is able to verify your identity) or a Customer
Care letter with further Instructions (if your Identity
can not be verified using the information provided).
Please allow up to 10 business days to receive this
informa+ian

Directions for placing a Fra~~ “'rt

A fraud alert is a cansumer statement added to your credit report. This statement alerts creditors of pogsible fraudulent activity within
your report as well as requests that they contact you prior to establishing any accounts in your name, Once the fraud alert is added to
your credit report, all creditors should contact you prior to establishing any account in your name. To place a fraud alert on your
credit file, visit: www fraudalerts.e —*"L.com or you may contact the Equifax auto fraud line at 1-877-478-7625, and follow the
simple prompts. Once the fraud alert has been placed with Equifax, a notification will be sent to the other two credit reporting
agencies, Experian and Trens Union, on your behalf.

1 - Identity Thelt Insurance imderwrinen by lisurance compeny subaidieries or a(filiates of American Intcrnarinnal Croup, Ine The desoription harein ig 8 simmary and intendes for
informational purposas unly and does not include al! tarms, conditions and exclusions of the policles described. Please refer to (he actual palicies for torme, condniong, sid sxei:ic .

voverage, Coverage inay uot be wwilnble in all jurisdictions,, This product ia not intended fu wilhary (wnder 18 years of age)
2 - The Automatie Fraud Alcrt feature made available lo conaumers by Equifax [nformation Services LLC wmd filfilled on its behalf by Equifax Consumer Services LLC







Protect your identily

Keep your information private, Before disdosing
arny personal infarmation, ensure you know why iLis
required and how uwill be used.

- Den't respond © email, texd or phone
messages that ask for personael infommartion.
legitmate campanies don't ask For irdormation
this way. Delste the message.

Guard your Socfat Secority number. Do nal

give yaur Socaal Seaurity number to people or

comganies you to Nl know.

Request to see a pdvacy poly. A legitimate

business requesting vour Social Security aumber

shoudd have a privacy policy expHaining why
personal information fs collected . how AL's used,
and who will heve access to it

Desiroy old docamemts. Shred eformation you no

lorger need that contams personally identmable

infarmation asd account numbers. For example,
<redit card receqxs, billing statements and pre-
approved aredit offers shoukd be stwedded tefore
you discand thern.

Saloguard yomr mall from theft. Promptly remove

incoming mail frorn your mailbox or consider a

Incking mailbon, and place outgoing mad in pesi

affice coffection boxes.

Cany snly the essentlals. Do not cany extra credit

cargs, your burth certificate, passport or your Social

Secuiity cand with you, except when necessary.

Review your credit regost. The law requires the

wee majer aredit bureaus — Equefax, Experian and

TransUinion — t peovide & free capy of your erexdil

report Goe per year.

-~ Visit annualcred@treport.com or call
1. B77.322 8228 o arder your iree aedit
eparts each yedr.

— Consader staggering your credit regart requests
from each agency throughout the yaar. Lock far
inquiries and activity an your accounts that you
can 't eapain.

Raview your statements. Carcfully and prompth

Ieyiew all Fansaction confinmations, account

statemants anid reparts. Regularly review your

account]s) by toggiig inle the secure site at
wwamergEise.com. | you suspect or

encourter any unaolhorized acbeity on your

Ameriprise Financial accourts, call your personal
financial advisar or comact Client Servce at
1 800.862.7919.

Protect yourself online

Re

Be wary of anmy unsclicited emadls and offers that
seem too good o be true Never clich on a link
sen in @ unsolicited email.

H you @m in doubt, don®t reply. Tall the institution
at a inown number.

Use ool secure websites whea emtening
personal informnation or making online purchases.
Secqure websiies can e RcDgnizea by Lhe prefix
ftps.// and a padioch icon in the slatus bar of
the web rowser.

Ay01d aocessing your inancad accownts online
from pubdic computers at librares, hoted business
centers or airparts. These ase piine targed areas
for thieves using keystroke mondloang toals te
steal your usemames and passwords.

Cregie unigue passwords and personal
idemufication numbers |PiNs) using lettars,
characters and numbers.

Use frewsds, antreoyvwers and antmirss saftwere
to prolecl your home computer and regulary
update these programs.

Educate yourself. There are educational
matesials about mary of the onlire scams at
onguardoniine gov.

umit the personal informnation you make pulblic
o sacial media sites, Including mnicrnaton
about leaving for vacation or information about
your rautines.

d flags of identity theft

Unauthorized charges on your bank, credt card or
ofher acoounts

Mistakes on the exp
from your heaith plan
Your regutar bilks and account statements don't
anive on tme

Bills or oollection notlces for produrts or services
YO never recaivad

Calls frori debd collectars aboud dehts that don'l
belang 10 you

You are turned down unexpectedly lie a lean or a jab

ton ol medical benefits

What fo do if your personal
information is Jost or stolen

Contact one of the three Magor tredit bureaus and
request that a “fraud alert” 5 placed on your file.
The alert instructs creditoes to verify your idertity
vig piwne belor: opening amy new accounts or
making changes 1o your existing actourts.

. Box 740241
Mz, GA 30374
0] 256285
fax.com

r.w. Box 9554

ABen. TX 75013
1888) 3973742
SApEn 3o

2 Bakdwin Place
PA. Bax 1000
Chester, PA 19022
{800; 68(3-7289
fransunion.com

Evgeiizn

IF you suspecdt or encounter any unauzhorized

activity on your Ameriprise Finandal socounts,
call your gersenal fnancial adviscs or corsact

Client Service ad 1.800.862.7919,

What to do if you are the victim

of identity theft

if you dkscover that someone has used your

personal information to apen acoowls ar pursue

unaulkorized activity:

« {Ceslact 8 credi bureaw. Inform one of the
three majar credit hureaus that you are a victim
of idertity thedfiL

= Place a freere an your credit report. Consider
3 oedR monioring sesvice.

*  Contacl your other financial institutions.
They may be able 10 provide adkditional security
measures to pratect your aocournt, Ckse any
BC00S you susped are raudulent os have
fraudulert transactions.

= Fie u palice repost, [dentity theft is a crime
and mosl creditors requise a law enforcement
repet as proot of the Bl

= Raport the crime 0 the: Federal Trade
Cammission [FTC). Your repart wilf add Law
eniorcement oficalks 2cr0ss the counsry in
their imestigations.

+ Secehassistance. The FIC has created an
identity thefl iInformation packet Lo assisi vichms.
Requedl a packed Wa the conmtact aplions bedow:
Web: fic_gov/idtheft

Phone 1.877_ID-THEFT (438.4336)
of ITY 1 866.653.4261

= FBe 2 clain with your insurance carrler.
Chedk your policy or carrier 0 determine i
you hava identity theft insurance protection. If
appiicabde, consider filing a claim.,

»  Keep & record of yoar contacia. Star: s file
with capies of your cretil repors, the
police report, coples of dsputed bills and
oy cowespondenoe. Keep a log of your
cormersations with creditors, law enforcement
afficrals and ather ratevant parties. Follow up aR
phone calls in writing and send comespondence
via cerlified nadl, e ek requessed.

(=3
[
~
(=}
LY
~
oy
(=}
-
~J
H
jas]
c
—
(=}
<
<Q

XY g

B



