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March 14, 2017

Office of the Attorney General

Consumer Protection and Antitrust Bureau
33 Capital Street

Concord, NH 03301

Fax: (603)271-2110

Re: Information Security Breach Notification

Dear Sir or Madam;

This letter is for the purpose of notifying your office that Ameriprise Financial Services, Inc. had
a data breach incident involving the theft of information for (1) Ameriprise client who is a
resident of New Hampshire. Specifically, in December of 2016 a staff member uploaded a copy
of a client list to an application in Google, to facilitate sharing the list among the office.
Unfortunately, that list included personal information, in particular, it contained client name and
Social Security Number.

At the same time that this letter is being sent, Ameriprise Financial will also be sending a
notification letter to the affected resident, a copy of which is enclosed. The letter describes steps
Ameriprise Financial is taking to help ensure that this individual’s accounts are not accessed by
unauthorized persons and provides him or her with an opportunity to enroll for one year of credit
monitoring from Equifax, at Ameriprise Financial’s expense. In addition, we have included a
copy of a brochure containing information about how to protect against identity theft.

If you have any questions regarding this incident, please contact me at (248) 205-5817.
Sincerely,

V% ;‘Mfiﬁfr}:‘ﬁ@g‘o&%buik

Kathleen A. Dedenbach

Vice President & Group Counsel
Chief Privacy Officer

General Counsel’s Organization
Ameriprise Financial, Inc.

KAD:jaw

Enclosures
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<<FIRST_NAME>> <<LAST_NAME>>
<<CLI_BEST ADDR1>>
<<CLI_BEST_ADDR2>>

<<CITY>>, <<STATE>> <<Z[P>>

March 17, 2017

Dear <<FIRST_NAME>>> <<LAST_NAME>>:

[ am writing to make you aware of an issue that occurred. in Dacember of 2016 a staff member uploaded a copy of a client list to an
application in Google, to facilitate sharing the list among the office. Unfortunately, that list included personal information, in
particular, it contained your name and Social Security Number. While there was no intent for misuse, it is against Ameriprise
Financial policy to use unapproved document sharing applications for documents containing Ameriprise client information. The
document has since besn deleted from the Google application. Out of en abundance of caution, I wanted to notify you of this issue.

As a precaution, we have taken steps to protect your accounts from unauthorized activity, which includes instructing our service
associates to use extra cantion when verifying callers and to confirm the signature on written requests related to your accounts.

In addition, Ameriprise Financial is providing you an opportunity to enroll in an independently operated credit monitoring progra= + -
one year at no expense to you. This program is administered by Equifax, one of the three national credit reporting agencies, Egv.i
Credit Watch will provide you with an “early warning system™ which alerts you to any changes to your credit file, The last page o1
this letter includes the features of the Equifax Service and the promotional code you need to use to enroll for one free year of
coverage,

I recominend you take the following actions to help protect against the potential misuse of your personal information such as:

«  Thoroughly review your account statements and transaction confirmations.

= Review any solicitations you receive in the near future.

¢  Closely manitor all of your personal accounts (e.g. checking and savings, credit cards, etc) to make sure there is no
unauthorized activity.
Read the enclosed educational brochure which provides resources and measures to help protect against identity theft.
Be vigilant if you receive n call from someone who claims to represent Ameriprise Financial. If you have any doubts abour
the callet, hang up and call me to verify the validity of the call.

If you have any questions, please do not hesitate ta contact your advisor, <<ADVISOR NAME>>, at <<Advisor phone number>>,
Please accepr my sincere apology regarding this situation and any inconvenience it may cause you.

Sincerely,

Bert T. Bowler, CIFP®

Private Wealth Advisor

B.T Bowler & Associates
Ameriprise Financial Services, Inc.

Enclosure: Ameriprise Financial Identity Theft Brochure © 2017 Ameriprise Finanaial, Inc. All rights reserved
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Activation Code: <<GIFT CODE>>

About the Equifax Credi ™ with 3-in-1 Equifax Credit Watch provides you with the following key
Monitoring identity theft protection product features and benefits:

o Comprehensive credit file monitoring and automated
Equifax Credit Watch will provide you with an “early alerts of key changes to your Equifax, Experian, and
warning system” to changes to your credit file and help you TransUnlon credit reports
to understand the content of your credit file at the three o Wireless alerts and customizable alerts avallable
major credit-reporting agencies. Note: You must be over age (available online only)
18 with a credit file In order to take advantage of the o One 3-In-1 Credit Report and access to your Equifax
product. Credit Report™

o Upto 51 million In identity theft insurance * with $0
deductible, at na additional cost to you

o 24 by7 live agent Customer Service to asslst you in
understanding the content of your Equlfax credit
Informatlan, to provide personalized identity theft
victim assistance and in initiating an Investigation of
inaccurate Information.

o 90day Fraud Alert * placement with automatic renewal
functionallty* (available online only)

How to Enroll: You can sign up online or over the phone

To sign up online for online dellvery go to To sign up for US Mall delivery, dial 1-866-937-8432 for
www.myservices.equifax.com/tri access to the Equifax Credit Watch automated enrollment

process. Note that all credit reports and alerts wlil be sent
1. Welcome Page: Enter the Activation Code provided at | to you via US Mail only.
the top of this page In the “Actlvation Code” box and

click the “Submit” button. 1. Actlvation Code: You will ba asked to enter your

2. Register: Complete the form with your contact enrollment code as provided at the top of this |etter.
Information {name, gender, home address, date of birth, | 2 e ctomer Information: You will be asked to enter your
Soclal Security Number and telephone number) and click haome telephone number, home address, name, date
the “Contlnue” button. of birth and Social Securlty Number.

3. Create Account: Complete the form with your email 3
address, create a User Name and Password, check the | ~

" N

zﬁ:t::‘ accept the Terms of Use and click the “Continue and to monitor your flle. Without your agreement,

Equifax cannot process your enroliment.
4. Verlfy ID: The system will then ask you up to four 4 ‘: er Confir ':] E y‘fa ill orovide a
" ; . Ord :
security questions to verlfy your identity. Please answer Mmatlon: Equitax will p

the quest]ons and click the "Submit Order” button. conflrmation number Wltl:l atjl 9xp|anatlon that you will
. \ recelve your Fulfillment Kit via the US Mall (when
5. Order Confirmation: This page shows you your Equifax is able t ify your identity) or a Customer
completed enrollment.  Please click the "View My C:re ?:t;:se: w;hof:;:er rn;rucﬂonsy(if your identliy
Product” b roduct features. \ ) \
rocu utton to access the product feat can not be verified using the information provided).

Please allow up to 10 business days to recelve this
information.

Permissible Purpose: You will be asked to provide
Equifax with your permission to access your credit fiiz

Directions for placing a Fraud Alert

A fraud alert is a consumer statement added to your credit report, This statement alerts creditors of possible fraudulent activity within
your report as well as requests that they contact you prior to establishing any accounts in your name. Once the fraud alert is added to
your credit report, all creditors should contact you prior to establishing any account in your name. To place a frand alert on your
credit file, visit: www.fraudalerts.equifax.com or you may contact the Equifax auto fraud line at 1-877-478-7625, and follow the
simple proropts. Once the fraud alert has been placed with Equifax, a notification will be sent to the other two credit reporting
agencies, Experian and Trans Union, oh your behalf,

1 - Identity Theft Insutanes underwrlien by (nsurance company subsidieries or affiliates of American [niemational Graup, Inc. The desaription herein is 2 summary end intended for
mivrmutions! purposes only aud dwes tol inglude wll lermy, vendhikons and axclugians of the policiea describad. Flasse refor to the actual policiea for terme, conditions, and exclusions of
voverage. Coveruge may ngt be available In all Jurisdictions,, Thix product Is not Imanded for minora (under |B years of age)

2 - The Autamatic Fraud Alect featuce made available ta congumers by Bquifax Informartinn Services LLC and fulfilled on its bebalf by Equifax Consumer Services LLC
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Residents of lowa, Maryland, North Carolina and Oregon:

The Tdentity Theft Unit in your state gives you step-by-step advice on how to protect yourself and help you to address
some of the issues that identity theft causes. Below are the mailing address, website, and phone number for the Office of
the Attorney General of your state. In addition, we have also provided you with the meiling address, website, and phone
number of the Federal Trade Commission for further assistance.

Iowa Office of the Attorney General of Jowa
Crime Victim Assistance Division
Lucas State Office Building

321 East 12th Street

Des Moines, 1A 50319

(515) 281-5044

(800) 373-5044

iowaattorneygeneral.gov

MNarviand Office of the Attorney General of Maryland
200 St. Paul Place

Baltimore, MD 21202

(410) 576-6491

oag state.md.us

North Carolina Consumer Protection Division of the Attorney General’s Office
0Old Education Building

114 W. Edenton Street

Raleigh, NC 27602

(919) 716-6400

ncdoj.com

Oregon Oregon Department of Justice
1162 Court Street NE

Salem, OR 97301-40%6

(503) 378-4400

doj.state.or.us

Federal 1rade Federal Trade Commission
Commission Consumer Response Center
600 Pennsylvania Avenue NW
Waghington, DC 20580

(877) ID-THEFT (438-4338)
consumer.gov/idthefl
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How does identity theft happen?

Dampstar Diving

Rummaging Livough trash kaking for tills or ather
doctEments with persanal Infommatica — your name:,
address, phone aumber, wtility service account
numbers, credil cand numbers and your Social
Security number.

Phishing

Phone calis, spam efmails or pop-up Messages
whese criminals impearscaate financial instiutions

of comganies 1o persuade you ta reveal personal
information. For example, you may recewe an email
BsSkIng yau 16 “upda®" er “sansan" your information
and direct you to a website that looks idantical to the
legitimale ofganizatipr’s site. Tha phishing site is a
pharty site designed o rick you into dhuiging your
personal information 50 the opesators can steal yous
identity.

1f you betieve @ message to be phishing, forwad

It to spam@uce gov and the legitimate comnpany
impersonaied In the email. Far any phishing email
impersmnating Ameriprise Financial, please send your
message to anti fravd@amgal.com.

Soclal Engineering

The misuse of a legitimate business by caliing

or sendng emails that attemptl 1o Trick you imto
revesling persanal information. For example,
someane calls pretending to offer you a job and
ashs for your personal iformation, such as your
Social Securty numbss, 1o see if you *qualdy” for the
pasition.

Thelt

Sieabng or finding fost waliets and purses, as well as
mad items such as bank ad credit card stsiements,
pre-aoproved credil offers, new choecks or taa
mdormation. Thiewes may also work for businesses,
nectal ofices or gavernmem agesrcies, and s:eal
information on the job.

Resources

You can fing resaurces and inforration gnkne and
from goverrment agencies about starns and cnmes
that can lead to identity theft

Feseral Trade Commiasion
Web: fic.gov/idtheft
Phone: 1 877.ID-THEFT (438.4338)
or TTY 1 866.653.4261

OnGiasrd Online
Web: onguardonine. gov

Privacy Rights Clearinghouse
Web: pracyights.org
Phone: §19.298.3396

US Postal Inspection Service
Web. usps comy/postalinspectors
Phone: 1L.B77.8768.2455

US Secret Service
Weh: secreiservice gov

Soclal Security Administration
Wet: oig ssa.gov
Phonefraud Hotfne: 1.800.289.0271
US Govesnnent information and Services
Welr. 183.£0V
FPhone: 1.844.872.4681

dentity Theft Resource Center
Web. idtheficenter.ong
Phone: 1 .888.400.5530
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Protect your identity ?ﬂe@;sed'jmmﬂ‘ m;“cﬂs f‘;‘f"' personal What to do if your personal What to do if you are the victim
. narc advisor Or oorkal e rvee az . . . » .
*  Koep your konmadien private. Before discsing 1.800.662 7019, information is lost or stolen of identity theft
any personal iformaton, ensure you know why 11 is N - _ .
P . - Conmd one o the three major credit bureaus and If you discoves that soemeone has used your
required and how ft will be used, Protect yDI]_l'SElf onllne reguesi ihal 2 “fraed alert” 15 placed on yaur file. personal information to ofpen accounts oF pursax

— Don't respond to emall, taxt or phone
messages that ask for personal information.
Legitwrate companees don’t ask for informetion
this woy Delete the message.

Guard yotir Socia! Secarity nomba. Do not

ghe youxr Sacial Security number 10 people o

cHnpanies you do not know.

Requiest Lo see a privacy palicy. A legltimale

business requesting your Social Security number

should have 3 privacy pobcy exaplaining why
persanal information is collected, how it's used,
and who will have access to it

Destroy old docisnarts. Shred mformation you aa

fanger need that carmains pessonally identifiable

inforrration and acoownt numbass. For example,
creilii card receipls, billing staterments and pre-
approved credil affers should be shredded before
you discard them.

Safeguard your mail from theit. Promptly remove

ircomirg rmad from yowr maithoa of cansider a

locking mailbos, and place outgoing mail in post

office collecicn boxes,

Canry anly 1he esssatiata. Do not carry extra credit

cands . youy brth ceriificate, passport or your Secial

Security card with you, except when necessary.

Review yawr credit pest. The iaw requires the

three maxw credil buresus — Equifax, Exparian and

TransUnion — to provide a free capy of your credil

TEQI0M CIICE PET year.

— VYisit annualkcreditreport.oom oe cald
1 877.322.8228 tu order yaur free creddl
reporbs each year.

~ Comslder staggering your credtt report requests
frorn each agency Lhroughout the year Look e
inquirles and activity on your acomsis that you
can'y exglain.

Revdew your statoments. Carefully and prompily

saview ol trarsaclion coefirrrations, acoenl

sigtements aad reports. Regularly review your
acoount{s} by Ixgging imto the secure she at
www.ameriprise com. If you suspect ar

encoumter any unsuthozed actmty an your

He wary of any unaplicited emaits and offers that
seem 1a good to be true. Never ciich an a link
sent in a1 unsolicited smail.

It you are in doubt, doa’t reply. Call the instAution
al a known murhber.

Lise onty secune websites when entering
personal informatian or making ondine purchases.
Secure weisHes car he recagnized by the prefix
bitps:// and a padlock jcon in bee Status bar of
the web browser.

Awoid accessing yous hinancial accouns onbine
from puthic coenputers at libraries, hote! business
ocentsrs ar akporis. These are pdne target areas
for thieves using keystroke monaring tools to
steal your usernames ankl passwonds.

Create wnigue passwirds and parsonal
wentfication resmbess {PINS) using fetlers,
characters and aumbers.

Use fiewalls, and-spyware and arti~irus softaanz
10 protect your horme computey and regularly
update these programs.

Educate yourset]. Theve are educational
maierials sbout many of the online scams at
onguamcdine gov.

Lim#t the persanal information you make public
on sociel media sites, including inforrnation
abaut [saving for vacation or information abaut
your rostines,

Red flags of identity theft

Unauthorized charges oo your bank. credit card ar
othes acoounts

Mistakes on the explanater of med-cal benefits
from your health plan

Your regular bills and account siatements don't
aive on time

Bilks of coflection notices for producTs Or Services
You never received

Callis from debt collectors about debis that don't
befong 1o you

You are wmed dawn unexpectedly for 3 loan or a job

The alert instructs areditars to verify your idendity
via phane befone opetting any new acoouats o
making changes M your existing accoums

P.Q. Bor 740242
Atiswrta, GA 30374
(8009 525-6285

equiiax.com

P.D. Hoa 9564
Alien, TX 75013
(988} 397-3742
expesEn.com

arkleing

If you suspect or encourker any unauthorized
activity on your Amenprise Fnanciat accounts,
calf your persanal fina~cial advisor ar contact
Chent Service ak 1.8C0.A62.7919.

CTL

NI A

unaulhorized actiity:

« Cowinct a credil tmxeam. Inform one of the
three major tredit bureaus that you are a victim
of identity theft.

= Ploce » ez o your cowd it repovt. Consider
a credit monhorng senvice.

- your other financial institations.
They may be able to provide additionad security
measures W protect your account. Close amy
ancouats you suspect are ffaudulead or have
fraudulent iransactions.

*  Floa polics repest, |dentity theft is a crime
and most creditors require a i enforoement
report &5 pmod of the theRk-

» Repott the crime to the Federa Trade
Cammisalon {FTT). Your report will aid iew
enforcemen offials acsoss Uhe countny in
thelr vestigstions.

= Seek amsistamce. The FIC tas created an

identity thef infonmation packel to assist victims.

Request a packet via the contact options below:
Wb fic gox/idthedt

Phone: 1.877.1D-THEFT {438.4338}
orTTY¥ 1. 866.653.4261

*  File a cleim with your knsnmsce carier.
Check your policy or carrier to determine If
yau have icentity theft insuranoe pretection. If
apglicatite. consider filing @ claim.

» Koep 3 mcord of your comtects. Start a file
with copies af your credit reparts, the
palioe report, copies of disputed bits and
amy comespondence. Keep a log of your
conversations with craditors, iaw enforcemnent
officlals and ciher televant parties. Follow up all
phane calls in writing and send comespoadence
via cert-fied mall, return receips equesled.
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