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Anwlprlu F!Mnolal, lno. 
1441 W Long Lake Rd, Suite 250 
Troy, Ml 48096 

March 14, 2017 

Office of the Attorney General 
Conswner Protection and Antitrust Bureau 
33 Capital Street 
Concord, NH 03301 

Fax: (603) 271-2110 

Re: Infonnation Security Breach Notification 

Dear Sir or Madam: 

rzio o:.'.J7 

A 
.. ~ 

mer1pr1se~ 
Financial 

This letter is for the purpose of notifying your office that Ameriprise Financial Services, Inc. had 
a data breach incident involving the theft of information for ( 1) Ameriprise client who is a 
resident of New Hampshire. Specifically, in December of 2016 a staff member uploaded a copy 
of a client list to an application in Google, to facilitate sharing the list among the office. 
Unfortunately, that list included personal information, in particular, it contained client name and 
Social Security Number. 

At the same time that this letter is being sent, Ameriprise Financial will also be sending a 
notification letter to the affected resident, a copy of which is enclosed. The letter describes steps 
Ameriprise Financial is taking to help ensure that this individual,s accounts a.re not accessed by 
unauthorized persons and provides him or her with an opportunity to enroll for one year of credit 
monitoring from Equifax, at Ameriprise Financial's expense. In addition, we have included a 
copy of a brochure containing information about how to protect against identity theft. 

If you have any questions regarding this incident, please contact me at (248) 205-5817. 

Sincerely, 

Jt~d_e~~ 
Kathleen A. Dedenbach 
Vice President & Group Counsel 
Chief Privacy Officer 
General Counsel's Organiiation 
Ameriprise Financial, Inc. 

KAD:jaw 

Enclosures 
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March 17, 2017 

«FIRST _NAME>> «LAST_ NAME>> 
«CLI BEST ADDRl>> - -
«CLI __ BEST _ADDR2>> 
«CITY», «STATE» <<ZIP» 

Dear «FlRST_NAME>> <<LAST_ NAME»: 

~003 /0 0 7 

1632 «CLIENT_ID» «CHECK_DIGIT» 001 

Ameriprise (t 
Financial 

I am writing to make you aware of an issue that occurred. in December of2016 a staff member uploaded a copy ofa client list to an 
application in Google, to facilitate sharing the list among the office. Unfortunately, rhat list included personal infonnation, in 
particular, it contained your name and Social Security Number. While there was no intent for misuse, it is against Ameriprise 
Financial policy to use unapproved document sharing applications for documents containing Ameriprise client infonnation. The 
document has since been deleted from the Google application. Out of 1111 abundance of cautio11, I w11J1ted to notify you of this issue. 

As a precaution, we have taken steps to protect your accol.lllts from unauthorized activity, which includes instructing our service 
associates to use eii;tra caution when verifying callers and to confirm the signature on written requests related to your accounts. 

In addition, Ameriprise FinMcial is providing you an opportunity to enroll in an independently operated credit.monitorfiig progriirn for 
one year at no expense to you. This program is administered by Equifax, one of the three national credit reporting agencies. Equifax 
Credit Watch will provide you with an "early waming system" which alens you to any changes to your credit filfl , The last page of 
this letter hicludes the features of the Equifax Service and the promotional code you need to use to enroll for one freo year of 
coverage, 

I reconunend you take the fotlowing actions to help protect age.inst the potential misuse of your personal infonnation such as: 
• Thoroughly review your account statements and transaction confirmations. 
• Review any solicitations you receive in the near future. 
• Closely monitor all of your personal accounts (e.g. checking 111td savings, credit cards, etc) to make sure thece is no 

unauthotized activity. 
• Read the enclosed educational brochure which provides resources and measures to help protect against identity theft. 
• Be vigilant if you receive a call from someone who claims to represent Ameriprise Financial. If you llave any doubts about 

the caller, hang up and call me to verify the validity of the call. 

If you have any questions, please do not hesitate to contact your advisor, <<ADVISOR NAME>>, at <<Advisor phone number>>. 
Please accept my sincere apology regarding this situation and any inconvenience it may cause you. 

Sincerely, 

Bert T. Bowler, CFP3 
Private Wealth Advisor 
B.T Bowler & Associates 
Ameriprise Financial Services, Inc. 

Enclosure: Ameriprise Financial Identity Theft Brochure @ 201? Ameriprise Financial, Inc. All rights remved 
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About the Equifax Credit Watch™ Gold with 3-tn-1 
Monitgring identity theft protection product 

Equifax Credit Watch wlll provide you with an "early 
warning systemN to changes to your credit file and help you 
to understand the content of your credit file at the three 
major credit-reporting agencies. Note: You must be over aKe 
18 with a credit flle In order to take advantage of the 
product. 

How to Enroll; You can slt!n DD onltne or over the obooe 
To sign up onllne for onllne delivery go to 
www.mvservices.eguifax.com/trj 

1. Welc:ome Page: Enter the Activation Code provided at 
the top of this page In the "Activation Code" box and 
click the "Submit" button. 

2. Register: Complete the form with your contact 
Information (name, gender, home address. date of birth, 
Soclal Security Number and telephone number) and c:lic:k 
the "Continue" button. 

Activation Code: <<GIFT CODE>> 

Equifax Credit Watch provides you with the following key 
features and benefits: 
o Comprehensive credit file monitoring and automated 

alerts of key changes to your Equifax, Experian, and 
TransUnlon credit reports 

o Wlreless alerts and customizable alerts available 
(available online only) 

o One 3-ln-1 Credit Report and access to your Equifax 
Credit Report•• 

o Up to $1 million In identity theft Insurance 1 with $0 
deductible, at no addltlonal cost to you 

o 24 by 7 live agent Customer Service to assist you In 

understanding the content of your Equifax credtt 
Information, to provide personalized identity theft 
victim assistance and in Initiating an Investigation of 
inaccurate Information. 

o 90 day Fraud Alert 2 plc1cement with automatic renewal 
functionality• (available onllne only) 

To sign up for us Mall delivery, dial 1-866-937-8432 for 
ac:cess to the Equifax Credit Watch automated enrollment 
process. Note that all credit reports and alerts Wiii be ~ent 
to you via US Mall only. 

1. Actlyatlon C:ode: You wlll be asked to enter your 
enrollment code as provided at the top of this letter. 

2. Customer Lnformatjon: You wlll be asked to enter your 

3. Create Acc:ount: Complete the form with your email J. 
address, create a User Name and Password, c:heck the 

home telephone number, home address, name, date 
of birth and Soc;ial Security Number. 
Permjssible Purpose: You wlll be asked to provide 
Equifax with your permission to access your credit file 

box to accept the Terms of Use and dick the "ContlnueH 
button. 

4. Verify ID: The system will then ask you up to four 
security questions to verify your Identity. Please answer 4· 
the questions and click the "Submit Order" button. 

5. Order Confirmation: This pase shows you your 
completed enrollment. Please clic:k the "View My 
Product" button to access the product features. 

~tions for placing a Fraud Alert 

and to monitor your flle. Without your agreement, 
Equifax cannot process your enrollment. 
Qrder Confirmation: Equifax will provide a 
confirmation number with an explanation that you will 
receive your Fulfillment Kit via the US Mall (when 
Equifax is able to verify your identity) or a Customer 
Care letter with further Instructions (if your identity 
can nol be verified using the information provided). 
Please allow up to 10 business days to receive this 
information. 

A fraud alert is a consumer statement added to your credit report. Thi!i statement alerts creditors of possible fraudulent activity within 
your report as well as requests that they contact you prior to establishing any accounts in your name. Once the fraud alert is added to 
your credit report, all creditors should contact you prior tu establishing any account in your name. To place a fraud alert on your 
credit file, visit: www.fmudalerts.eguifax.com or you may contact the Equifax auto fraud line at 1-877-478-7625, and follow the 
simple prompts, Once the fraud alert has been placed with Equifax, a notificntion will be sent to the other two credit reporting 
agencies, Experian and Trans Union, on your behalf. 

I • ldw!it7 Tboll Jmuramie ~ll<Jlll'Wflttell bY h1!1111'11~ com~y S\lb5~1"ie$ or affiliales of An1eriwl lnlemstiOllll Group, Inc. Tho dcaaription hc:rcin it m summllI)I and intended for 
1nf11rm~liunal puipQ:!e» unly nJ due:. 111)( lnch.1d~ ill i..ut, !'Olli.Iii Iona ~exclusions or I.he policies ci-ribl!d. Pla&ac rem Ill the llCllla1 policicl ror rcnna. i:onditiom, 111d cxclusi0111 of 
covcra~. Cuvo:irn~ m1Y nul be a•~ll$ble In ~II ]11ti$dl.:tloi\$ .. rhl• prodµq I• 1lllt lnU!nded COr minora (urulor 18 yar1 ofagc:) 
i. ~ A~l(l,,.,~I~ F......,i Alert '6a111te made available In «i11s11111"" by Bqwflx Tnrormatinn Suvicea LLC and f'ultilled 011 iu bcbalfb)' Equifax CDlllUmcr Servicca LLC 
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Residents of Iowa, Maiyland, North Carolina and Oregon: 

The Tdentity Theft Unit in your state gives you step-by-step advice on how to protect yourself and help you to address 
some of the issues that identity theft causes. Below are the mailing address, website, and phone number for the Office of 
the Attorney General of your state. In addition, we have also provided you with the mailing address, website, and phone 
number of the Federal Trade Commission for further assistance. 

Office of the Attorney General of Iowa 
Crime Victim Assistance Division 
Lucas State Office Building 
321 East 12th Street 
Des Moines, IA 50319 
(515) 281 -5044 
(800) 3 73-5044 
iowaattorneygeneral.gov 

Office of the Attorney General of Maryland 
200 St. Paul Place 
Baltimore, MD 21202 
(410) 576-6491 
Oli&.state.md.us 

Consumer Protection Division of the Attorney General's Office 
Old Education Building 
114 W. Edenton Street 
Raleigh, NC 27602 
(919) 716-6400 
ncdoj.com 

Oregon Department of Justice 
1162 Court Street NE 
Salem, OR 97301-4096 
(503) 378-4400 
doj.state.or.us 

Federal Trade Commission 
Consumer Response Center 
600 Pennsylvania Avenue NW 
Washington, DC 20580 
(877) ID-THEFT (438-4338) 
conswner .gov/idtheft 



How does identity theft happen? 

Dwmpst.r DIWC 
Rurrmaging llwwgrl trash lookirg fof bills or llCher 

dDCllll'lel«s wilh personal lrifufma1il>n - yoor """"". 
address, phone 111Jrrller, utility ....vice aocouAt 
nwntlers, creclil care nurr1bers and lOJUr Social 
Seauity number. 

PtlillilllC 
PIKlfle calls, spmn emails or IJOP1.IP rressages 
whe:e crlmmal• i~le finar<:ial 1nstiluUor.s 
or companies Lo p~ade 'ltJU 1XJ """31 pe!S<Jnal 

lnrorma~on. For example, )<l<l may ''""""" an email 
asking ~u ta .. upda:e" er · ·con~· )'O'"Jr lnforrref.on 

and direct j'Oll to a -lte '.hat looks Identical ta 1he 
~malB o'l!l"l11zatiorr'S site. The phislling •lte is a 
pho<ry sire desif/led lo bi ck )UlJ irrto dlvu~ )QUI 

pen;onal inflllT1'iitiDn so ttae openitors can steal .,.,.,.. 
ldefllity. 

If )OU belil!ue a message to be µtEhing, forward 
It ro spa~oe,ilCJv ana the leg;tlmate compa"f 
.....,.,,_,ated In lf1e email. 11:11 any phishlng emal 
l~aUngAmeriplise F9Jaocial, please send l'OO' 
messa1111 to antLfra~pl.oom . 

• Socl•l~ng 

The misuse of a legitimate busl....ss b'f ca Iii rig 

or senda'lg <Hnails tlllll attempl to trir:I< )'OU lrrto 
reveal ing personal infonmation. For e>:ample, 

someone calls pre11>rmlng to o1'ilr l'OU a Joi> and 
asks for your pe.-sonel mrmaUon, sucil as )Our 
Social Security ruanbef, to see If \IOU •qua~ for the 
position. 

Tlwlft 
Sl""'lin~ or findll"fl lost w .. Etets and pu15es . as ~II as 

mail items &1ch as - lK!d cre<it c:ald statements, 
Pf!H!PPru.ed c~ oilers, new ctied<s or ta• 
i'lformatiof\. ThlB>ll!S may also ~ tor bu•lnesse.,, 
-nec:cal offices er government agercies, and S'..eal 
inftmnation on lhe jot>. 

Resources 
You can fi re re.s.(IUrt:es and inforrrallon ont>ne and 

from g,o..oe<rvne"1 agencies about == ard Cl'lmes 
that can lead tn i:lerrtity lhBlt. 

Fderal Trade C!Mrml!l!lan 

-: ftc.go./idthelt 
Phooe: 1.877. JO.. ™EFr ( 438.4338) 

or TIY 1.8615.653.4261 

OnGnnl~ine 

Web· onguarcJonline.gov 

Pllvacy RIC!lt& Clea~ 
Web: p~s.crt, 

Phone: 619.298.3396 

US Posbl lmpectbt Service 
web. usps.comf posailin5Pf'Cf<l<5 
Phone: 1-871.8713.2455 

us Secret Service 
Web: setratser.ice.gpo.< 

Soda! S8aJltll' Ad.mistnlloo 
Web: oi!;l,..ssa.gov 
f'tlone-Fraud Hotline: 11!00.269.-0271 

us Qlsl'el-' lllh1111ildofl ... s.mc. 
-llSa-lfP'I 
Pllcoe: 1 .844.872.468,1 

lelelltit)' 11left Re-.rw CenUr 
Web: idtneficenter.org 
Pt.Jne: 1 .888.4-00.5530 

e ____ , __ ,_,,,_. 
AmeriprU Rnanc:iall Serrices.. h: . 
139 JimetP158 Af8'X.ial icerUr . lAIMeapoi~ Ml't !55f74 
<Ctlflcrtprlse.com 

Cl 2Dl1 - ZC116Am'"1Pf'Se FhiHK:lif.h:. Al 11 gtrl5 reic""°. 

260263 ~ (n4(ll;l 

Ameriprise e 
f"m111ncrial 
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Reduce 
your risk of 
identity theft 
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Protect your identity 
KNp ,..., ~ru pm.ta. Before disci:J<sirw; 
aey personal inoforma1iol\, ensure )'OU knew ...ny fl Is 

iequlred """ how it -.;11 be used. 

Donl re5PC'f'd ID emal, Im! or i:tione 
me~ lhat ask for personal ln1Drmi11icn. 
L.egitima11! ccmpanies don't ask for information 
this 'M!I' Dele1tt tile mes..,ee. 

Gura ,..., kcillt 5ecerftl --.. Do not 
gM: lfD"' Sooel Sealrity Ill.Ht-tier lo pe!Jllle OJ 

tXlfT\Pilll]es )'Oii do rurt """°'· 
Request lo see n prMlcy JX!iey. A lee)timale 
busines• ~esmig your Socl11I Security number 
sl1oulcl hlM! a PIWac, policy expillinir1( wf"lf 
~nat illfonnatioii is CXJlecie:j, how it's used, 
and who .,.. hlM: acx:eu to It. 
De81rv}I old .....,. ,..._ Shred information JOU na 
lml!!er need th9t canto ins pe<sonalty odenliliabfe 
infurmalion and aaioool numbera. FOr l!Zlllflple, 

Cl'tllMI cwd receipts, billing~ - Pl"" 
a~ credit offers shou .. be shredcled beloAt 
l"U oisca!tl thsm . 

SdlClmd ,...r lllal .... tto.tt. frorJ.,u, re<ntM! 
Incoming mail rrom your mailboo. or oonsider a 
lockin8 maui-. and place o~ mail iR post 
office collec\ltn bo>!es. 

C.., ...., ti• _..... Do not caf)' exaa credit 
Cllrds . yo:K b·<th cerilficat.e, passport or your Social 
Security card "'1t1 )QU, eiocept when nec:essarJ<, 
......, .,_.., m11111t ..,Mt. Tile llM' req11lres 1tle 
tllree ~ Cl1dl b....eus - Equilali. Exp..., and 
ltilns!Jnlon - to p""'1de a he OOpY of '.llJUr credit 
report Ol10I> per-· 

Yl~ll eMualcreollreporloom Of aill 
1.S77.322.822J! Iii order yaur free cn!dl 

l'l!')>IJf1ls eacll - -
CGnslder S!Blfl!Bri,.,.,.,.. ~~ report. requests 
tiom each $ncy lt11oot)1011t the )'BK Look for 
inquiries ... er acti\lil)' on '.llJUr acccunls 1hat you 

csni IPlllaln-
RINtmr :r- .....,_ .. Carefully end premptly 
1evie111 111 trarsact.ior. cor.1irrraUoru: . ecoetSll 
Sl8ll:fnenl5 and ftlp'.Jrts. ~tally review '.llJW 
aooooolt&} l:tt toaloC lmD the s""u"' sill> Bl 
.......... a~se.com. If )'OU suspect or 
encounteir B"J 1111Wt1Mlrlll!d llCtMty on )<IUr 

Ame~se Finarocoal accounts, call l""'' personal 
finarcBI advisor or ccraael Cioe'I! SeNioe a: 
1.800.862. 7919. 

Protect yourself online 
Be wary flt ""I u""ollcited emails and offers tr.et 
seem 1DO good 1D be true. -·dick an a lirlk 

sent ill iilfl unsoli::tte:I email 

II yoo are In dootn. don't reply. Call lhe l~OR 
al a known 111Jmbe<. 

U!le only aecure website5 ..,_, en!Erinll 
j)er5Dl'lal informa11on or malifC orlire pun:hases. 
Serure ""'hsil.es car. be reoogn~ t1f the prefix 
bltps:// and a padlock ioon h the status bar DI 
lhe .et> tJrowse<. 

Ai«Jid acces.sil'\i yolJI' flllanc011 a~nts onl•rie 
from 1111:J1ic oomportefS at libraries, hlllel business 
oenters er Mporn;_ rtiese are pllme 1arfe1: areas 
for 1hlEMOS USi'll! l<eys!r- monilllrll'll! toots to 
sleal j'lllll' usemame5 ar>d pa85'<t0rds. 

Cmale ~~iCJJe pas-s E>nd JZlfSOf'llll 
dent111cation runbe:"s fi'INs! using l!!Cl.ers, 
cr.acters anCI oomller.3. 

Us<: firewalls, ""*'1'1"""' and llnti--•in."' ~oft"""" 
Ill protect your heme c:omplfb:!r and regularly 
<Jpdn\11 tbese irograms. 

EA!ucate your5!!11. There are educetioqal 
ma\e!1als about mant o11"e online SC8r11S Ell 
oof!Uill'do'lli,..,_p. 
Limit th& permnal irlfooretion )'O<I male pubic 
011 sodel media sttllS. lnciudlne lnfmnatlor1 
..a.out ll!llMr« lbr \OIClltbn or Information allout 
your rooithes. 

Red flags of identity theft 
Unalllhortzed tlla..-S <X1 )'llClr be'*-. credit card or 
GCl1ef ao:xuits 

Mostaloos <in tne exptaretll>!' of rned·cal benefil.5 
from )QUI he!lllh plall 

'lbur regular bltls Kid llCCOUl'll slatements dm l 
arWe on time. 
Biiis or cone~ rl01iJes for pmcll11~1S or services 
)OU -r recehred 
Calls from debt <ollectrirs allout debts lhat don't 
belong to you 

'IQJ a-e tu rned OOW11 unex,i='ledly lbr a kJljro or a jcb 

What tn do if your personal 
information is Jo& or stolen 

Cllnrac:t one Di lhe lh~ major mdt bureaus and 
,_,.st lhal <> •fra>Jd alert- rs ploced on )'Our file. 
The alert ~ aeditors to ~ jlll"r idenlity 
via phone before open*C ¥\" new accoullts or 
mekir'I( chonges tD )Ol.ll' eJisting aa:xiums. 

P.D. BOil 740241 
AUll'1til, llA 30374 
(800) 525-1128S 
equfiil:ic.com 

P.D. Boo.9564 
...... TX 75013 
(88S) 397-3742 
ap&t'iani.cam 

2 Batcllrirl f'lace 
P.O. Boo.1000 
Clles18r,f',\19022 
[800) 880-7288 
trilnstriton.can 

If you Sllspecl or -r any uNNlhorized 
actl\lity on )OUr Ameriprise F1nanciat accounts. 
ea~ }'OU' pttsonal fing"Ciat a<Msor or oo~lao;t 
Clienl SeMce at 1.800..1162. 7-91~ -

What tn do if you are the victim 
of identity theft 
If yo" disc0\8 ttat somooroe hllS used )'Out 

oers<Jlllll informimnn to open accDtJnts or pursue 
•naullwJri:zed eciMly. 

CMtld a cl'lllfll ...._. Inform one oft~ 
three major credit b<Jreal.IS that \'Oil a11> a W:tim 
of ldel'ltlly theft . 

,._a r.- H J"lllf CIMll NpDrt. Consider 
a eied~ moniwling ser..a.. 

Dani.a_. otner ,.,_,cial Ntltlllktruo. 
They may oo lll:Jle to JJ'!Jl'ide additional security 
measures lD prot.ec! )QI.Jr aocounl. Close •rl)' 
accowrts >""' suspect are ii'audutent or na.e 
rr.iuoluilllr transactlol1$, 

l'9e a pellce fllPMt. Identity theft "' a moo 
and most creditcra requi1& e laur errforcement 
niport as plVOI o1 u... thell. 

lllpelt tlle cdnM ID the ......... T..a. c:an.-- (FTC). 'lburreport •Bid ll!lw 
enfDn::emern nfllclats ar.JOSS lt.e country on 
thet' ~lg;ltions . 

'"k ~ Ttle HC - created an 
lde<lllt} lhell lnfonmatlon pacloeol to assist lllctims. 
ReQOJeSl a pacMe1. via 1he oomact options below: 

~ 1lc.fp</ldthe1t 

Phone: 1 .877.1[).lHEFf ~431U338] 
or TIY 1 .BBB.653..4261 

.,.. 1111111 wltll ,aur l11H•- cmwlmr. 
Ctlack )'Ollr poUcy DI carrlo>r to delltrmine If 
JIKJ fleve iOorllily 1hl!ll: irtillf<IQC& prol8c:tion. 11 
aoollcat:le. consider ~li!li a cl3'im. 

Kae, • -ci ol JU11r comets. Start a file 
...,,, copies at your <ndl. reports. tbe 
poloe report, copies of dlspullld lliali and 
~ omespMdeno&. Keep a lo& of yow 
conwansatiorls wlttl creditof1'. few enfo~ 
offi;:lats and Oiher relevant parties. Follow up all 
phone calls In wrttl<e and send conespoodenre 
via cert -fied mall. re'lum oeceip; 11>:1Uesled. 
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