Alexander Walker 1275 Drummers Lane, Suite 302
Office: 267-930-4801 Wayne, PA 19087
Fax: 267-930-4771

Email: awalker@mullen.law

July 8, 2019
VIA U.S. MAIL

Attorney General Gordon J. MacDonald

Office of the New Hampshire Attorney General
Consumer Protection Bureau

33 Capitol Street

Concord, NH 03301

Re: Notice of Data Event
Dear Attorney General MacDonald:

We represent The American Kennel Club (“AKC”), 101 Park Avenue, New York, New York 10178,
and write to provide notice to your office of an incident that may affect the security of personal
information relating to certain New Hampshire residents. This notice may be supplemented if
significant facts are learned subsequent to its submission. By providing this notice, AKC does not
waive any rights or defenses regarding the applicability of New Hampshire law, the New
Hampshire data event notification statute, or personal jurisdiction.

Nature of the Data Event

On May 13, 2019, AKC became aware of a technical issue that allowed AKC employees and
certain outside contractors unintended access to an internal Human Resources/Finance project
management folder containing sensitive information relating to current and former AKC staff and,
in some cases, their dependents/family members. AKC took immediate steps to repair the issue so
that only intended authorized personnel can now access this information. AKC launched a
thorough investigation into the incident to confirm what information, if any, may had been
accessible.

AKC determined this technical issue existed between November 2018 and May 13, 2019, when
AKC discovered and corrected the issue. Other than the single, isolated situation that led to AKC’s
discovery of the issue, AKC is not aware of any other time when an unauthorized employee or
outside contractor accessed the folder in question. AKC has no indication that this incident presents
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a risk of identity theft or financial harm to any individual. AKC is notifying potentially impacted
individuals in an abundance of caution.

The types of personal information contained in the potentially exposed were name and Social
Security number.

Notice to New Hampshire Residents

On July 5, 2019, AKC began mailing written notice of this incident to the affected individuals,
including three (3) New Hampshire residents. Written notice will be provided in substantially the
same form as the letter attached hereto as Exhibit A.

Other Steps Taken and to Be Taken

After discovering this incident, AKC began an investigation to determine the nature and scope of
this incident, including identifying the individuals who may be affected, putting in place resources
to assist them, and providing them with notice of this incident.

AKC is providing potentially affected individuals access to 24 months of credit monitoring and
identity restoration services, through Experian. Additionally, AKC is providing potentially
impacted individuals with guidance on how to better protect against identity theft and fraud,
including information on how to place a fraud alert and security freeze on one's credit file, the
contact details for the national consumer reporting agencies, information on how to obtain a free
credit report, a reminder to remain vigilant for incidents of identity theft and fraud by reviewing
account statements and monitoring free credit reports, and encouragement to contact the Federal
Trade Commission, their state Attorney General, and law enforcement to report attempted or
actual identity theft and fraud. AKC is also notifying other state regulators and the three major
credit reporting agencies, as required by applicable laws.

Contact Information

Should you have any questions regarding this notification or other aspects of the data security
event, please contact us at 267-930-4801.

Very truly yours,

el

Alexander Walker of
MULLEN COUGHLIN LLC

ATW:hpf
Enclosure
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For More Information. We understand that you may have questions that are not addressed in this notice. If you have
additional questions or concerns, please call our toll-free dedicated assistance line at 877-218-0049. This toll-free line is
available Monday to Friday from 9:00 am to 7:00 pm EST, excluding major national holidays. We apologize for any
inconvenience or concern this incident causes you.

Sincerely,

The American Kennel Club

Enclosure









