KAREN M. JOHNSON
DIRECT DIAL: (314) 345-4782
kj@greensfelder.com

July 2, 2021
CONFIDENTIAL
Via Electronic Mail
Consumer Protection Bureau
Office of the Attorney General
33 Capitol Street
Concord, NH 03301
Email: DOJ-CPB@doj.nh.gov
Re:

Data Security Breach Notice – Allied Healthcare Products, Inc.

Dear Attorney General of the State of New Hampshire,
I am writing as the attorney for Allied Healthcare Products, Inc. (“Allied” or “the Company”). I want
to make you aware that my client has recently learned that its computer system was compromised with
ransomware which may have resulted in the threat actor being able to access employee and former employee
information, one of whom is a resident of your state. The ransomware attack was discovered May 27, 2021
and we learned on May 29, 2021 that certain information may have been accessed by the threat actor. Law
enforcement has been notified. The Company did not pay the ransom.
We began investigating the incident as soon as we learned of it and we engaged a third party cyber
expert to assist us. Since learning of this compromise, Allied has taken measures to ensure that the
vulnerability associated with this incident has been addressed. We have determined that the information
involved in this breach included information relating to employees and former employees, and may have
included the following: name, date of birth, social security number, address, phone number, email address
and wage information.
Allied plans to send written notification through first class mail to affected residents of your State. In
this notification, we will be providing: (1) background information about the breach, including the timeframe
of the discovery of the breach; (2) the types of information that may have been compromised; (3) the steps
that have been taken to address the breach and to prevent one from occurring again in the future; (4)
information, including toll free telephone numbers, websites and mailing addresses of the three credit
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reporting agencies; (5) information, including the toll free telephone number, website and mailing address of
the Federal Trade Commission; (6) information about ordering a free credit report; (7) information about
requesting a security freeze and placing fraud alerts; (8) notice to remain vigilant in reviewing accounts and to
report any suspected fraud to appropriate financial institutions; (9) a toll free telephone number for affected
residents to contact Allied with questions; and (10) additional information unique to your State’s data breach
notification laws. Allied is also offering free credit monitoring services through a subsidiary of TransUnion
for a period of 12 months for persons wishing to enroll. We plan to mail these notices on July 1, 2021. A
copy of the notice is attached.
If you have any questions about this matter, you are welcome to contact me at 314-345-4782. My
client regrets this has occurred and is committed to remain vigilant in the future to ensure its employees’
personal information is protected.
Yours very truly,

Karen M. Johnson
Attachment

1909622

Complimentary Credit Monitoring Service
As a safeguard, we have arranged for you to enroll, at no cost to you, in an online three-bureau
credit monitoring service (myTrueIdentity) for one year provided by TransUnion Interactive, a
subsidiary of TransUnion®, one of the three nationwide credit reporting companies.
To enroll in this service, go directly to the myTrueIdentity website at www.mytrueidentity.com
and in the space referenced as “Enter Activation Code,” enter the following 12-letter Activation
Code <<Insert Unique 12-letter Activation Code>> and follow the three steps to receive your
credit monitoring service online within minutes.
If you do not have access to the Internet and wish to enroll in a similar offline, paper based,
three-bureau credit monitoring service, via U.S. Mail delivery, please call the TransUnion Fraud
Response Services toll-free hotline at 1-855-288-5422. When prompted, enter the following 6digit telephone passcode, <<Insert 6-digit telephone passcode>>, and follow the steps to enroll in
the offline credit monitoring service, add an initial fraud alert to your credit file, or to speak to a
TransUnion representative if you believe you may be a victim of identity theft.
You can sign up for the online or offline credit monitoring service anytime between now and
October 31, 2021. Due to privacy laws, we cannot register you directly. Please note that credit
monitoring services might not be available for individuals who do not have a credit file with
TransUnion®, Experian® and Equifax®, or an address in the United States (or its territories) and
a valid Social Security Number, or are under the age of 18. Enrolling in this service will not
affect your credit score.
Once you are enrolled, you will be able to obtain one year of unlimited access to your
TransUnion credit report and credit score. The daily three-bureau credit monitoring service will
notify you if there are any critical changes to your credit files at TransUnion, Experian and
Equifax, including fraud alerts, new inquiries, new accounts, new public records, late payments,
change of address and more. The subscription also includes access to identity restoration services
that provides assistance in the event your identity is compromised to help you restore your
identity and up to $1,000,000 in identity theft insurance with no deductible. (Policy limitations
and exclusions may apply.)
If you have questions about your credit monitoring benefits, need help accessing your credit
report, or passing identity verification, please contact the myTrueIdentity Customer Service
Team toll-free at: 1-844-787-4607, Monday through Friday, 8:00 a.m. – 9:00 p.m., and Saturday
through Sunday: 8:00 a.m. – 5:00 p.m., Eastern time.

