aska

May 3, 2018

To: U.S. State Attorney General and Consumer Protection Offices Distribution List

Re: Notice of Data Breach

Dear Sir or Madam,

We take data security seriously here at Alaska Airlines, and we value the trust our customers put in
us to protect their information. | am writing to inform you of a recent matter involving Alaska’s third-
party service provider Orbitz, which did not meet our expectations and may have affected the
personal information of individuals who are resident in your state (see Exhibit A).

As was reported in the news, Orbitz had a data security incident that affected an older Orbitz
website and legacy platform. On March 19, 2018, Orbitz notified Alaska that Orbitz of this data
security incident. Between October 1, 2017 and December 22, 2017, personal data on a legacy
Orbitz platform relating to hotel or car reservations made via a white label Alaska website may
have been accessed. The data potentially accessed includes name, date of birth, phone number,
email address, physical/billing address, gender, and credit card information for reservations made
between January 1, 2016 and December 5, 2016. Importantly, this matter does not involve any
malware or security issues associated with Alaska’s systems. Rather, information on this legacy
Orbitz platform may have been affected by a breach to Orbitz’ security.

Since being notified by Orbitz, Alaska has been working to understand the impact and any further
steps that can be taken to assist affected customers. Alaska has been in regular communication
with Orbitz regarding this matter and has been assured that unauthorized access in this manner to
this legacy portal has been halted as of December 22, 2017.

All affected individuals are eligible, without enrollment, for identity theft repair services.
Additionally, affected individuals can enroll in 12 months of complimentary credit monitoring and
fraud alerts. Information about these offerings, provided by AllClear ID, is contained in the
separately attached template notification letter, which we plan to send to all potentially affected
individuals this week.

If you have any questions, please do not hesitate to call me at (206) 392-5234 or email me at
Holly.Gion@alaskaair.com.

Respectfully submitted,

= —

Holly Gion
Director, Data Privacy

Attachments



Exhi**™ A

Approximate number of potentially affected residents in New Hampshire: 4





















