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Office of the New Hampshire Attorney General
Consumer Protection & Antitrust Bureau

33 Capitol Street

Concord, NH 03301

Re: Legal Notice of Information Security Incident
Dear Sirs or Madams:

| write on behalf of my client, ADF International, Inc. (“ADF”), to inform you of a potential
security incident involving personal information that may have affected approximately one New
Hampshire resident. ADF has notified affected individuals and outlining some steps they may
take to help protect themselves.

On March 10, 2017, an unauthorized individual, impersonating an ADF employee, contacted
another ADF employee requesting certain information for ADF employees. Before it was
determined that the request was fraudulent, the employee provided files that contained limited
information about some ADF employees, including first and last name, address, Social Security
number, and 2016 compensation information. The files did not include employees’ dates of
birth information. ADF has investigated this incident and has found no evidence that the
unauthorized individual was able to gain access to any ADF systems as a result of this incident
or that any student information or other employee information was affected.

ADF takes the privacy of personal information very seriously, and deeply regrets that this
incident occurred. ADF took steps to address and contain this incident promptly after it was
discovered on March 13, 2017. In order to avoid incidents like this from occurring in the future,
ADF will be providing additional training concerning how to handle any requests for sensitive
information and how to potentially recognize a phishing scheme for employees in departments
or functions with access to sensitive employee information . In addition, ADF has contacted law
enforcement and will continue to cooperate in their investigation of this incident.

Affected individuals were notified via a written letter, which was provided on or about March 14,
2017. A form copy of the notice sent to the affected New Hampshire resident is included for your
reference.

Norton Rose Fulbright US LLP is a limited liability partnership registered under the laws of Texas. 28206990.1

Norton Rose Fulbright US LLP, Norton Rose Fulbright LLP, Norton Rose Fulbright Australia, Norton Rose Fulbright Canada LLP and Norton Rose
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regulatory information, are available at nortonrosefulbright.com.

[ T A T T T T T O e



Office of the New Hampshire Attorney General I/NI\ORTON ROSE FULBRIGHT
April 12, 2017
Page 2

If you have any questions or need further information regarding this incident, please contact me

at (303) 801-2758 or kris.kleiner@nortonrosefulbright.com.

AN IAN

Enclosure
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Structural Steel
Bridges ¢ Industrial Works

INTERNATIONAL INC

1900 Great Bear Avenue
Great Falls, Montana 59404
US.A.

Tel.: (406) 315-3781
1(800) 895-4425
Fax: (406) 315-3784

www.adfgroup.com
infos@adfgroup.com

March 13, 2017

Subject: Identity Theft

After several ADF International employees reported receiving a Montana Department of Revenue
notifications of fraudulent tax returns filed in Montana, we discovered that ADF international, Inc.
employee’s W-2’s for 2016 have been compromised. ADF International Inc. has reason to believe that
you may be the victim of identity theft. We want to inform you of the situation and let you know what
you can do to protect yourself. The steps listed below should be completed as soon as possibie to
protect your identity.

The following steps have already been taken:

e We have contacted the Department of Revenue and have provided information as requested.

e As part of a multi-state information exchange program, the Department of Revenue has notified
the other participating states of this matter and alerted them to watch for any fraudulent
returns being filed in your names. You may have received a letter like the one attached. if you
have, please let Human Resources know.

e Areport has been filed with the Internal Revenue

e Areport has been filed with the Federal Trade Commission

e A report has been filed with the Montana Department of Justice Office of Consumer Protection

e We have notified local law enforcement and been advised that each employee will need to file a
report in person.

What to do if you have been a victim of identity theft:

e Contact the IRS. If a fraudulent state return has been filed using your information, it is probable
that one has been filed at the federal level as well. Please contact the IRS Identity Protection
Specialized Unit at 1-800-908-4490, or you may complete the IRS Identity Theft Affidavit, Form
14039, which is available on the IRS web site at http://www.irs.gov/uac/Taxpayer-Guide-to-

Identity-Theft. Follow the directions on the back of the form to submit the form to the IRS.
e File a police report. File a report with law enforcement officials to help you with creditors who
may want proof of the crime.




e Review your credit report. The law requires that major nationwide consumer reporting
companies — Equifax, Experian, TransUnion — give you a free copy of your credit report each
year. Visit www.AnnualCreditReport.com

e Place a “Fraud Alert” on your credit reports by contacting one of the three credit bureaus:

o Equifax at 1-800-525-6285 or online at www.equifax.com
o TransUnion at 1-800-680-7289 or online at www.transunion.com
o Experian at 1-888-397-3742 or online at www.experian.com
¢+ Report the theft to the Federal Trade Commission.
o Online at www.ftc.gov/idtheft
o By phone at 1-877-ID-THEFT (438-4338)

e Contact your financial institutions and your credit card companies. Ask if any of your accounts
have been tampered with. For example, check to see if you address was changed or if new
accounts have been created in your name.

e Contact the Montana Department of Justice Office of Consumer Protection:

o By phone at 1-800-481-6896 or 406-444-4500
o Online at https://dojmt.gov/consumer/identity-theft

ADF International, Inc is working on additional steps to help all current and former employees affected
by this breech. More information will be forthcoming.

If you have any additional questions, please contact me.

ADF INTERNATIONAL INC.

Jennifer Rohrback
Human Resources Director




