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QOctober 9, 2017

Attorney General Joseph Foster
Office of the Attorney General

33 Capitol Street

Concord, NH 03302

Dear Attorney General Foster:

We represent ABC Carpet and Home (“ABC”) with respect to a recent security incident involving
the potential exposure of certain personally identifiable information described in more detail
below. ABC is a retail company located in New York, New York.

1. Nature of security incident.

On August 9, 2017, ABC was notified that that its online store, which is hosted and maintained
by a vendor, may have been compromised. ABC immediately hired an independent computer
forensics firm to assist with an investigation. On September 8, 2017, this investigation
concluded transaction information for purchases made from January 2, 2017 until August 9,
2017 may have been made available to unauthorized individuals. This transaction information
may have included customer’'s names, addresses, telephone numbers, email addresses, credit
card or debit card numbers, expiration dates and security numbers.

Purchases made before January 2 and after August 9, 2017 were not impacted by this incident.

2. Number of New Hampshire residents affected.

Six (6) New Hampshire residents were notified of the incident. A notification letter was sent to
the affected individuals on October 9, 2017 via regular mail, a copy of which is enclosed.

3. Steps you have taken or plan to take relating to the incident.

ABC is taking steps to prevent this sort of incident from occurring in the future. They have
updated their internal security procedures to better safeguard the information in ABC's
possession and better ensure that vendors are taking appropriate measures to protect
information in their control.




4. Contact information.

ABC remains dedicated to protecting the sensitive information in its possession. If you have any
questions or need additional information, please do not hesitate to contact me at
MVentrone@ThompsonCoburn.com or (312) 580-2219.

Very truly yours,

Thompson Coburn LLP

/A

Melissa K. Ventrone

Enclosure




abc carpet & home

C/0 ID Experts
P.O. Box 10444
Dublin, OH 43017-4044

<<MemberFirstName>> <<MemberLastName>>
<<Addressl>> <<Address2>>
<<City>>, <<State>> <<Zip Code>>

October 9, 2017

Notice of Data Security Incident

Dear <<MemberFirstName>> <<MemberLastName>>,

We are writing to inform you of a data security incident experienced by ABC Carpet and Home ("ABC”) that may have
impacted the security of your personal information, including your name and credit or debit card information. We take the
security of your information seriously, and apologize for any inconvenience this may cause you. This letter contains
information about steps you can take to protect your information, and resources we are making available to help you.

1. What happened and what information was involved?

On August 9, 2017, ABC was notified that our online store, which is hosted and maintained by a vendor, may have been
compromised. We immediately hired an independent computer forensics firm to assist us with an investigation. On
September 8, 2017, this investigation concluded that transaction information for purchases made from January 2, 2017
until August 9, 2017 may have been made available to unauthorized individuals. This transaction information may have
included your name, address, telephone number, email address, credit card or debit card number, expiration date and
security number. Purchases made before January 2 and after August 9, 2017 were not impacted by this incident.

2. What we are doing and what you can do.

We want to assure you that we are taking steps to prevent this sort of incident from occurring in the future. We are
reviewing our policies and procedures to ensure that our vendors are taking appropriate measures to protect information in
their control.

We recommend you remain vigilant and monitor your credit or debit card statements, and immediately notify your
financial institution if you notice any suspicious activity. You should change your password for this account, and any other
account if you use the same password, if your log-in credentials were affected by this incident. Attached to this letter is
information about additional steps you can take to protect yourself.

3. For more information.

If you have questions, please call (866) 767-6092, Monday through Friday from 8:00 a.m. to 8:00 p.m. Eastern Time. Your
trust is a top priority for us, and we deeply regret any inconvenience or concern this matter may cause you.

Sincerely,

/4. fuk

David E. Lauber
Chief Financial Officer
ABC Carpet & Home







