Yale OFFICE OF THE VICE PRESIDENT
AND GENERAL COUNSEL S

New Haven CT 06520-8255
T 203 43274949

F 203 432-7960

courier

Whitney Grove Square

2 Whitney Avenue, 6th Floor

VIA NEXT DAY COURIER AND E-MAIL (doj-cpb@doj.nh.gov) New Haven CT 06510

July 26,2018

Hon. Gordon McDonald

Attorney General

State of New Hampshire

33 Capitol Street

Concord, NH 03301

Attention: Consumer Protection Unit

Dear Attorney General McDonald:

Pursuant to New Hampshire Revised Statutes §§ 359-C 19 & 20, we are writing to notify you
about a breach of security involving residents of New Hampshire.

NATURE OF THE SECURITY BREACH

Between April 2008 and January 2009, intruders gained electronic access to a Yale database and
extracted names and Social Security numbers and, in nearly all cases, dates of birth of individuals
affiliated with the university. In many cases, the extracted information also included Yale e-mail
addresses and, in some cases, physical addresses. The database did not contain any financial
information about the individuals listed in that database. Yale discovered the intrusion on
June 16, 2018 during a security review of Yale servers. Almost seven years ago, in September
2011, as a part of its data protection program, Yale deleted personal information from the affected
database. The earlier intrusion was not detected, however, until Yale’s 2018 security review.

NUMBER OF AFFECTED INDIVIDUALS

The total number of individuals affected by the above breach of security is approximately
119,000, including 604 current residents of New Hampshire."

STEPS THAT YALE HAS TAKEN OR IS PLANNING WITH RESPECT TO INCIDENT

We have no indication that the data taken between April 2008 and January 2009 was misused.
Moreover, as stated above, the affected database was purged of the data in question nearly seven
years ago. In addition, in 2005, Yale stopped using Social Security numbers as routine identifiers
and began regularly to search for and delete unnecessary files with personal information.

! On June 11, 2018, in the course of the same security review discussed above, Yale discovered that sometime
between March 2016 and June 2018, intruders had gained access to the same server and from it extracted the names
and Social Security numbers of 33 individuals. Those 33 individuals, none of whom reside in your jurisdiction, are
being notified, as are regulators in their home states in accordance with their respective laws.



Nevertheless, to protect members of the Yale community and their personal data, we have
undertaken and are undertaking the following additional measures:

e Notifying affected residents of New Hampshire, by first class mail, using the forms of
letter and attachment attached hereto to advise those residents about the security breach,
their risk of identity theft, and measures that they can take to limit that risk. The mailing
list was developed and verified using available U.S. Postal Service and other
commercially available databases. These notices will be mailed on July 30, 2018;

e Including in the above notice letter an offer of identity monitoring services from Kroll, at
no cost, for 12 months, as well as a toll-free number at which to request more information
about the instant security breach and the above monitoring services, which include credit
file monitoring, and monitoring of “Dark Web” ID theft sites, public record databases,
and lender sites;

e Publicizing the discovery of this breach on pages of Yale’s cybersecurity website
(cybersecurity.yale.edu) and including on those pages information aimed at the small
percentage (approximately 3% nationally) of persons as to whom Yale has yet to acquire
verified current addresses, advising them of the toll-free call center number and offering
to U.S. residents the no-cost monitoring services described above;

e Notifying the three major consumer reporting agencies about the security breach and the
number of affected individuals in U.S. jurisdictions;

e Continuing Yale’s ongoing implementation of an enhanced data loss prevention program
that automates the identification and removal of personal information that is maintained
unnecessarily, and systematically testing our data center servers to identify possible
vulnerabilities.

Thank you for your attention to this matter. My contact information appears above. If you have
questions or concerns, please direct your inquiries to me.

Sincerely,

///é

Harold Rose
Senior Vice-President and Associate General Counsel
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