





IMPORTANT INFORMATION
PLEASE REVIEW CAREFULLY

Deat |l

We wanted to make you aware of a recent data security incident involving potential unauthorized access to
payment card data entered at Marmishoes.com, Wolff Shoe Company’s online store, over a limited period
of time. The privacy and security of your personal information is of utmost importance to us and we are
routinely evaluating and improving our security and payment systems to ensure your information is secure.

What Happened?

After suspicious activity on our website was identified, we immediately contained the issue, engaged
external forensic investigators, and commenced a prompt and thorough investigation into the incident. Asa
result of this review, we learned that certain customer credit and debit card information may have been
obtained by an unauthorized party when such card information was entered into the payment fields on the
website in connection with an online purchase between March 11, 2019 and May 24, 2019. We do not have
evidence demonstrating the unauthorized individuals actually obtained this information and we are not
aware of any fraudulent transactions at this time. We are nevertheless providing this notice out of an
abundance of caution. Purchases through our physical store locations were not impacted by this incident.

What Information Was Involved?

On October 1, 2019, we discovered that the information that may have been acquired in this incident
included your name, credit or debit card number, card expiration date and CVV (3 or 4 digit code on the
front or back of the card).

What We Are Doing

Because we value our relationship with you, we wanted to make you aware of the incident. We also wanted
to let you know what we are doing to further secure your information, and suggest steps you can take. Since
learning of the incident, we have implemented enhanced security safeguards to help protect from similar
intrusions. We are conducting ongoing monitoring of our website and payment portal to ensure that they
are secure and cleared of any malicious activity.



What You Can Do

Below you will find precautionary measures you can take to protect your personal information.
Additionally, you should always remain vigilant in reviewing your financial account statements for
fraudulent or irregular activity on a regular basis.

As a best practice, you should also call your bank or card issuer if you see any suspicious transactions. The
policies of the payment card brands such as Visa, MasterCard, American Express and Discover provide that
you are not liable for any unauthorized charges if you report them in a timely manner. You should also ask
your bank or card issuer whether a new card should be issued to you.

For More Information

Your trust is a top priority for us, and we deeply regret the inconvenience this may have caused. The
privacy and protection of our customers’ information is a matter we take seriously.

If you have any further questions regarding this incident, please call our dedicated and confidential
toll-free response line that we have set up to respond to questions at IllL_EllE. This response line is

staffed with professionals familiar with this incident and knowledgeable on what you can do to protect
anginst isuse ~f your information. The response line is available Monday through Friday,

Sincerely,

Wolff Shoe Company









