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April 25, 2018 Gregory J . llaulisla 
9 14.872.7839 (direct) 

Gregory.Bautista@wilsonelser.com 

Via Regular Mail 

Attorney General Joseph A. Foster 
Office of the Attorr~ey Gener~! 

33 Capitol Street 
Concord, New Hampshire 03302 

Re: Data Security Incident 

Dear Attorney General Foster: 

We represent WithumSmith+Brown, PC ("WithumSmith") with respect to an incident involving the 
potential exposure of certain personal information described in detail below. 

1. Nature of the security breach or unauthorized use or access 
' 

On Apr il I 0, 20 18, WithumSmith discovered that an unknown. unauthori zed third party ga ined access to 
an empl oyee ' s email account as the result of a phishing attack. WithumSmith immediately secured the 
account and launched an invest igation with computer forensic experts to determine what information was 
impacted. The investigation determined that an email with an attachment that included indi vidual s' 
names, addresses and Social Security numbers may have been compromised. 

2. Number of New Hampshire residents affected 

Approximatel'.I one ( I ) New Hampshire resident was affected in this incident. The potenti all y impacted 
individual was sent a ktter notifying h;m or her of this incident on April 25, 2018. Enclosed is a copy of 
the notifi cation sent to the affected individual, which informs this New Hampshire res ident about the 12 
months of credit monitoring and identity theft protection services that is being offered to him or her. 

3. Steps WithumSmith has taken or plans to take relating to the incident 

WithumSmith has also taken steps to prevent similar events from occurring in the future, including 
reviewing its policies and procedures, increasing security for remote access to its systems and 
imple;nenting measures to protect against phi shing emails. WithumSmith is also adding additional.data 
lo s protection measures th roughout its email system. 
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4. Other notification and contact information. 

If you have any additional questions, please contact me at gregory.bautista@wilsonelser.com or (914) 

872-7839. 

Very truly yours, 

Wilson Elser Moskowitz Edelman ~ Dicker LLP 

~/ 
/Gregory J. Bautista 

/ 



With um 
CIO ID Experts 
I (j300 SW Greenburg Rd . Suite 570 
Poi tiand, OR 97223 

<<F irst Name>> <<Last Name>> 
<<Address I>> <<Address 2>> 
<:<C ity>>, <<State>> <<Zip>> 

Dear <<First Name>> <<Last Na me>> : 

withum~~ 
AUO ll TAX AD1 1SORY 

April 25 , 201 8 

We are writing to info rm you of a recent incident that may have put the security of your name and Social Securi ty number 
at ri sk. With umSmi th+Brown, PC prov ides profess ional services for your empl oyer and we rece ived your info rmati on in 
con nection with those services. We take the sec urity of your info rm ati on very seriously and apologize fo r any concern thi s 
causes. This letter contains additi onal info rmati on about what occurred and resources we are making ava il ab le to help yo u. 

On April I 0, 20 18, we became aware that an un known, unauthori zed third party ga ined access to an emp loyee ' s emai l 
account as the result of a ph ishing attack. We immedi ately sec ured the account and launched an investigation wi th computer 
fo rensic experts to determine what info rmati on was impacted. The investigati on determined that an email with an attachment 
that included your name, address, and Social Security number may have been compromi sed. 

Whi le there is no indicati on that anyone's information has been mi sused, to protect you and your info rmation, we have 
arranged fo r you to enro ll , at no cost to yo u, with ID Experts®, an incident response and recovery services expert, to provide 
you with MyIDCare™ services at no charge to you. MyIDCare services include: 

• 12 months of Cred it and CyberScan dark web moni toring; 
• $ 1,000,000 insurance reimbursement policy; 
• Exclusive educational materials; and 
• Fully managed Identity Theft Recovery Services (with thi s protecti on, MyIDCare will help you resolve issues if 

your identity is compromi sed). 

We encourage you to contact ID Experts with any questi ons and to enroll in free MylDCare services by ca lling 1-800-
939-A 170 or going to https://app.myidcare.com/account-creation/protect. You wi l I need to reference the fo l lowing 
enro llment code below when ca lling or enro lling on the website, so pl ease do not di scard this letter. Please note the 

deadline to enroll is July 25, 201 8. 

Your Enrollment Code: <<ID Experts will in sert>> 

We assure you that we have taken steps to protect aga inst these threats in the future. Thi s includes reviewing our poli cies 
and procedures, increasing security for remote access to our systems and implementing measures to protect against phi shing 
email s. We are also adding additional data loss protection measures throughout our email system. 



We sincerely regret any inconvenience that this incident may cause you and remain dedicated to protecting your personal 
information . Should you have any questions or concerns, please contact 1-800-939-4170 between 6:00AM and 5 :00 PM 
Pacific or visit https://app.myidcare.com/account-creation/protect for more infonnation. 

Sincerely, 



Additional Important Information 

for residents of Hawaii, Michigan, Missouri, Virginia, Vermont, and North Carolina: It is reco mm ended by state law th a t yo u remain vig ilant 
fo r in cidents o f fra ud and identity theft by rev iewing credi t card acco un t statements and mon ito rin g yo ur credit report for unauth ori zed 
act ivity . 
For residents of Illinois, Iowa, Maryland, Missouri, North Carolina, Oregon , and West Virginia: 
It i required by state laws to in form yo u th at yo u may ob ta in a co py of yo ur credit repo rt , free o f charge, wheth er o r no t yo u suspect 
an, un auth ori zed ac ti vity on you r acco unt . Yo u may ob tain a fre e copy of yo ur cred it report from eac h of the three nati onwid e credit 
reportin g age nci es . To order yo ur free credit report, please visit WW\¥.annualcred itreport. com, or ca ll toll -free at 1-877-322-8228. You can also 
order your annual free credit report by mailing a completed Annual Credit Report Request Form (ava ilable at 
https://www.consumer.ftc.gov/articles/O 155-free-credit-reports) to: Annual Credit Report Request Service, P .0. Box I 05281, Atlanta, GA, 30348 -
5281. 

For residents of Iowa: 
S!ate law advises yo u to repo rt any suspected id entity th e ft to law enfo rce ment or to th e Atto rn ey Genera l. 

For residents of Oregon: 
State laws adv ise yo u to repo rt any suspected iden tity the n to law en fo rce men t, including th e Attorn ey Genera l, and the Fede ral Trade 
Commission . 

.For residents o[Maryland, Rhode Island, Illinois, and North Carolina: 
You ca n obta in in fo rm ati on from the Maryland and No rth Ca ro lin a Offices o f th e Attorn eys Ge neral and th e Federa l Trade Comm iss ion 
abou t fraud a lerts, sec ur ity freezes, and steps yo u ca n take towa rd pre ven tin g id entit y theft. 

Maryland Office of the 
Attorney General 
Consumer Protection Divi s ion 
200 St. Paul Place 
Baltimore, MD 2 1202 
1-888-743-0023 
\'l''vvw.oag.state.md.us 

Rhode Island Office of the 
Atto rney General 
Consumer Protection 
150 South Main Street 
Providence RI 02903 
1-40 1-274-4400 
www. riag.ri .gov 

orth Carolina Office of the 
Attorney General 
Co nsumer Protect ion Di vis ion 
900 I Mail Service Ce nter 
Raleigh, NC 27699-900 I 
1-877-566-7226 
www.ncdoj.com 

Federal Trade Commission 
Con sumer Response Ce nter 
600 Penn sy lvania Ave, NW 
Washin gton , DC 20580 
1-877-IDTH EFT (43 8-43 38) 
www.ftc .gov/ idthc ft 

For residents ofMassachusetls: It is required by state law that you are in fo rmed of your right to obtain a police report if you are a victim of identity the ft 

For residents of all states: 

Fraud Alerts: You can place fra ud alerts with the th ree cred it bureaus at one of the three major credit bureaus by phone and also via Experian's or 
·q ifax's website. A fraud alert tells cred itors to fo llow certain procedures, including contac ting yo u, be fore they open any new acco unts or change 

you r ex isting acco unts. Fo r that reason, plac ing a fraud alert can protect yo u, but also may delay yo u when you seek to obtain credit. The contac t 
information fo r all three credit bureaus is below: 

Mo nitoring: You should always remain vigil ant and monitor your accounts fo r suspicious or unusual activity. 

Sec urity Freeze: You a lso have the right to pl ace a security free ze on yo ur cred it repo rt . A sec urit y freeze is intend ed to pre ven t cred it , 
loans and serv ices from being appro ved in yo ur name without yo ur co nse nt. To p lace a sec urity fr eeze on yo ur credit report , yo u need to 
make a reque st to eac h co nsum er reporting age nc y. You may make th a t req ues t by ce rtifi ed ma il , ove rni ght mail , or reg ul ar sta mped 
mail , or by fo ll ow in g th e in stru ction s fo und a t the webs ite s li sted below. The fo ll owin g in for mati on mu st be in clu ded when requ es ti ng 
,, sec urity freeze (note th at if yo u are requ es tin g a credit repo rt fo r your spouse, th is in fo rm at ion mu st be prov ided for him /he r as we ll ): 
( 1) fu ll nam e, with midd le in iti a l and any suffi xes: (2) Soc ia l Secur ity number; (3) date of birth ; (4) current addre ss and any previous 
uddresses for th e pas t fi ve yea rs: and (5) any app licab le in c id ent report or compla int with a law en for e ment agency o r th e Re g istry o f 
Motor Vehi cles. The requ est mu st a lso in clu de a copy of a gove rnme nt-i ss ued id entifi cat ion ca rd and a co py of a recen t utilit y bill o r 
ba nk or in surance state ment. It is esse ntia l th at eac h copy be leg ibl e, di splay yo ur name and current ma ilin g address . and th e dat e o f 
is ·ue . The cons um er reportin g age ncy may charge a sma ll fe e to place , lif't , o r remove a fr eeze , but is fr ee if yo u are a victim of 
ide ntity th e ft o r th e spouse o f a victim of id entity th eft , and yo u have submitted a va li d po li ce report re latin g to th e ident ity theft 
incident to th e co nsum er report in g age ncy. You may obta in a sec urity free ze by contact in g any o ne or more of th e fo llow in g nation al 
co nsum er reporting age ncies: 

Equifax Security Freez.e 
P.O. Box 105788 
c\t lanta, GA 30348 
www.freeze.eguifax.com 
800-525-6285 

Experian Security Freeze 
P.O. Box 9554 
Allen, TX 750 13 
www.experian .com/ freeze 
888-397-3742 

Trans Union (FYAD) 
P.O. Box 2000 
Chester , PA 19022 
freeze. transun ion.com 
800-680-7289 

Mo re in forma ti on can also be obta in ed by co nt ac tin g th e Federa l Trade Commission li sted above. 


