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November 18, 2020
VIA FEDEX

NH Department of Justice

Gordon J. MacDonald, Attorney General
33 Capitol Street

Concord, NH 03301

RE: Data Breach Notification
Attorney General Gordon J. MacDonald:

Pursuant to N.H. Rev. Stat. §359-C:19, et seq., the Wisconsin Evangelical Lutheran Synod,
N16W23377 Stone Ridge Drive, Waukesha, WI 53188-1108 (“WELS”) through its attorneys
Michael Best & Friedrich, LLP, 1 S. Pinckney St., Ste. 700, Madison, WI 53703 (“MBF”), is writing
to provide this notice of a security breach relating to a data breach that occurred at Blackbaud,
one of its third-party service providers. The Wisconsin Evangelical Lutheran Synod (“WELS")
operates Martin Luther College, the Michigan Lutheran Seminary, and the Wisconsin Lutheran
Seminary (collectively, the “Educational Institutions”), and WELS engages Blackbaud for various
services to help manage its donations and constituent communications and other services that
help the Educational Institutions manage their student information.

Martin A  Sorinas  WFIS Chief Technology Officer Data Protection Officer,
) 256-3250, is WELS’ contact, and Adrienne S. Ehrhardt, Partner,
(608) 283-0131, from MBF is WELS’ legal counsel, assisting with
e management or s inciaent.

On July 16, 2020, Blackbaud notified WELS that it suffered a ransomware attack in May 2020,
which it successfully stopped. At that time, Blackbaud assured WELS that the security incident
was limited in scope and did not involve sensitive information such as Social Security Number.
On or about September 29, 2020, however, Blackbaud notified WELS that it discovered that the
incident impacted old unused tables from legacy services that WELS no longer uses, containing
sensitive unencrypted information relating to WELS and its educational institutions. Blackbaud
acknowledged that neither WELS nor its educational institutions had any knowledge of the
existence of these old tables.

Blackbaud now informs us that the personal information that may have been accessed may
include name, date of birth, financial account number, and Social Security Number. After receiving
the list of affected individuals from Blackbaud, on or about October 15, 2020, WELS determined
the Social Security Numbers of five (5) New Hampshire residents were impacted.

Blackbaud explained in its initial notice to WELS that it was working with third party cybersecurity
experts and law enforcement to monitor the internet to assist in determining that the information
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relating to this incident was destroyed. At that time, it identified the vulnerability associated with
this incident and quickly implemented a security fix. Blackbaud confirmed through testing by
multiple third parties that their fix was able to withstand all currently known cyberattacks. As part
of its ongoing cybersecurity efforts to help prevent an incident like this in the future, Blackbaud
has implemented additional safety protocols to help protect data. Blackbaud is now offering the
affected individuals credit monitoring as a result of discovering the extended impact of this
incident.

WELS will notify the affected individuals and encourage them to activate the 24-months of free
credit monitoring provided by Blackbaud. WELS is in the process of preparing the notices, which
it will deliver in the most expedient time possible and without unreasonable delay.

Attached is a copy of the notification letter that WELS will place in the U.S. Mail Tuesday,
November 24, 2020 to the affected individuals. There was no delay in providing individual
notification as a result of law enforcement investigation. Please let us know if you have any
questions or would like to discuss further.

Sincerely,

MICHAEL BEST & FRIEDRICH LLP
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Adrienne S. Ehrhardt

Enclosure



Notice of Data Breach
Deal

We are writing to inform you about an update we received relating to a data security incident that occurred
at Blackbaud, one of our third-party service providers, that may have involved your personal information.
The Wisconsin Evangelical Lutheran Synod (“WELS”) operates Martin Luther College, the Michigan
Lutheran Seminary, and the Wisconsin Lutheran Seminary (collectively, the “Educational Institutions”), and
we engage Blackbaud for various services to help manage our donations and constituent communications
and other services that help our Educational Institutions manage their student information.

WELS and our Educational Institutions take the protection and proper use of your information very seriously.
We are therefore contacting you to notify you about the incident and provide you with steps you can take
to protect yourself.

What Happened

On July 16, 2020, Blackbaud notified us that it suffered a ransomware attack in May 2020, which it
successfully stopped with the help of independent forensics experts and law enforcement. We responded
by taking appropriate action and notifying impacted individuals. At that time, Blackbaud assured WELS that
the security incident was limited in scope and did not involve sensitive information such as Social Security
Number. On or about September 29, 2020, however, Blackbaud notified WELS that it discovered that the
incident impacted old unused tables from legacy services that neither WELS nor our Educational Institutions
use any longer containing sensitive unencrypted information relating to WELS and our Educational
Institutions. Blackbaud acknowledged that WELS and our Educational Institutions had no knowledge of the
existence of these old tables.

What Information Was Involved

Blackbaud now informs us that the personal information that may have been accessed may include your
name, date of birth, financial account number, and Social Security Number.

What Our Third-Party Provider is Doing

Blackbaud explained in its initial notice to WELS that it was working with third party cybersecurity experts
and law enforcement to monitor the internet to assist in determining that the information relating to this
incident was destroyed. At that time, it identified the vulnerability associated with this incident and quickly
implemented a security fix. Blackbaud confirmed through testing by multiple third parties that their fix was
able to withstand all currently known cyberattacks. As part of its ongoing cybersecurity efforts to help
prevent an incident like this in the future, Blackbaud has implemented additional safety protocols to help
protect data. Blackbaud is now offering you credit monitoring as a result of discovering the extended impact
of this incident. The instructions are enclosed.

What We Are Doing

We are notifying you of this incident and will keep you updated with additional material information if it
becomes available. We will continue to work with Blackbaud to further understand this incident and the
steps they are taking to secure our data, as well as to understand why Blackbaud maintained outdated
information for WELS and our Educational Institutions without our knowledge. We recommend you engage












Vehicles. The request should also include a copy of a government-issued identification card, such as a driver's license,
state or military ID card, and a copy of a utility bill, bank or insurance statement. Each copy should be legible, display your
name and current mailing address, and the date of issue (statement dates must be recent).

Additional Information for New Mexico Residents: The federal Fair Credit Reporting Act (FCRA) promotes the accuracy,
fairness, and privacy of information in the files of consumer reporting agencies. Here is a summary of your major rights
under the FCRA:

You have the right to be told if information in your file has been used against you;

You have the right to receive a copy of your credit report and the right to ask for a credit score;

You have the right to dispute incomplete or inaccurate information;

You have the right to dispute inaccurate, incomplete, or unverifiable information;

You have the right to have outdated negative information removed from your credit file;

You have the right to limit access to your credit file;

You have the right to limit “prescreened” offers of credit and insurance you get based on information in your credit
report;

e You have the right to seek damages from violators; and

e You have the right to place a “security freeze” on your credit report.

New Mexico Consumers Have the Right to Obtain a Security Freeze or Submit a Declaration of Removal. You may obtain
a security freeze on your credit report to protect your privacy and ensure that credit is not granted in your name without your
knowledge. You may submit a declaration of removal to remove information placed in your credit report as a result of being
a victim of identity theft. You have a right to place a security freeze on your credit report or submit a declaration of removal
pursuant to the Fair Credit Reporting and Identity Security Act.

The security freeze will prohibit a consumer reporting agency from releasing any information in your credit report without
your express authorization or approval. The security freeze is designed to prevent credit, loans and services from being
approved in your name without your consent. When you place a security freeze on your credit report, you will be provided
with a personal identification number, password or similar device to use if you choose to remove the freeze on your credit
report or to temporarily authorize the release of your credit report to a specific party or parties or for a specific period of time
after the freeze is in place. To remove the freeze or to provide authorization for the temporary release of your credit report,
you must contact the consumer reporting agency and may need to provide all of the following:

(1) the unique personal identification number, password or similar device provided by the consumer reporting agency;
(2) proper identification to verify your identity; and

(3) information regarding the third party or parties who are to receive the credit report or the period of time for which the
credit report may be released to users of the credit report.

A consumer reporting agency that receives a request from a consumer to lift temporarily a freeze on a credit report shall
comply with the request no later than three business days after receiving the request. As of September 1, 2008, a consumer
reporting agency shall comply with the request within fifteen minutes of receiving the request by a secure electronic method
or by telephone.

A security freeze does not apply in all circumstances, such as where you have an existing account relationship and a copy
of your credit report is requested by your existing creditor or its agents for certain types of account review, collection, fraud
control or similar activities; for use in setting or adjusting an insurance rate or claim or insurance underwriting; for certain
- governmental purposes; and for purposes of pre-screening as defined in the federal Fair Credit Reporting Act.

If you are actively seeking a new credit, loan, utility, telephone or insurance account, you should understand that the
procedures involved in lifting a security freeze may slow your own applications for credit. You should plan ahead and lift a
freeze, either completely if you are shopping around or specifically for a certain creditor, with enough advance notice before
you apply for new credit for the lifting to take effect. You should contact a consumer reporting agency and request it to lift
the freeze at least three business days before applying. As of September 1, 2008, if you contact a consumer reporting
agency by a secure electronic method or by telephone, the consumer reporting agency should lift the freeze within fifteen
minutes. You have a right to bring a civil action against a consumer reporting agency that violates your rights under the Fair
Credit Reporting and Identity Security Act.






