
MARSJ ALL DENNEH EY 
WARNEl~ COLEMAN &GOGGlN 

6ii.!;Jii¥fiii'Ml • f*M3hNii''MH'§l!i!HS.M' 
A [' R 0 FE ~ S I 0 NA L C 0 RP 0 RAT l 0 N 

2000 Marke~ Street, Suite 2300 · Philadelphia, PA 19103 
(215) 575-26~0 · Fax (215) 575-0856 

Direct Dial: L5-575-2615 
Email: djshannon@mdwcg.com 

I August 31, 2017 

Via Email: J ttorneygeneral@do.j.nh.gov 
Attorney General Joseph Foster 
Office of the !Attorney General 
33 Capitol s A·eet 
Concord, NH 0330 I 

RE: Gregory F. Wilt, CPA 
Our File No. 04169.00166 

Dear Attorndy General Foster: 
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Pursuant to N.H. Rev. Stat. Ann. § 359-C:20(I)(b), we are writing to notify you of a data security 
incident involving 4 New Hampshire residents that occurred at the offices of Gregory F. Wilt, CPA, Mario 
Bottoni CP j' Advanced Financial Services, Inc., and Accu-Pay Payroll and Bookkeeping Services, Inc. 
(collectively "the firms"). 

Nature Of lJhe Security Breach 

The ~nns provide financial services from their offices located in Manlius, New York. Beginning on or 
about July 11, 2017, the firms were notified of several unauthorized attempts to withdraw fimds from ce1iain of 
their clients' ~1vestment accounts and fraudulent attempts to open credit in clients' names. None of these 
attempts havf been successful to date. Upon learning of these attempts, the firms i1m11ediately commenced an 
internal investigation and retained an independent computer forensic firm to conduct a thorough investigation of 
the firms' coinputer systems. On or about August 21 , 2017, the forensic investigators found evidence of brief 
unauthorized access to one computer system that occmrnd on May 1 and 2, 2017. Therefore, the firms 
determined that an unknown third party may have accessed some of the firms' clients' personal info1111ation, 
including firs t and last names, home addresses, social security numbers, tax return information, and financial 
account nm~bers. 

The t sidents involved in this incident were forwarded letters notifying them of this incident on August 
29, 2017. A copy of the form letter is attached hereto. 
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Steps Taken Relating To The Incident 

Upon 1earning of the cyber-attack, the firms took steps to address this incident promptly after it was 
discovered, intluding undertaking an internal investigation of the matter. The finns contacted the FBI, and the 
IRS and they are investigating. The fim1s corrected the vu lnerability in their system. They are also in the 

I 

process of rev~ewing their internal policies and data management protocols and have implemented enhanced 
security meas l.ires to help prevent this type of incident from rectming in the futme. 

The fi+ns have also arranged to have Equifax protect the affected individuals' identity for one year at no 
cost to them tr. rough its Credit Watch TM Gold credit monitoring and identity theft protection service. This 
service offers additional layers of protection including credit monitoring and a $25,000 identity theft insurance 
policy. 
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Shoul i you need additional information regarding this matter, please contact me. 

Very truly yours, 

D.Sv 
DAVIDJ. SHANNON 
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<<Date>> 

J)~:i r <<:..t t111H.: I>>, 

The privacy and protection of your information is a matter that we take very seriously. Please allow this to serve 
as a fo ll ~w-up to our email correspondence dated August 17, 2017, in which we informed you of a data incident at 
the offic€s of Gregory F. Wilt, CPA, M ario Bottoni CPA, Advanced Financial Services, Inc:, and Accu-Pay Pay roll 
and Bool<I keeping Services, Inc. that may involve some of your personal information. Please review the information 
provided in this letter for some steps that you may take to protect you rself against any potential misuse of your 
inform ation . 

W hat Happened 
Beginni1g on or about .July 11 , 2017, we were notified of several unauthori zed attempts to withdraw funds from 
certa in clie nts' investment accounts and fraudulent attempts to open credit in clients' names. Fortunately, none 
?f these Jattempts !1ave been syccessf~1l to date. Upon learning of. the.se attempts, we immediat~ly co.nm~enced an 
111te rnal Jnvest1gat1on and retained an 111dependent computer forens ic firm to conduct a thorough invest1gat1on of our 
firm's cqmputer sys tems. The forensic investi gators found evidence of br ief unauthorized access to one computer 
sys tem . Therefore, we have determined that an Lll1.known third party may have accessed some of our clients' personal 
informatlion, including yours. 

What Information Was Involved 
Based otp our interna l investigation of this matter, we have determined that the client information potentially at ri sk 
of being !accessed includes first and last names, home addresses, social security numbers, tax return information, and 
financ ial account numbers. 

What We Are Doin2 
We took lsteps to address thi s incident promptly after it was discovered, including undertaking an interna l investigation 
of the m~tte r. We contacted the FBI, and the IRS and they a re investigating. We have corrected the vulnerabi lity in 
our systbm. We a re also in the process of reviewing our in ternal policies and data management protocol s and have 
impl emdnted enhanced security measures to he lp prevent thi s type of incident from recurring in the future. 

Securi nl yom personal informat ion is important to us . As a precautionary meas ure to help safeguard your inform ation 
from pofentia l mi suse, we have partnered with Eq uifax® to provide its Cred it Watch™ Gold identity th.eft protection 
product fo r one year at no charge to you . A description of thi s product is provided in the attached material , which also 
contai ns instruct ions about how to en roll (including your personal activation code). If you choose to take advantage of 
thi s product, it w ill provide you with a notificat ion of any changes to your cred it info rmat ion, up to $25,000 Identity 
T heft fn~urance Coverage and access to you r c redit report. You must complete the enrollment process by 12/l7/2017. 

I 

What Y'o u Ca n Do 
We recommend that you register fo r the complimentary credit monitoring services provided at no cost to you, as 
discuss9d in tb is lette r. Please a lso rev iew the enclosed " Infor mation A bout Identity Theft Protection" reference 
g u ide, V( hich d scrib s additional st ps that you may take to help protect yoursel f, including recommendations by 
the Fedr al Trade Commi ssion regarding your identity theft protect ion . 
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For More Information 
The privacy and protection of your information is a matter we take very seriously, and we sincerely apologize for any 
concern that this may cause you. If you have any questions, please do not hesitate to call us at 315.692.2300. 

Since rel) · 

Gregory l ilt, CPA' Mario Bottoni CPA' 

· HD Vest Financial Services® is the holding company for the group of companies providing financial services 
under thd HD Vest name. Securities offered through HD Vest Investment ServicesSM, Member SIPC, Advisory 
services qffered through HD Vest Advisory ServicesSM, 6333 N. State Highway 161, Fourth Floor, Irving, TX 75038, 
972-870-r OOO. Advanced Financial Services, Inc. is not a registered broker/dealer or independent advisory firm. 

$7622 v.05 OBr B.2017 



Ec{UIFAX" 

About the Equ ifax Credit Watch™ Gold identity theft 
protectidn product 

Activation Codt•: <<Code>> 

Equi fax Credit Watch provides you with the fol lowing 
key featu res and benefits: 

Equ ifax Cred it Watch will provide you with an "early 
warn ing system" to changes to your credit file. Note: o 
You mu1t be over age 18 with a cred it file in order to 
take advantage of the product. 

o Comprehensive cred it fil e mon itoring and automated 
alerts of key changes to your Equ ifax credit report 
Wireless alerts and custom izable alerts avai lable 
(available online only) 

o Access to your Equifax Credit Report™ 
o Up to $25,000 in identity theft insurance with $0 

deducti ble, at no additional cost to yout 
o Live agent Customer Service 7 days a week from 

8 a.m . to 3 a.m.to ass ist you in understanding the 
content of your Equifax cred it information, to 
provide personali zed identity theft victim assistance, 
and help init iate an invest igat ion of inaccurate 
information. 

o 90 day Fraud Alert placement with automatic 
renewal fu nctionality' (ava il able on line only) 

How to Ep roll: You can sign up online or over the phone 
I 

To sign ~p online for on line delivery go to 
www.my·ervices.equifax.com/gold 

I. Welcbme Page: Enter the Activat ion Code provided 
at the top of thi s page in the "Activation Code" box 
and qlick the "Submit" button . 

To sign up by phone for US Mail delivery, dial 
1-866-937-8432 for access to the Equ ifax Credit Watch 
automated enroll ment process. Note that all credit 
reports and alerts wil l be sent to you via US Mail only. 

1. 
2. Register: Complete the form with your contact 

information (name, gender, home add ress, date 2. 
of birth, Social Security Number and telephone 
number) and click the "Continue" button. 

3. 

4. 

5. 

Create Account: Complete the form witb your email 3. 
address, create a User Name and Password , check 
the box to accept the Terms of Use and click the 
"Continue" button. 
Verify JD: The system wi ll then ask you up to four 4. 
security questions to veri fy you r identity. Please 
answer the quest ions and click the "Submit Order" 
button. 
Order Confirmation: This page shows you your 
comp,leted enrollment. Please click the "View My 
Product" button to access the product feat ures. 

Activation Code: You will be asked to enter your 
enrollment code as provided at the top of this letter. 
Customer Infor mation: You will be asked to enter 
yom home telephone number, home address, name, 
date of birth and Social Security Number. 
Perm issible Purpose: You will be asked to provide 
Equi fax with your permission to access your 
credi t fil e and to moni tor your file. Without yo ur 
agreement, Equ ifax cannot process your enrollment. 
Order Confirmation: Equifax will provide a 
conf irmation number with an expl anation that you 
wi II receive your Fu lfi II ment Kit via the US Mail 
(when Equi fax is able to veri fy your identity) or a 
Customer Care letter with fu rther instructions (if 
your ident ity can not be verified using the info rm ation 
provided). Please allow up to 10 busi ness days to 
receive this info rmation. 

Information about Identity Theft Prevention 

We recomp1end that you regu larly rev iew statements from your accounts and periodically obtain your credit report 
from one or more of the nat ional cred it report ing companies. You may obtai n a free copy of your credit report on line 
at www.annu alcred itreport.com, by calling tol l-free 1-877-322-8228, or by mailing an Annual Credit Report Request 
Form (avai[lable at www.annualcred itrepo rt.com) to: An nual Cred it Report Request Service, P.O. Box 105281 , Atlanta, 
GA, 30348-5281. You may also purchase a copy of your cred it report by contacting one or more of the three national 
cred it reporting agencies I ist:ed below. 

' Identity Tihcft In surance underwr itten by insurance co mpany subsidiaries or affi liates of' American Jnternational Group, Inc. The 
description l~e re in is a su mm ary nnd intended for informational pu rposes on ly and does not include all terms, conditions and exclusions of 
the pol icies 9cscribcd. Please refer to the actua l po licies for terms, co nditions, and exclusions of coverage. Coverage may not be ava il ab le in 
al l ju ri sd ic tiqns. Thi s product is not intended for minors (under 18 yea1·s of age) 

'The Automat ic Fraud Alert feature made ava il able to consumers by Equifax Information Services LLC and fu lfilled on its behalf by Equifax 
Consumer Serv ices LLC 
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EquL: 
Experian: 
Trans Union: 

I 

P.O. Box 740241, Atlanta, Georgia 30374-0241, 1-800-685-1111, www.equifax.com 
P.O. Box 9532, Allen, TX 75013, 1-888-397-3742, www.experian.com 
P.O. Box 1000, Chester, PA 19022, 1-800-888-4213, www.transunion.com 

When you receive your credit reports, review them carefully. Look for accounts or creditor inquiries that you did not 
initiate or ido not recognize. Look for information, such as home address and Social Security number, that is not accurate. 
If you see anything you do not understand, call the credit reporting agency at the telephone number on the report. 

We recommend you remain vigilant with respect to reviewing your account statements and credit reports, and promptly 
report any suspicious activity or suspected identity theft to the proper law enforcement authorities, including local 
law enforcement, your state's attorney general and/or the Federal Trade Commission ("FTC"). You may contact the 
FTC or your state's regulatory authority to obtain additional information about avoiding identity theft. 

Fede~al Trade Commission, Consumer Response Center 
600 Pennsylvania Avenue, NW, Washington, DC 20580, 1-877-IDTHEFT (438-4338), www.ftc.gov/idtheft 

For residents of Maryland: You may also obtain information about preventing and avoiding identity theft from 
the Maryland Office of the Attorney General: 

l\1aryland Office of the Attorney General, Consumer Protection Division 
200 St. Paul Place, Baltimore, MD 21202, 1-888-743-0023, www.oag.state.md.us 

For residents of North Carolina: You may also obtain information about preventing and avoiding identity theft 
from the North Carolina Attorney General's Office: 

Nprtb Carolina Attorney General's Office, Consumer Protection Division 
9001 Mail Service Center, Raleigh, NC 27699-9001 , 1-877-5-NO-SCAM, www.ncdoj.gov 

Fraud Alerts: There are also two types of fraud alerts that you can place on your credit report to put your creditors 
on notice that you may be a victim of fraud: an initial alert and an extended alert. You may ask that an initial fraud 
alert be placed on your credit report if you suspect you have been, or are about to be, a victim of identity theft. An 
initial fraJ d alert stays on your credit report for at least 90 days. You may have an extended alert placed on your credit 
report if you have already been a victim of ident ity theft with the appropriate documentary proof. An extended fraud 
alert stays on your credit report for 7 years. You can place a fraud alert on your credit report by calling the toll-free 
fraud number of any of the three national credit reporting agencies listed below. 

Equifax: 
E I· xpernan: 
Trans Union: 

1-888-766-0008, www.equifax.com 
1-888-397-3742, www.experian.com 
1-800-680-7289, fraud .transunion.com 

Credit Freezes: You may have the right to put a credit freeze, also known as a security freeze, on your credit file, 
so that no new credit can be opened in your name without the use of a PIN number that is issued to you when you 
initiate a freeze. A credit freeze is designed to prevent potential credit grantors from accessing your credit report 
without your consent. If you place a credit freeze, potential creditors and other third parties will not be able to get 
access to your credit report unless you temporarily lift the freeze. Therefore, using a credit freeze may delay your 
ability to obtain credit. In addition, you may incur fees to place, lift and/or remove a credit freeze . Credit freeze laws 
vary from state to state. The cost of placing, temporarily lifting, and removing a credit freeze also varies by state, 
generally $5 to $20 per action at each credit reporting company. Unlike a fraud alert, you must separately place a 
credit ji·eeze on your credit file at each credit reporting company. Since the instructions for how to establish a credit 
freeze differ from state to state, please contact the three major credit reporting companies as specified below to find 
out more information: 

Equifax : 
Experian: 
TransUnion LLC: 

P.O. Box 105788, Atlanta, GA 30348, www.equifax.com 
P.O. Box 9554, Allen, TX 75013, www.experian.com 
P.O. Box 2000, Chester, PA, 19022-2000, freeze.transunion.com 

You can obtain more information about fraud alerts and credit freezes by contacting the FTC or one of the national 
credit reporting agencies listed above. 
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