





Subject: Notice of Data Breach
Delivered via email

Dear -

We have recently iearned that certain hotel reservations made for Willis Towers Watson travel were
among the many reservations affected by a security incident impacting Sabre Hospitality Soiutions
(“Sabre”), a third-party provider, electronic reservation system. SynXis Central Reservations System
(“SynXis CRS) facilitates the booking of hotel reservations made by individuals and companies such as
ours.

What happened?

Our Information Security Incident team has confirmed that one or more of your hotel reservations and the
name, contact information and payment card information associated with the reservation(s) may have
been compromised. Unfortunately, your information was exposed before the security breach was
discovered and stopped. In discussions with Sabre, they have has advised us that they had discovered
unauthorized access to an internal account in the SynXis CRS and launched an investigation into the
unauthorized activity that included support from Mandiant, a leading forensic and cybersecurity firm. As a
result of the investigation, it was determined that an unauthorized party gained access to information in
the SynXis CRS. With such access, the unauthorized person used the account credentials to view a
credit card summary page on the SynXis CRS and access payment card information.

We take the security of your personal information very seriously, and are providing the following
information to help protect you against potential misuse of your information.

What information was involved?

The unauthorized party was able to access the name, contact information and payment card data
associated with certain hotel reservations maintained in the SynXis CRS between August 10, 2016 and
March 9, 2017. Social Security, passport, and driver’s license numbers were not accessed. However,
because the SynXis CRS deletes reservation details 60 days after the hotel stay, we are not able to
confirm the specific information associated with every affected reservation.

What we are doing

We are currently working with American Express, our travel services provider, and Sabre, who operates
SynXis CRS, to address this issue. We are continuing to monitor the investigation being conducted by
Sabre and its cybersecurity firm to fully understand the nature of this breach. Also, be aware that Sabre
has notified law enforcement and the payment card brands about the incident.

We are offering you 12 months of complimentary identity protection and credit monitoring services. This
service offers additional layers of protection including credit monitoring and a $1 million identity theft
insurance policy. To use this service, you will need to provide y¢!'r nerenn~linf~armation to AliClear ID. You
may sign up onlip~ ~+ ~nralt ~lial~~-i4 55m or by phone by calling 1sing the following
redemption code

What you can do

You should check your recent credit card account statements for suspicious activity and report any such
activity to the issuer of the credit card you used in making reservations with Sabre. You should aiso
confirm that the issuer has cancelled the card you used with Sabre and ordered a replacement card. You
should remain vigilant for incidents of fraud and identity theft by regularly reviewing your account
statements and monitoring free credit reports for any unauthorized activity. If you discover any suspicious
or unusual activity on your accounts, be sure to report it immediately to your financial institutions, as
major credit card companies have rules that restrict them from requiring you to pay for fraudulent charges



















