MARSHALL
DENNEHEY

Granite Sjuare, New Haven, CT 06511
203)714-4560 Fax(203)714-4561

Direct Dial: (203) 714-4565
Email: rdlan@mdwcg.com

September 27, 2022

Via Email: attorneygeneral@doj.nh.gov
Office of the Attorney General

33 Capitol Street

Concord, NH 03301

Re:  West Babylon Union Free School District — Data Incident
Our File No. 41105-00132

Dear Sir or Madam:

We are writing to notify you of a data security incident involving 7 New Hampshire residents. We are
submitting this notice on behalf of our client, West Babylon Union Free School District.

Nature Of The Security Breach

West Babylon UFSD is a school district located in West Babylon, New York. On or about July 25,
2022, West Babylon UFSD was the victim of a ransomware attack. During West Babylon UFSD’s
investigation of this incident, it discovered on August 24, 2022 that the attacker removed a limited number of
files from its system, which included some staff and students records. As a result, some of the personal
information belonging to New Hampshire residents may have been exposed to others. For staff members, this
information included their names, addresses and state ID numbers. For students, the information included their
names, guardian contact information, and their English as a New Language designation. West Babylon
UFSD’s servers and systems have been rebuilt and restored and are secure.

The residents involved in this incident were forwarded letters notifying them of this incident on
September 26, 2022. A copy of the form letter is attached hereto.

Steps Being Taken Relating To The Incident

Upon discovering this incident, West Babylon UFSD took steps to address this incident immediately after
it was discovered, including retaining third-party forensic and IT experts to conduct an investigation and restore
its systems. West Babylon UFSD has also reviewed its internal data management and protocols and has
implemented enhanced security measures to help prevent this type of incident from recurring.

West Babylon UFSD has also arranged to protect the individuals affected by this incident by providing
identity monitoring services for 12 months at no cost to the individuals.
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Should you need additional information regarding this matter, kindly contact me.

Very truly yours,

R. David Lane, Jr.

RDL:dml
Enclosure



To Enroll, Please Call:
1-833-764-2918

Or Visit:
P.O Box 989728 https://response.idx.us/west-babylon-ufsd
West Sacramento, CA 95798-9728 Enrollment Code: <<Enrollment Code>>

<<First Name>> <<Last Name>> <<Suffix>>
<<Address|>>

<<Address2>>

<<City>>, <<State>> <<Zipcode>>

September 26, 2022

Notice of Data Breach
Dear <<First Name>> <<Last Name>> <<Suffix>>,

As you know, all aspects of safety and security are of utmost importance in our school district. On August 1%, I shared
with you that our district experienced a cyber incident. Unfortunately, we are writing to inform you that this cyber
incident may have involved some of your personal information. This notice describes the incident, the measures we
have taken, and some steps you can take in response, including an offer for a complimentary <<one-year/two-year>>
membership in IDX credit monitoring.

What Happened

On July 25, 2022, West Babylon UFSD had a difficult time logging into our systems. We later found out that we were
the victim of a ransomware attack. As a result, parts of our system were encrypted. Due to available backups and
security systems that we had in place, we have restored and rebuilt our servers and systems. On or about August 24,
2022, West Babylon UFSD became aware that some files were accessed from our system. The compromised employee
file included employee contact information and state ID number. We have no evidence that any additional personal
information has been exposed.

What Information Was Invelved

We are providing you this notification in an abundance of caution in case someone actually viewed or had access to
your personal information, which would have included your full name and state ID number.

What We Are Doing

We took steps to address this incident promptly after it was discovered, including retaining third-party forensic and IT
experts to conduct an investigation and restore our systems. We have rebuilt and secured our system. We have also
reviewed our internal data management and protocols and have implemented enhanced security measures to help
prevent this type of incident from recurring.

In addition, we are offering identity theft protection services through IDX, the data breach and recovery services expert.
IDX identity protection services include: <<12/24>> months of credit and CyberScan monitoring, a $1,000,000
insurance reimbursement policy, and fully managed id theft recovery services. With this protection, IDX will help you
resolve issues if your identity is compromised.



What You Can Do

We encourage you to contact IDX with any questions and to enroll in the free identity protection services by calling
1-833-764-2918 or going to https:/response.idx.us/west-babylon-ufsd and using the Enrollment Code provided above.
IDX representatives are available Monday through Friday from 9 am - 9 pm Eastern Time. Please note the deadline to
enroll is December 26, 2022.

Again, at this time, there is no evidence that your information has been misused. However, we encourage you to take
full advantage of this service offering. IDX representatives have been fully versed on the incident and can answer
questions or concerns you may have regarding protection of your personal information.

For More Information

You will find detailed instructions for enrollment on the enclosed Recommended Steps document. Also, you will need
to reference the enrollment code at the top of this letter when calling or enrolling online, so please do not discard this

letter.

We apologize for any inconvenience or concern this incident may cause. Please call 1-833-764-2918 or go to
https://response.idx.us/west-babylon-ufsd for assistance or for any additional questions you may have.

Sincerely,

Dr. Yiendhy Farrelly
Superintendent of Schools
WEST BABYLON UFSD

(Enclosure)











