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February 9, 2018

Attorney General Joseph Foster
Office of the Attorney General

33 Capitol Street

Concord, NH 03302

Dear Attorney General Foster:

We represent Weaver & Tidwell, LLP (“Weaver”) with respect to a recent data security incident
involving the potential exposure of personally identifiable information described in more detail
below. Weaver is a professional services firm providing tax, financial advisory, and assurance
services, headquartered in Fort Worth, Texas.

1. Nature of security incident.

Weaver utilizes a cloud-based, third-party service called CCH Client Axcess (“CCH”) to
exchange documents with its tax clients. On January 10, 2018, CCH informed Weaver that an
unauthorized person was able to log into a Weaver partner’s CCH account after successfully
guessing the answer to a security question. As soon as Weaver learned of the incident, they
began working with CCH to investigate the issue, determine what occurred and what information
may have been at risk, and asked CCH to implement additional security measures. CCH
determined that documents in a limited number of Weaver client CCH accounts were
downloaded by the unauthorized user. These documents may have included clients’ name,
Social Security number, and financial account information.

2. Number of New Hampshire residents affected.
Two (2) New Hampshire residents were impacted by this incident. A notification letter was sent
to the affected individuals on February 9, 2018 via regular mail (a copy of the form notification

letter is enclosed).

3. Steps taken or plan to take relating to the incident.

Weaver is working with CCH to ensure that they address the issues that allowed the
unauthorized person to gain access to the portal without Weaver’s knowledge. CCH has already
enabled multi-factor authentication in order to sign into an account, and will be implementing
additional security measures. These measures include notifying account holders by email when
the “forgot password” function is used and sending a temporary password to the account holder’s




email when a security question is answered rather than permitting immediate access to the
account. Additionally, affected individuals were offered triple bureau credit monitoring and
identity restoration services free of charge for two year through ID Experts.

4. Contact information.

Weaver remains dedicated to protecting the confidential information in its possession. If you
have any questions or need additional information, please do not hesitate to contact me at
MVentrone@ThompsonCoburn.com or (312) 580-2219.

Very truly yours,

Thompson Coburn LLP

Y/ A

Melissa K. Ventrone
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If you previously contacted the IRS and have not received a resolution, you can again contact the IRS for
specialized assistance at 1-800-908-4490. The IRS has teams available to assist. You may also visit
https://www.irs.gov/Individuals/Identity-Protection for more information.

We also want you to know that we are working with CCH to ensure that they address the issues that allowed
the unauthorized person to gain access to the portal without our knowledge. CCH has already enabled multi-
factor authentication in order to sign into an account, and will be implementing additional security measures,
which include notifying account holders by email when the “forgot password” function is used and sending a
temporary password to the account holder’s email when a security question is answered rather than
permitting immediate access to the account.

For more information:

If you have any questions or concerns, please call your dedicated Weaver partner directly, or call me at 832-
320-3450. Your trust is a top priority for Weaver, and we deeply regret any inconvenience or concern that
this matter may cause you.

Sincerely,

Mark Watson
Partner
Weaver & Tidwell, LLP







