Security breach for 4/27

From: DOJ: Attorney General <attorneygeneral@doj.nh.gov>
Sent: Tuesday, April 27, 2021 3:19 PM

To:
Subject: FW: Notification of Data Security Breach

From: Tim Kenneally <Tim@foleylawpractice.com>
Sent: Monday, April 26, 2021 1:04 PM
To:IE O O): Attorney General <attorneygeneral@doj.nh.gov>

Subject: Notification of Data Security Breach

EXTERNAL: Do not open attachments or click on links unless you recognize and trust the
sender.

To whom it may concern,

In accordance with New Hampshire RSA 359, the purpose of this email is to serve as notification
of a Data Security Breach mvolving our client, Walpole Outdoors LLC that may have affected 4
residents of New Hampshire.

Walpole Outdoors discovered that on January 6, 2021, it was the target of an electronic mail
phushing attack. Only one user account was accessed in the attack.

After completion of our extensive investigation, which was finalized on April 7, 2021, we have
determined that some personal information of these 4 people was contained within one or more
emais in the account. Walpole Outdoors possesses this information because it relates to
employee benefits. The employee whose account was hacked works with employee benefits,
which is why the email account contained this information.

Based upon the nature of the attack, we believed that the goal of the attack was to elicit payment
of funds from Walpole Outdoors. As part of the scheme, the perpetrator(s) provided Walpole
Outdoors with a fraudulent invoice. Therefore, we do not believe the perpetrator(s) sought
personal information.

In sum, we have no evidence to indicate that the perpetrator(s) viewed or copied the information
of these 4 residents of New Hampshire. To be safe, we are issuing notices mn accordance with
New Hampshire RSA 359: C-20 to these 4 people this week to notify them of this incident and to
provide them with some suggested response actions that they may wish to take as a precaution.

If you have any questions, I welcome you to call or email me. Thank you.



Sincerely,
Tim

Timothy G. Kenneally, Esq.
Foley & Foley, PC

508-548-4888 (w)
508-548-4088 (f)

495 Palmer Avenue, Suite 3
Falmouth, MA 02540

tim(@foleylawpractice.com

www.foleylawpractice.com
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