Lindsay B. Nickle

2100 Ross Avenue, Suite 2000

Dallas, Texas 75201

Lindsay.Nickle@Iewisbrisbois.com

B R | S BO | S Direct: 214.722.7141

LEWIS BRISBOIS BISGAARD & SMITH LLP

April 20, 2020

VIA EMAIL

Attorney General Gordon MacDonald
Office of the Attorney General
Consumer Protection Bureau

33 Capitol Street

Concord, NH 03301

Email: DOJ-CPB@doj.nh.gov

Re: Notice of Data Security Incident

Dear Attorney General MacDonald:

We represent Volusion, LLC (“Volusion”), an e-commerce platform that hosts websites for online
merchants, with regard to a recent data security incident described in greater detail below. This
letter is being sent on behalf of Volusion because personal information belonging to New
Hampshire residents may have been affected by a recent data security incident.

1. Nature of the security incident.

On or about October 8, 2019, Volusion learned that personal information of some customers of
Volusion’s merchant clients may have been improperly exposed as a result of malware placed on
Volusion’s e-commerce platform. Immediately after learning this, Volusion took steps to secure
their platform, removed the malware, notified the FBI, began an investigation and hired
independent cybersecurity experts to assist with that investigation. On March 20, 2020, following a
thorough independent investigation, Volusion confirmed that personal information input by some
customers of Volusion’'s merchant clients may have been improperly exposed while making
purchases on the merchant clients’ websites between September 7, 2019 and October 8, 2019.

The information may have included names, addresses, phone numbers, email addresses, credit
card numbers, CVVs, and expiration dates.

2. Number of New Hampshire residents affected.

Approximately 3,170 residents of New Hampshire were affected by this incident. Volusion will be
notifying the potentially affected New Hampshire residents on or about April 20, 2020. A sample
copy of the notification communication is being provided with this correspondence. In addition,
Volusion is notifying statewide media and posting notice of the incident on their website.

ARIZONA + CALIFORNIA « NEW HAMPSHIRE « NEW HAMPSHIRE « NEW HAMPSHIRE « GEORGIA « NEW HAMPSHIRE ¢ INDIANA « KANSAS -
KENTUCKY

LOUISIANA « MARYLAND « NEW HAMPSHIRE + MINNESOTA « NEW HAMPSHIRE « NEVADA « NEW JERSEY « NEW MEXICO « NEW
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3. Steps taken relating to the incident.

In addition to the steps discussed above, Volusion updated its internal procedures based on the
findings of the investigation and added additional safeguards to minimize the chance that an
incident like this could occur in the future.

4. Contact information.
Volusion remains dedicated to protecting the personal information in its control. If you have any

guestions or need additional information, please do not hesitate to contact me at (214) 722-7141 or
by e-mail at lindsay.nickle @lewisbrisbois.com.

Please let me know if you have any questions.

Very truly yours,

o) '
.""}{:- 7
Lindsay B. Nickle of
LEWIS BRISBOIS BISGAARD & SMITH LLP

Enclosure: Sample Notification Letter.
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Motice of Data Incident
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Volusion < do-not-
To:

Account DATE(LONG)

Dear First Mame,

ERe: Notice of Data Incident

We are writing to inform vou of a data security incident that may have imvolved vour personal imformation. At Volusion, we take the
privacy and security of parsonal infonmation veary seriously and apologize for any inconvenience thiz incident may have cauzad vou.
This notice includes information about steps vou can take to protect yoursalf and vour perzonal information.

What Happened?

“oluzion i3 an e-commerce pladform that hosts websites for many online merchant=. Om or about Cctober B, 2010, we leamed that
persenal imformation of some custormners of our merchant clients may have been improperly exposed az a result of maltware placed on
“oluzion's e-commerce platform. Inumediataly after learmma thiz, Volnzion took steps to secure the platform, removed the malware,
naotified the FBI, began an imvestization, and hired indepsndent cyberssourity experts to aszist with that investizstion. Om blarch 20,
2020, following a thoroush independant mvestization, we confirmed that personal information input by some oustomers of our
merchant clients may have been improperly exposed while making purchazes on our merchant clients’ websites befovesn September 7,
2019 and October &, 2012, Your infonmation may have been impacted.

What Information Was Invohred?

Eazed on owr imvestization, the affected perzonal information may have inchided names, addresse: phone numbers, email addreszes
credit card nwmbers, TV, and expiration dates. According to our records, the card number associated with your name ended in
<inzert variahls tex of last 4 digites>.

TWhat Are We Doing?

In sddition to the steps dizouzsed above, Volozion updated itz internal procedures bazed on the findings of the investzation and addad
addittonal saferuards to minirmire the chance that an mcidest like thiz could ocour in the firmrs.

What You Can Do

We encourage vou to review and follow the recommendstions inchided with this notice. In addition, we reconunend that you carefully
TEview your pavineant card scoount statamments, and if vou find sny suspicious acivity reporn it to the financial instidTtion that issued the
acogunt. You can alzo repont any suspected frandulent activity to lecal law enforcement.

For More Information.

If you have any questions, pleaze call 1-333-068-1686, Monday through Friday from 8:00 am. to 5:00 pan. Central Time. You may also
vizit hitps:/ide rvidcare com volagion for more mformation.

Lance Wiight
Chief Infonmation Security Oificer

Voluzion, LLC



Steps vou can Take to Forther Protect vour Information

Copy of Credit Report: You may obtain a free copy of vour aredit repart from each of the three major credit reportine agencies once
evary 12 months by visiting httpe/‘wnewe annosloeditrepart. comy, calling toll-free 877-322-8228, or by completing an Anmaal Credit
Feport Fequest Form and mailing it to Anmal Credit Feport Fequest Sanvice, PO, Box 105281, Atlanta (A 30348, You can also
contact ome of the following three national cradit reporting asencies:

Eqguifax Experian TranzUnion Free Annual Report

PO Box 105851 B0 Box 83312 PO Box 1000 PO Box 105281

Atlamra (24 30348 Allen TH 75013 Chester, BA 10014 Atlanrs (34 30348
1-B00-5235-6283 1-B3E-387-3742 1-B00-214-8800 1-877-322-8218

www equifar com T SXPErian Com T A nEOn O wmw annuslcredirepornt com

Fraund Alert: You mey want to consider placine a fraud zlsrt on your credit report. An initial frand alem is fres and will stayv on vour
credst file for at least 12 months. The alart informs creditors of pozsible frandulent scrivity within vour report and requests that the
creditor contact vou prior to estsblishing any accounts in vowr name. Te place a fraud alart on yvoar credit report, contact any of the
three aedit reporting azencies identified sbove. Addittonal informanon i= availabls st bty woww annualoedireport. com.

Security Freeze: Under 1.5, law; vou have the rizht to put a sacurity freeze on voor credit file for up to one vear at no cost. Thiz will
prevent new redit from being opened in vour name withowt the use of 2 PIN number that is izsued to vou when vou imtiste the freeze.
A zequrity fresze 1= desienad o prevent potentia] creditors from accezsing vour credit report without vour consent. As 3 result, using a
securty freeze may interfare with o delay vour ability to obtain credit. You nmst separatsly place 3 sacurity freeze ca vour cradit fils
with each credit reportine agency. In arder to place a seconity feeze, vou may be reguired to provide the consumer reporting agency
with informarion that idsntifies vou incloding vour full name, Social Security nmmber, date of birth, current and previous addreszez 2
copy of vour state-tzsued identificstion card. and a recent utility bill, bank statement or inzurance staterment.

Additional Free Eesources: You can obtain infoemation fom the consmmer reporting agencies the FTC or from vour respecive state

Antommey General about steps vou can take toward preventing identity theft. You are encourazed to report maspected identity thefi to the
FTC. You may al=o report suspected identity theft to local bow enforcement, mchading the Atomey Genersl in vour state.

Federal Trade Commission Ehode Izland Alarvland Attorney General North Carolina Attorney
: 2 General
&00 Pennzyhrania Ave BIW Anomey General 200 3t. Paul Place
o . ) . 2001 W=l Service Canter
Wazhinzton, DT 20580 150 South Main Strest Baltimaore, NI 21202
. Faleigh MC 274600
comsmner fic. zov, and Providence, RI Q2003 oag.statemd s
nodoj.zov
v e govadthedt hstp:/ e TiaE M g0V 1-B33-T43-0023 -
1-877-366-7226
1-877-438-4338 A01-274-4400

You alzo have certain righis under the Fair Credit Reporting Act (FCRA): Thaze rights mciude knowing what is in vour fils;
disputing incomplets o inscourate infonmation; and requirng CoNSWRer TEporine 3gencles coTect of delete macourate, moomplete, or
nmverifisble infonmation. For more information about the FCFA, please wisit hitps:'mwwsoonsumer. fic. govarticles pd 0096 -fair-
credst-reparting-act pdf.

This email was sent on behalf of Volusion by ID Experts. 10300 3W Greenburg Foad Suite 570, Portdand, OF 27223 U3



