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At VCUHS, protecting the privacy of personal information is a top priority. VCUHS has
the policies and procedures in place to protect personal information. However, VCUHS
continually evaluates and modifies its practices to enhance the security and privacy of
information.

Should you have any questions regarding this notification, please contact me at (248)
220-1356 or dpaluzzi@mcdonaldhopkins.com. Thank you for your cooperation.

Sincerelv.

Dominic A. Paluzzi

Encl.
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IMPORTANT INFORMATION
PLEASE REVIEW CAREFULLY

The privacy of your personal information is of utmost importance to VCU Health System (VCUHS). We
are writing with important information about a recent incident involving the security of some of our
employees’ personal information. We wanted to provide you with information regarding the incident and
explain the services we are making available to help safeguard you against identity fraud. We also are
providing additional steps you can take to help protect your information.

What Happened?

On February 29, 2020, we discovered a programmatic error within the Healthcare Provider Database
available on the VCUHS intranet. Specifically, the Resident Primer License field in your respective
profile in the Provider Database was populated with your Social Security number. It was not labeled as a
Social Security number and the nine-digit string of numbers did not contain dashes; again, it was labeled
as your Resident Primer License. This programmatic error made this information viewable internally from
2008 until March 2, 2020. However, your specific information was only viewable during your time at
VCUHS as a resident or medical staff member and was not viewable outside of VCUHS.

What Information Was Involved?

We have confirmed that the information viewable, as a result of this programmatic error, included your
full name and Social Security number.

What We Are Doing.

Upon learning of the issue, our incident response team promptly launched an investigation, immediately
corrected the programmatic error, and removed all Social Security numbers from the Provider Database.
As part of our investigation, we have been working very closely with external cybersecurity professionals
who regularly investigate and analyze these types of incidents. To date, we have no evidence that your
information has been acquired or misused as a direct result of this incident. Out of an abundance of
caution, we wanted to make you aware of the incident, explain the services we are making available to
help safeguard you against identity fraud, and suggest steps you should take.
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