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Deal

Valencia College writes to notify you of an incident that may affect the privacy of some of your personal information.
Valencia College takes the safeguarding of your information very seriously, and although we have no evidence of actual
or attempted misuse of your information potentially affected by this incident, this letter provides details of the incident,
our response, and resources available to you to help protect your personal information from possible misuse, should you
feel it is appropriate to do so.

What Happened? On or about January 9, 2020, Valencia College became aware of unusual activity on an employee’s
email account. Upon discovery, we immediately launched an investigation which included working with third-party
forensic experts to determine the full nature and scope of this incident. The investigation determined that an unknown
individual may have accessed the Valencia College employee’s email account between November 27, 2019 and January
8, 2020. Therefore, we began a systematic review of the contents of the email account to determine what information
was contained therein and to whom it relates. On February 28, 2020, we confirmed personal information was present
in the email account. We then reviewed our files to determine address and contact information for those individuals. On
April 1, 2020, we determined addresses for individuals and continued to review the affected emails to ensure individuals
received the proper notification of potentially impacted information. On May 7, 2020, review of the emails was complete.
Although we are unaware of any actual or attempted misuse of your personal information, we are providing you this
notification out of an abundance of caution because your information was present in the email account.

What Information Was Involved? The information present in the email account at the time of the incident may have
included youl

What Are We Doing? Information privacy and security are among our highest priorities. We have strict security measures
in place to safeguard information in our care. Upon discovering this incident, we immediately took steps to confirm the
security of our systems, including our employee email accounts. We have implemented additional measures to help
further protect information, including enhanced email security, multi-factor authentication requirement in all employee
email accounts, and employee cyber awareness training. In an abundance of caution, we are notifying potentially impacted
individuals, including you, so that you may take steps to help protect your information, should you feel it is appropriate to
do so. Although we are unaware of any actual or attempted misuse of information as a result of this incident, we arranged
to have Kroll provide you with identity monitoring services for one year at no cost to you as an added precaution. Kroll
is a global leader in risk mitigation and response, and their team has extensive experience helping people who have
sustained an unintentional exposure of confidential data. Your identity monitoring services include Credit Monitoring,
Fraud Consultation, and Identity Theft Restoration.

Visit https:, rate and take advantage of your identity monitoring services.
You have u. antity monitoring services.
Membershi

Additional information describing your services is included with this letter.
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