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March 30, 2023 
 
 
CONFIDENTIAL 
VIA EMAIL 
 
John M. Formella 
Consumer Protection & Antitrust Bureau 
Office of the Attorney General 
33 Capitol Street 
Concord, NH 03301 
DOJ-CPB@DOJ.NH.GOV 
 

Re: Notice of Data Breach 
 
To the Office of the New Hampshire Attorney General: 
 

I’m writing to notify your office of a data breach on behalf of our client, TMX Finance 
Corporate Services, Inc., on behalf of itself, its parent TMX Finance LLC and its affiliates, many 
of which operate under the brands “TitleMax,” “TitleBucks,” and “InstaLoan” (collectively, 
“TMX”). TMX corporate headquarters is located at 15 Bull Street, Suite 200, Savannah, GA 
31401. The investigation is ongoing, and this notice is based on information known as of the date 
of this letter. 

 
Nature and Scope of Breach 
 

On February 13, 2023, TMX detected suspicious activity on its systems and promptly took 
steps to investigate the incident. As part of that investigation, global forensic cybersecurity experts 
were retained. Based on the investigation to date, the earliest known breach of TMX’s systems 
started in early December 2022. The investigation also determined that an unauthorized actor had 
the ability to access certain information stored on TMX’s systems. On March 1, 2023, the 
investigation confirmed that information may have been acquired. Based on the investigation to 
date, TMX believes that information was exfiltrated between February 3, 2023 – February 14, 
2023. TMX promptly began a review of potentially affected files to determine what information 
is involved in this incident. TMX continues to investigate this incident. TMX notified the Federal 
Bureau of Investigation but has not delayed this notification, or individual notification, for any law 
enforcement investigation. 

 
Breach Investigation and Remediation  
 

The investigation is still in progress, but TMX believes the incident has been contained.  
TMX continues to monitor its systems for any suspicious activity. TMX has also implemented 



additional security features, such as additional endpoint protection and monitoring, and TMX 
forced a global reset of all employee passwords. TMX continues to evaluate ways to further 
enhance the security of its systems.  
 
Impacted Information 
 

Based on TMX’s investigation to date, the personal information potentially accessed or 
acquired may have included , 

 
 

.   
 
Notice to and Number of State Residents 

TMX has not yet confirmed the extent to which personal information was exposed as a 
result of this incident. However, to avoid delay, TMX will notify all potentially affected 
individuals beginning on March 30, 2023, which includes 91 currently known New Hampshire 
residents.  
 
Steps Taken and Services Being Offered 

TMX has arranged to provide twelve months of free credit monitoring and identity 
protection services through Experian IdentityWorksSM to the individuals whose information may 
have been involved. TMX has established a call center, through Experian, to answer questions and 
provide support to affected individuals.  
 

 Additionally, TMX is providing impacted individuals with guidance on how to protect 
against identity theft and fraud. TMX is providing individuals with information on how to place a 
fraud alert and security freeze on one’s credit file, the contact details for the national consumer 
reporting agencies, information on how to obtain a free credit report, a reminder to remain vigilant 
for incidents of fraud and identity theft by reviewing account statements and monitoring free credit 
reports, and encouragement to contact the Federal Trade Commission, their state Attorney General, 
and law enforcement to report attempted or actual identity theft and fraud. A sample copy of the 
notification to New Hampshire residents is enclosed hereto.  

 
If you require any additional information on this matter, please do not hesitate to contact 

me. 
 

Sincerely, 

 
       Erin J. Illman 
 
Enclosure (Sample Individual Notice) 
 












