To. Page2of4 6/29/2012 14:49:49 GMT-05:00 17034568100 From: Fax RE Facilties

June 29, 2012

Altorney General Michael A. Delaney
Office of the Attorney General

33 Capitol Street

Concord, NH 03301

RE: Notification of Sccurity Breach
Dear Attorney General Delancy:

1 am writing on behalf of TheParisBin.com to inform you of a rccent security incident
concerning an unauthorized intrusion involving our website, www, ThePartsBin.com. The
information affected may have included personal information of customers including the
name and credit card information of 235 residents of your state,

We are continuing to investigate this incident but believe that information about customer
credit card transactions may have been accessed between the period of April 9, 2012, and
June 12, 2012. To date, we have not received any rcports of misuse of information,

We have taken several steps to protect customer information since the discovery of this
incident. We have added extra security to ThePartsBin.com site and servers to prevent similar
altacks from occurring. We have notitied law enforcement, and we are continuing to
investigate the incident. We have also informed the payment networks and credit reporting
agencies so that they may take appropriate action.

Pleasc find a copy of the notification that will be sent to the affected individuals by as early as
June 29, 2012, enclosed.

Please contact me at 16941 Keegan Ave., Carson, CA 90746 Attention: General Counsel
with any questions or concerns regarding this incident or at bstevenson@usautoparts.com or

310-735-0092.

Sincerely,

Do Lo

Bryan P. Stevenson, General Counsel.

Enclosurc
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C/O 1D vapert;
PO Box 6336
Portland, OR 97228-6336

[Name]
[Address1)
[Address2]
|City, State Zip]

This letter is in reference to your credit card ending in:
Dcar [Name],
[ am writing to let you know of a security incident occurring between April 9, 2012, and June 12, 2012,

involving our website, www ThePartsBin.com. Due to this incident, we have reason to believe that your
name and credit card information may have been accessed without authorization.

We have taken several steps to protect customer information since the discovery of this incident. We
have added cxtra sccurity to ThePartsBin.com site and servers to prevent similar attacks {rom occurring.
We have nolified law enforcement, and we arc continuing to investigate the incident. We have also
informed the payment networks and credit reporting agencies so that they may take appropriate action.

Even though to date we have not received any reports of misuse of in{ormation, we recommend that you
monitor your financial accounts and credit reporls for fraudulent transactions. Pleasc consider contacting
the credit reporting agencies if you wish to put in place a fraud alert or obfain a free copy of your credit
report. If you see anything you do not recognize or undcrstand, call the credit agency’s number listed on
the report. Fxamples of suspicious activity include accounts you did not open, inquirics from creditors you
did not initiate, or an inaccurate home address or Social Security Number. Contact information for the
credit reporting agencies is below should you have questions about fraud alerts or need help reading your
credil report. You can protect yourself from the possibility of identity theft with respect to your credit card
information by immediately contacting your credit card issuer to close, freeze, or re-issue your account.

LEquifax: 1-800-525-6285; www.equifax.com; P.O. Box 740241, Atlanta, GA 30374-024]

Experian: 1-888-EXVPERIAN {397-3742); www.experian.com;, P.O. Box 9532, Allen, TX 75013

TransUnion: 1-800-680-7289; www transunton.com/fraud; Fraud Victim Assistance Division, P.O. Box
6790, Fullerton, CA 92834-6790

As you monitor your transaction recotrds and credit rcports, il you suspect fraudulent transactions have
occurred, contact your local law enforcement agency or credit card issuer.

In addition, the Federal Trade Commission web site at www.consumer.gov/idtheft contains information
and ips to help individuals gnard against identity theft.
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FFor updated information on this incident go to: hilp://www.lhepartshin.com/customernotification.htinl
You may also contact us in writing at ThelartsBin.com, 16941 Keegan Ave., Carson, CA 90746 Altention:
C.0.0,; or you can also call our response team at 1) Experts® at 1-877-866-6619. 1f you call, you will
need to reference the following access code lor verification purposes, so please have this letter handy.
Your Access Code: [Inscrt ID Experts codes)

On behalf of ThePartsBin.com, we take oor responsibility to protect and prescrve customer information

very seriously. We work diligently to protect customer information, and we deeply regret any
inconvenience or concern this incident may cause you.

Sincerely,

i € €

Aaron E. Coleman, C.0.0.
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