September 14, 2017

Consumer Protection and Antitrust Bureau
Office of the Attorney General

33 Capitol Street

Concord, NH 03301

Fax: (603) 271-2110

Dear General MacDonald:

We are writing to inform you of a recent incident regarding the personal information of
one New Hampshire resident. Specifically, on or about August 24, 2017 a T-Mobile
employee misused a customer’s payment card information without authorization after it
was provided to process a purchase. Since that time, T-Mobile separated the employee
responsible for the misuse of customer information.

We plan to provide written notice to the affected individual within the next seven (7)
days. Please confirm if your office would like a delay in notice to the consumer to allow
time for any law enforcement investigation.

Our notice to the affected individual includes instructions on how to enroll in one year’s
worth of a free credit monitoring service. We are also providing contact details for the

major credit bureaus (along with instructions to create a fraud alert with those bureaus),
the Federal Trade Commission, and your office. A copy of this letter notice is attached.

We are also providing a copy of this letter via email to:

Should vou have further questions for T-Mobile regarding this incident you may contact
or call (425) 383-4114.

Director, Legal Affairs
T-Mobile USA, Inc.

T-Mobile USA, Inc. 12920 SE 38" t, Bellevue, Washington 980606






If you have questions about <Product Name>, need help understanding something on
your credit report, or suspect that an item on your credit report may be fraudulent, please
contact <Credit Bureau> customer care at <phone number>.

We sincerely regret any inconvenience this incident may cause you. Should you have
questions or concerns regarding this matter, the effect on your T-Mobile account, and/or
the protections available to you, please do not hesitate to contact us at 1-800-937-8997.
Sincerely,

Chuck Cosson

Director, Legal Affairs
T-Mobile USA, Inc.

T-Mobile USA, Inc. 12920 SE 38" Street, Bellevue, Washington 98006




