
 

DLA Piper LLP (US) 
1201 W. Peachtree Street 
Atlanta, GA  30309 
www.dlapiper.com 

December 22, 2023  

 
Via EMAIL: DOJ-CPB@DOJ.NH.gov  
 
The Honorable John M. Formella 
Consumer Protection Bureau  
Office of the Attorney General 
33 Capitol Street 
Concord, NH 03301   
 
Re: Security Incident Notification 

Dear Attorney General Formella: 

We are writing to provide notice on behalf of The Switch Enterprises LLC (“The Switch”) to the New 
Hampshire Office of the Attorney General, Consumer Protection Bureau, pursuant to N.H. Rev. Stat. §§ 
359-C:19 et seq., regarding an incident involving one (1) New Hampshire resident.  
 
On November 18, 2023, the Company learned that a threat actor deployed malware in the Company's 
environment. The Company immediately engaged third-party cyber security experts to investigate and 
remediate the incident that same day. On November 28, 2023, the forensic experts discovered that the 
threat actor potentially gained access to (but did not exfiltrate) certain employee information including  

.  
 
The Company took immediate steps relating to the incident (e.g., hired a third-party cyber security experts, 
discontinued use of the compromised system, reset credentials, and upgraded cyber-security protection).  
 
On or about December 22, 2023, The Switch will mail notice to one (1) affected New Hampshire resident, 
offering a  subscription to credit monitoring and identity protection services through Equifax, at no 
cost.  
 
A sample notification letter is enclosed. Should you have any questions regarding this matter or if we can 
be of any further assistance to the New Hampshire resident affected by this incident, please contact me at 

. 
 
Respectfully submitted, 
 
Lael Bellamy 
 
Lael Bellamy 
Of Counsel 
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OTHER IMPORTANT INFORMATION. 
Contact Information for Consumer Reporting Agencies and Information on Credit Report Fraud Alerts

You may also choose to place a fraud alert on your credit file, which is free of charge to you and can be done with any one 
of the companies listed below (i.e., if you place a fraud alert with one company, they will automatically notify the others).  
A fraud alert tells creditors to contact you before they open any new accounts or change your existing accounts.

Experian Equifax TransUnion
Phone 1-888-397-3742 1-800-525-6285 1-800-680-7289
Address Experian Fraud Division

P.O. Box 9554
Allen, TX 75013

Equifax Consumer Fraud Division
PO Box 105069
Atlanta, GA 30348

TransUnion LLC
P.O. Box 2000
Chester, PA 19016

Online Fraud  
Alert Form

https://www.experian.com/
fraud/center.html

https://www.equifax.com/personal/
credit-report-services/

https://www.transunion.com/
fraud-alerts

Information on Security Freezes

In addition to a fraud alert, you may place a security freeze on your credit file. A security freeze will block a credit 
bureau from releasing information from your credit report without your prior written authorization. Please be aware 
that it may delay, interfere with, or prevent the timely approval of any requests you make for new loans, mortgages, 
employment, housing or other services. There is no charge to place, temporarily lift or remove a freeze. 

To place a security freeze on your credit report, you may send a written request to each of the major consumer 
reporting agencies by mail or place a security freeze online by visiting each consumer reporting agency online. 
Written requests should include the following information: full name, Social Security number, complete addresses 
for the past two years, date of birth, a government issued identification card (such as a driver’s license), and a copy 
of a utility bill or bank statement. Ensure that each copy is legible and displays your name, current mailing address 
and issue date. Changes made online are usually effective within an hour while changes made through the mail will 
take up to 3 days upon receiving your mailed request.

Experian Equifax TransUnion
Address Experian Security Freeze

P.O. Box 9554
Allen, TX 75013

Equifax Security Freeze
P.O. Box 740256
Atlanta, Georgia 30374

TransUnion LLC
P.O. Box 2000
Chester, PA 19016

Phone 1-888-397-3742 1-800-685-1111 1-888-909-8872
Online Security 
Freeze Form

https://www.experian.com/
freeze/center.html

https://www.experian.com/
freeze/center.html 

https://www.transunion.com/
credit-freeze 

FOR MORE INFORMATION. If you have any questions, please feel free to call 1-844-687-9163. We sincerely 
regret that this incident occurred.  

Sincerely, 

Stacie Kalafa
Director of Human Resources
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State-Specific Information

If you are a resident of the following states, the following information applies to you.

For residents of Maryland, New York, North Carolina, and the District of Columbia: For information on how to 
avoid identity theft or to contact your state’s attorney general, please use the below information.

Maryland Attorney General North Carolina Attorney General
1-410-576-6491
https://www.marylandattorneygeneral.gov/
Attorney General of Maryland
200 St. Paul Place
Baltimore, MD 21202

1-919-715-6000
http://www.ncdoj.gov and
https://ncdoj.gov/protecting-consumers/identity-theft/
Attorney General’s Office
9001 Mail Service Center
Raleigh, NC 27699-9001

District of Columbia Attorney General New York Attorney General
1-202-727-3400
https://oag.dc.gov
Attorney General, District of Columbia
400 6th Street, NW
Washington, DC 20001

1-800-771-7755
https://ag.ny.gov/
Office of the Attorney General
The Capitol
Albany, NY 12224-0341

For residents of New Mexico: You have rights under the federal Fair Credit Reporting Act (FCRA). These include: 
the right to access information in your consumer file at a consumer reporting agency; to dispute incomplete or 
inaccurate information in your consumer file at a consumer reporting agency; to have consumer reporting agencies 
correct or delete inaccurate information in your consumer file; the right to block information in your consumer file that 
is the result of identity theft; and the right to have a fraud alert placed on your consumer file (as described above). 
For more information, please visit https://www.consumer.ftc.gov/ or https://www.consumerfinance.gov/learnmore/




