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VIA E-MAIL 
Gordon MacDonald, Attorney General 
Consumer Protection and Antitrust Bureau 
Office of the Attorney General 
33 Capitol Street 
Concord, NH 03301 
E-Mail: DOJ-CPB@doj.nh.gov 

 

Re: Notice of Data Security Incident 
 
Dear Attorney General MacDonald: 

We represent Sweetser, a nonprofit community mental health provider located in Saco, 
Maine.  This letter is being sent because 327 New Hampshire residents may have been affected 
by a recent data security incident.  Of those, 36 residents are being notified pursuant to N.H. Rev. 
Stat. §§ 359-C:19-21 because their personal information may have been impacted, which may 
have involved unauthorized access to names and Social Security numbers.   

On June 24, 2019, Sweetser detected unusual activity in an employee’s email account.  Sweetser 
immediately took measures to secure its email system and launched an investigation with the 
assistance of a digital forensics firm to help determine what occurred and whether personal 
information was accessed without authorization.  Based on the digital forensic firm’s findings, it 
was determined that a very limited number of Sweetser employee email accounts were subject to 
unauthorized access.  The unauthorized access was limited to information transmitted via email 
and did not affect any other information systems.  In response, Sweetser launched a data review 
project to identify whether personal information within those accounts may have been accessed 
without authorization.  Sweetser also reported the incident to law enforcement. 

On September 10, 2019, the investigation revealed that data containing individuals’ personal 
information within one or more email accounts may have been affected.  On September 13, 2019, 
Sweetser provided notification of the incident to the U.S. Department of Health and Human 
Services’ Office for Civil Rights (“OCR”), pursuant to the HIPAA Breach Notification Rule.  
Sweetser then worked diligently to identify up-to-date address information required to notify 
potentially impacted individuals.  On October 17, 2019, Sweetser determined that the personal 
information of the above-referenced New Hampshire residents may have accessed without 
authorization.   

Sweetser notified affected New Hampshire residents via the attached sample letter on October 25, 
2019.  Sweetser is offering twelve (12) months of complimentary credit monitoring and identity 
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protection services through Experian to residents whose Social Security numbers were potentially 
impacted.   

Please contact me should you have any questions. 

 Sincerely, 
  
/s/ Robert L. Slaughter III 
 
Robert Slaughter of 
LEWIS BRISBOIS BISGAARD & SMITH LLP 

 
 
Enclosure: Consumer Notification Letter 

 
CC:  Kevin Yoegel of 
       LEWIS BRISBOIS BISGAARD & SMITH LLP 
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