DENNEHEY

2000 Market Street, Suite 2300, Philadelphia, PA 19103
(215) 575-2600 Fax (215) 575-0856

Direct Dial: (215) 575-2615
Email: djshannon@mdwcg.com

May 17, 2021

VIA E-MAIL - attorneygeneral@doj.nh.gov
Office of the Attorney General

33 Capitol Street

Concord, NH 03301

Re:  Sullivan, Hayes & Quinn, LLC — Data Incident
Our File No. 41088-00184

Dear Sir or Madam:

We are writing to notify you of a data security incident involving 1 New Hampshire resident. We are
submitting this notice on behalf of our client, Sullivan, Hayes & Quinn, LLC (“SHQ” or the”’Firm”).

Nature Of The Security Breach

SHQ is a law firm located in Massachusetts. On April 11, 2021, following a forensic investigation,
SHQ became aware that a ransomware attack had occurred. As result of the ransomware attack and forensic
investigation, SHQ determined that some employee’s personal information may have been accessible by an
unknown intruder. No evidence exists that any of the information was compromised. No ransom was paid.
SHQ notified all of their former and current employees about this incident. As a result of the incident, some of
the personal information belonging to one New Hampshire resident may have been exposed others, including
their full name, address and social security number. SHQ is not aware of any misuse of personal information
arising out of this incident.

The residents involved in this incident were forwarded letters notifying them of this incident on May ,
2021. A copy of the form letter is attached hereto.

Steps Being Taken Relating To The Incident
Upon being notified of this incident, SHQ immediately had a forensic investigation undertaken. SHQ
retained a third party computer expert to conduct an investigation of the computer system. SHQ has also

reviewed its internal data management protocols and has implemented enhanced security measures to help
prevent this type of incident from recurring.
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SHQ has also arranged to protect the individuals affected by this incident by providing identity
monitoring services for 24 months at no cost to the individuals.

Should you need additional information regarding this matter, kindly contact me.
Very truly yours,
/s/ David J. Shannon

David J. Shannon

DJS/kw
Attachment
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™ SULLIVAN
HAYES & QUINN, LLC ATTORNEYS AT LAW

May 12, 2021

Re: lmportant Security Notification
Please read this entire letter

Dear

We are contacting you regarding a data security incident. We do not have reason to
definitely conclude that your personal information was accessed or taken, Nevertheless, we do
know the incident involved access to a location which was in close proximity to where personal
identifying information was stored. For this reason, this incident may have involved your name,
address, and social security number that potentially may have been exposed due to the incident.
On April 11, 2021, our office suffered a ransomware attack by an unknown person or entity, No
ransom was paid. After a forensic investigation, we became aware that a limited number of
employces’ personal information could have been exposed to the unknown actor when the virus
was installed. We have no reason to believe your information was compromised or taken during
this attack. However, in the abundance of caution, we are notifying you of this incident. Please be
assured that we have taken every step necessary to address the incident. Additional sccurity steps
were taken to secure our data and systems.

What we are doing to protect your information:

To help protect your information, we are offering a complimentary two-year membership
of Experian’s® Identity Works®™. This product provides you with superior identity theft detection
and resolution of identity theft services. To activate your membership and start monitoring your
personal information, please follow the steps below:

. Ensure that you enroll by 08/31/2021 (Your code will not work after this date.)

¢ Visit the Experian Identity Works website to
enroll: https://www.experianidworks.com/3bceredit

o Provide your activation code:

If you have questions about the product, need assistance with identity restoration or would
like an altcrnative to cnrolling in Experian IdentityWorks online, please contact Experian’s
customer care team at 877.890.9332, Be prepared to provide engagement number as
proof of eligibility for the identity restoration services by Experian.

ONE MONARCH PLACE Suite 1200, Springfield, Massachusetts o1144
P 413.736.4538 F 413.731.8206 Lawoffice@Sullivanandhayes.com




2 May 12, 2021

ADDITIONAL  DETAILS REGARDING YOUR 24-MONTH EXPERIAN
IDENTITYWORKS MEMBERSHIP:

A credit card is not required for enrollment in Experian IdentityWorks.

You can contact Experian immediately regarding any fraud issues, and have access to the
following features once you enroll in Experian Identity Works:

s Experian credit report at signup: See what information is associated with your
credit file. Daily credit reports are available for online members only.*

. Credit Monitoring: Actively monitors Experian, Equifax and Transunion files for
indicators of fraud.

. Identity Restoration: Identity Restoration specialists are immediately available to

help you address credit and non-credit related fraud,

. Experian ldentityWorks ExtendCARE™: You receive the same high-level of
Identity Restoration support even after your Experian IdentityWorks membership
has expired.

. Up to $1 Million Identity Theft Insurance®*: Provides coverage for certain costs
and unauthorized electronic fund transfers.

If you believe there was fraudulent use of your information and would like to discuss how
you may be able to resolve those issues, please reach out to an Experian agent at 877.890.9332. If,
after discussing your situation with an agent it is determined that Identity Restoration support is
needed, then an Experian Identity Restoration agent is available to work with you to investigate
and resolve each incident of fraud that may have occurred (including, as appropriate, helping you
with contacting credit grantors to dispute charges and close accounts; assisting you in placing a
frecze on your credit file with the three major credit bureaus; and assisting you with contacting
government agencies to help restore your identity to its proper condition).

Please note that this Identity Restoration support is available to you for two years from the
date of this letter and does not require any action on your part at this time. The Terms and
Conditions for this offer arc located at www.ExperianlDWorks.com/restoration. You will also
find self-help tips and information about identity protection at this site.

We sincerely apologize for any inconvenience this may cause you. Should you have
questions or concerns regarding this matter, please do not hesitate to contact us at (413) 736-4538.

Sincerely,

SULLIVAN, HAYES &<SUINN, LLC

Meghan B. Sullivan, Esq.
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* Offline members will be eligible to call for additional reports quarterly after enrolling

** The Identity Theft Insurance is underwritten and administered by American Bankers Insurance
Company of Florida, an Assurant company. Please refer to the actual policies for terms, conditions,
and exclusions of coverage. Coverage may not be available in all jurisdictions,

Information About Identity Theft Prevention

Under Massachusetts law, you have the right to obtain any police report filed in regard to this
incident. If you are the victim of identity thefl, you also have the right to file a police report and
obtain a copy of it. Instances of known or suspected identity theft should also be reported to law
enforcement, the FTC, and the Massachusetts Attorney General. The Massachusetts Office of the
Attorney General may be reached at 1-617-727-8400, www.mass.gov/ago/contact-us.himl, or One
Ashburn Place, Boston, MA 02108.

We recommend that you regularly review statements from your accounts and periodically obtain your
credit report from one or more of the national credit reporting companies. You may obtain a free copy
of your credit report once every 12 months from each of the three nationwide credit reporting agencies.
To order your annual free credit report, please visit www.annualcreditreport.com, or call toll-free 1-
877-322-8228. You may also purchase a copy of your credit report by contacting one or more of the
three national credit reporting agencies listed below.

Equifax: P.O. Box 740241, Atlanta, Georgia 30374-0241, 1-800-685-1111,
www.equifax.com
Experian: P.0O. Box 2002, Allen, TX 75013, 1-888-397-3742, www.expcrian.com

TransUnion: P.O. Box 2000, Chester, PA 19016, 1-800-888-4213, www.transunion,com

If you believe you are the victim of identity theft or have reason to believe your personal
information has been misused, you should immediately contact the Federal Trade Commission
and/or the Attorney General’s office in your state. You can obtain information from these sources
about steps an individual can take to avoid identity theft as well as information about fraud alerts
and sccurity freezes. You should also contact your local law enforcement authoritics and file a
police report. Obtain a copy of the police report in case you are asked to provide copies to creditors
to correct your records. Contact information for the Federal Trade Commission is as follows:

Federal Trade Commission, Consumer Response Center, 600 Pennsylvania Avenue, NW
Washington, DC 20580, 1-877-IDTHEFT (438-4338), www.ftc.gov/idtheft

For New York residents, the Attorney General may be contacted at: Office of the Attorney
General, The Capitol, Albany, NY 12224-0341; 1-800-771-7755; https://ag.ny.gov/.

For Rhode Island Residents, the Rhode Island Attorney General can be reached at: 150
South Main Street, Providence, Rhode Island 02903; www.riag.ri.gov, 1-401-274-4400.
Under Rhode Island law, you have the right to obtain any police report filed in regard to
this incident, There are 558 Rhode Island residents impacted by this incident
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Fraud Alerts: There are two types of fraud alerts you can place on your credit report to put your
creditors on notice that you may be a victim of fraud—an initial alert and an extended alert. You
may ask that an initial fraud alert be placed on your credit report if you suspect you have been, or
are about to be, a victim of identity theft. An initial fraud alert stays on your credit report for one
year. You may have an extended alert placed on your credit report if you have alrcady been a
victim of identity theft with the appropriate documentary proof, An extended fraud alert stays on
your credit report for seven years. You can place a fraud alert on your credit report by contacting
any of the three national credit reporting agencies.

Credit Freezes: You have the right to put a credit freeze, also known as a security freeze, on your
credil file, free of charge, so that no new credit can be opened in your name without the use of a
PIN number that is issued to you when you initiate a freeze. A security freeze is designed to prevent
polential credit grantors from accessing your credit report without your consent. If you place a
security freeze, potential creditors and other third partics will not be able to get access to your
credit report unless you temporarily lift the freeze. Therefore, using a security freeze may delay
your ability to obtain credit.

There is no fec to place or lift a security freeze. Unlike a fraud alert, you must separately place a
security freeze on your credit file at each credit reporting company. For information and
instructions to place a security freeze, contact each of the credit reporting agencies at the addresses

below:

Experian Security Freeze, PO Box 9554, Allen, TX 75013, www.experian.com
TransUnion Security Freeze, PO Box 2000, Chester, PA 19016, www.transunion.com
Equifax Security Freeze, PO Box 105788, Atlanta, GA 30348, www.cquifax.com

To request a security freeze, you will need to provide the following information:

Your full name (including middle initial as well as Jr., Sr,, 11, III, etc.)

Social Security number

Date of birth

If you have moved in the past {ive years, provide the addresses wherc you have lived
over the prior five years

Proof of current address such as a current utility bill or telephone bill

A legible photocopy of a government issued identification card (state driver's license
or ID card, military identification, etc.)

7. If you are a victim of identity thelt, include a copy of the police report, investigative
report, or complaint to a law enforcement agency concerning identity theft
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The credit reporting agencies have one business day after receiving your request by toll-free
telephone or secure electronic means, or three business days after receiving your request by mail,
to place a security freeze on your credit report. The credit bureaus must also send written
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confirmation to you within five business days and provide you with a unique personal
identification number ("PIN") or password or both that can be used by you to authorize the removal
or lifting of the security freeze.

To lift the security freeze in order to allow a specific entity or individual access to your credit
report, or to lift a security frecze for a specified period of time, you must submit a request through
a toll-free tclephone number, a secure electronic means maintained by a credit reporting agency,
or by sending a written request via regular, certified, or overnight mail to the credit reporting
agencies and include proper identification (name, address, and Social Security number) and the
PIN number or password provided to you when you placed the security freeze as well as the
identity of those entities or individuals you would like to reccive your credit report or the specific
period of time you want the credit report available. The credit reporting agencies have one hour
after receiving your request by toll-free telephone or secure electronic means, or three business
days after receiving your request by mail, to lift the sceurity freeze for those identified entities or
for the specified period of time.

To remove the security freeze, you must submit a request through a toll-free telephone number, a
secure electronic means maintained by a credit reporting agency, or by sending a written request
via regular, certified, or overnight mail to each of the three credit bureaus and include proper
identification (name, address, and Social Security number) and the PIN number or password
provided to you when you placed the security freeze. The credit bureaus have one hour after
receiving your request by toll-free telephone or securc clectronic means, or three business days
after recciving your request by mail, to remove the security freeze.

Fair Credit Reporting Act: You also have rights under the federal Fair Credit Reporting Act,
which promotes the accuracy, fairness, and privacy of information in the files of consumer
reporting agencies. The FTC has published a list of the primary rights created by the FCRA
(https://www.consumer.fic.gov/articles/pdf-0096-fair-credit-reporting-act.pdf), and that article
refers individuals secking more information to visit www.fic.gov/credit. The FTC’s list of FCRA

rights includes:

¢ You have the right to receive a copy of your credit report. The copy of your report must
contain all the information in your file at the time of your request.

¢ Each of the nationwide credit reporting companies — Equifax, Experian, and TransUnion —
is required to provide you with a free copy of your credit report, at your request, once every
12 months.

s You are also entitled to a free report if a company takes adverse action against you, like
denying your application for credit, insurance, or employment, and you ask for your report
within 60 days of recciving notice of the action. The notice will give you the name, address,
and phone number of the credit reporting company. You are also entitled to one free report
a year if you’re unemployed and plan to look for a job within 60 days; if you are on welfare;
or if your report is inaccurate because of fraud, including identity theft.
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You have the right to ask for a credit score.

You have the right to dispute incomplete or inaccurate information.

Consumer reporting agencies must correct or delete inaccurate, incomplete, or unverifiable
information.

Consumer reporting agencies may not report outdated negative information.

Access to your file is limited. You must give your consent for reports to be provided to
employers,

You may limit "prescrcencd” offers of credit and insurance you receive based on
information in your credit report.

You may seek damages from violators.

Identity theft victims and active duty military personnel have additional rights.
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