





STEPPENWOL .

IMPORTANT INFORMATION
PLEASE REVIEW CAREFULLY

Dear N

I am writing with important information regarding a recent security incident. The privacy and security of the
personal information we maintain is of the utmost importance to Steppenwolf Theatre Company
(“Steppenwolf”’). We wanted to provide you with information about the incident, explain the services we are
making available to you, and let you know that we continue to take significant measures to protect your
information.

What Happened?

We recently learned that an unauthorized individual may have obtained access to a limited number of
Steppenwolf employees’ email accounts as a result of a phishing attack.
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We immediately launched an investigation in consultation with outside cybersecurity professionals who
regularly investigate and analyze these types of situations to analyze the extent of any compromise of the email
accounts and the security of the emails and attachments contained within them. We devoted considerable time

and effort to determine what information was contained in the affected email accounts.

What Information Was Involved?

After an extensive forensic investigation and manual email review, we discovered on April 25, 2019 that the
impacted email accounts that were accessed betw~~n November 28, 2018 and January 14, 2019 contained some
of your personal information, including your
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To date, we are not aware of any reports of identity fraud or improper use of your information as a direct result of
this incident. Out of an abundance of caution, we wanted to make you aware of the incident, explain the services
we are making available to help safeguard you against identity fraud, and suggest steps that you should take as
well. To protect you from potential misuse of your information, we are offering you a one-year membership in
myTrueldentity provided by TransUnion Interactive, a subsidiary of TransUnion. For more information on
identity theft prevention and myTrueldentity, including instructions on how to activate your one-year
membership, please see the additional information provided in this letter.

This letter also provides other precautionary measures you can take to protect your personal information,
including placing a Fraud Alert and/or Security Freeze on your credit files, and/or obtaining a free credit report.



Additionally, you should always remain vigilant in reviewing your financial account statements and credit
reports for fraudulent or irregular activity on a regular basis.

For M-~ "‘ormation.

Please accept our apologies that this incident occurred. We are committed to maintaining the privacy of personal
information in our possession and have taken many precautions to safeguard it. We continually evaluate and
modify our practices and internal controls to enhance the security and privacy of your personal information.

If you have any further questions regarding this incident, please call our dedicated and confidential toll-
free response line that we have set up to respond to questions at . This response line is staffed
with professionals familiar with this incident and knowledgeable on what you can do to protect against misuse
of your information. The response line is available Monday through Friday, 8 a.m. to 8 p.m. Central Time.

Sincerely,

Steppenwolf Theatre Company









