
M. Alexandra Belton 
Office: 267-930-4 773 
Fax: 267-930-4771 
Email: abelton@mullen.law 

VIA U.S. l5' CLASS MAIL 
Attorney General Gordon J. MacDonald 

MULLEN 
COUG HLINLLC 

RECEIVED 

NOV 0 8 2018 

CONSUMER PROTECTION A TTORNEYS AT LAW 

October 31, 2018 

1275 Drummers Lane, Suite 302 
Wayne, PA 19087 

Office of the New Hampshire Attorney General 
Attn: Security Breach Notification 
33 Capitol Street 
Concord, NH 03301 

Re: Supplemental Notice of Data Event 

Dear Attorney General MacDonald: 

We represent Star Title Partners of Palm Harbor, LLC ("Star Title"), 30522 US Hwy 19 N, Ste. 
101 , Palm Harbor, FL 34684 and write to supplement our October 26, 2018 notice to your office, 
a copy of which is attached hereto as Exhibit 1, regarding a recent data incident. By providing 
this supplemental notice, Star Title does not waive any rights or defenses regarding the 
applicability of New Hampshire State law, the New Hampshire data event notification statute, or 
personal jurisdiction. 

Based on the ongoing effort to identify address information for individuals whose data was present 
in the email account impacted by this incident, on or about October 31 , 2018, Star Title will provide 
notice of this incident to additional five (5) New Hampshire residents. Written notice will be 
provided in substantially the same form as notification letter included in our October 26, 2018 
submission to your office as Exhibit A . 

Should you have any questions regarding this notification or other aspects of the data event, please 
contact us at 267-930-4773 . 

MAB:ncl 
Enclosure 

Very truly yours , 

Omf L-
M. Alexandra Belton of 
MULLEN COUGHLIN LLC 

Mullen .law 



EXHIBIT 1 



M. Alexandra Belton 
Office: 267-930-4773 
Fax: 267-930-4771 
Email: abelton@mullen.law 

VIA U.S. 1st CLASS MAIL 
Attorney General Gordon J. MacDonald 

MULLEN 
COUGHLINu.c 
ATTOft'NE'YSAT LAW 

October 26, 2018 

1275 Drummers Lane, Suite 302 
Wayne, PA 19087 

Office of the New Hampshire Attorney General 
Attn: Security Breach Notification 
33 Capitol Street 
Concord, NH 03301 

Re: Notice of Data Event 

Dear Attorney General MacDonald: 

We represent Star Title Partners of Palm Harbor, LLC ("Star Title"), 30522 US Hwy 19 N, Ste. 101 , Palm 
Harbor, FL 34684, and write to notify your office of an incident that may affect the security of personal 
information relating to approximately two (2) New Hampshire residents . The investigation into this event 
is ongoing, and this notice will be supplemented with any new significant facts learned subsequent to its 
submission . By providing this notice, Star Title does not waive any rights or defenses regarding the 
applicability of New Hampshire law or personal jurisdiction. 

Nature of the Data Event 

On or around June 4, 2018, Star Title learned of suspicious activity in an employee's email account. Star 
Title immediately began an investigation to confirm the nature and scope of this incident. Through the 
investigation, which included working with third party fo rensic investigators, Star Title determined that an 
unauthorized actor may have had access to emails in the impacted account prior to June 4, 201 8. Star Title 
has been working diligently, with the assistance of those investigators, to determine what records may have 
been present in the affected emails, to whom those records related, and correct contact information for those 
individuals and businesses. Those efforts determined that certain emails impacted by this event contained 
personal information. This information potentially affected by this incident related to New Hampshire 
residents includes name and bank name/account number/routing number. 

Notice to New Hampshire Residents 

On July 19, 2018, Star Title began providing notice to individuals whose data was present in the affected 
emails. Based on the ongoing investigation and efforts to identify those records which were present in the 
emails, as well as correct contact information for the individuals to whom those records relate, on October 
26, 2018, Star Title will begin providing notice of this incident to additional individuals whose information 
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was present in the affected emails, which includes two (2) New Hampshire residents. Written notice will 
be provided in substantially the same form as the letter attached hereto as Exhibit A . 

Other Steps Taken and to Be Taken 

Upon learning of suspicious activity in an employee ' s email account, Star Title immediately commenced 
an investigation to confirm the nature and scope of the incident and to identify what information may be 
affected. Star Title also took steps to prevent further unauthorized access to the email account by changing 
the user's password. While Star Title has measures in place to protect information in its systems, it is 
reviewing its existing policies and procedures . Star Title is also providing potentially affected individuals 
with notice of this incident. This notice will include an offer of access to one ( 1) year of complimentary 
credit monitoring and identity monitoring services, including identity restoration services, through 
Experian. Additionally, Star Title is providing potentially impacted individuals with guidance on how to 
better protect against identity theft and fraud, including information on how to place a fraud alert and 
security freeze on one's credit file , the contact details for the national consumer reporting agencies, 
information on how to obtain a free credit report, a reminder to remain vigilant for incidents of fraud and 
identity theft by reviewing account statements and monitoring free credit reports , and encouragement to 
contact the Federal Trade Commission, their state Attorney General, and law enforcement to report 
attempted or actual identity theft and fraud. Star Title has notified federal law enforcement and is also 
providing written notice of this incident to other state regulators as required by law. 

Contact Information 

Should you have any questions regarding this notification or other aspects of the data security event, please 
contact us at 267-930-4773. 

MAB:ncl 
Enclosure 

Very trnly yours, 

~IL 
M. Alexandra Belton of 
MULLE COUGHLIN LLC 
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Star Title Partners 
PO Box 589 
Claysburg, PA 16625-0589 
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SAMPLE A SAMPLE - Notice 
APT ABC 
123 ANY ST 
ANYTOWN, US 12345-6789 

1l•1'1l1l•1'1l'll1ll•1'l11 1lllll1'll1l1l'··'·l''1'·'ll1'l''1'''ll 

Re: Notice of Data Privacy Incident 

Dear Sample A Sample, 

October 26, 20 L8 

We write to inform you of an incident that may impact the privacy of some of your personal infonnation and to 
provide you with information about the incident, our response, and steps you may take to better protect against 
possible misuse of your personal information, should you feel it appropriate to do so. 

What Happened? On or around June 4, 20 18, Star Title Partners of Palm Harbor, LLC ("Star Title") learned of 
suspicious activity in an employee 's email account. Star immediately began an investigation to confirm the nature 
and scope of this incident. Through the investigation, which included working with third party forensic 
investigators, we determined that an unauthorized actor may have had to access emails in the impacted account prior 
to June 4, 2018. The investigation also detemuned that certain emails impacted by this event contained personal 
information. 

Since learning of this incident, Star Title has been working diligently, with t11e assistance of tlurd party forensic 
investigators, to determine what records may have been present in tl1e affected emails, to whom tl1ose records 
related, and correct contact information for those individuals. Based on our investigation, we have detennined that 
certain information related to you was present in the account at the time of tl1e event. 

What Information was Involved? Our investigation detemuned that the emails impacted by this event contained 
your E:\.ira l , and name. To date, our investigation has found no evidence that your information has been 
subject to actual or attempted misuse as a result of this incident. 

What We Are Doing. The confidentiality, privacy, and security of infonnation in our care is one of our highest 
priorities. Upon learning of the event, we in1mediately commenced an investigation to confirm the nature and scope 
of the incident and to identify what information may be affected. We also took steps to prevent further unauthorized 
access to the email account by changing the user' s password. While we have measures in place to protect 
infomrntion in our systems, we are reviewing our existing policies and working to implement additional safeguards. 

As an added precaution, we are offering you access to one (1) year of credit monitoring and identity theft repair 
services through E:\.11erian at no cost to you. We encourage you to enroll in these services as we are unable to enroll 
on your behalf. 
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What You Can Do. Please review the enclosed "Steps You Can Take to Protect Your lnfonnation," which contains 
infonnation on what you can do to better protect against possible misuse of your infonnation, as well as infonnation 
on the credit monitoring and identity theft protection services we are offering and instructions on how to enroll. 

For More Information. We understand you may have questions that are not answered in this letter. If you have 
questions, please contact our dedicated assistance line at (877) 220-1388, Monday-Friday from 9am - 7pm EST. 

Sincerely, 

Anne Cordell 
General Manager 
Star Title Partners 



:NEORMATION 
STEPS YOU CAN TAKE TO PROTECT YOUR I . 

. '® 
M •t · o be hip of Expen an s Enroll in Crcdit om orm.. rmentary one-year mem rs '. . 

To he\ protect your identity , w~ are off~~~ sZo~i;c~~!~ti~ ;et~~:~ land reso'.ution of identity theft To activate your 

ldentity\vorkssM. This product prov ides you\ :_ c ~ion please follow the steps below. 
d rt nitoring your persona uuO 

membership an sta mo d ·n not work after this date.) 

• Ensure that you_ enroll b_y: Dec~mberb!ilt~ ~~ le~;~f:~1~t~se//~~ww.experianidworks . com/credil 
• Visit the Expen an ldent1ty Works we HI 

· f le· ABCDEFG 1- · • Provide your acttva ion col . . uld like an alternative to enrol mg m 
·th ·d f ru restoration or wo 8 B red 

. b ut the product need assistance w1 I en i.; t 877 890 9332 by December 3 1, 20 I . e prepa 
If you have questions a o ' E · ' customer care team a · · E · 
Experian ldentityWorks online, p~~~~ ~gntac~o:ro~=~g~bility for the identity restoration services by xpenan. 
to provide engagement number D asp RIAN IDENTITYWORKS MEMBERSHlP: 

ADDITIONAL DETAILS REGARDING YOUR 12-MONTH EXPE 

. . d D llment in Experian ldentityWorks. 
A credit card is not require or enro t th fo \lowina features once you enroll 

. . dina an fraud issues. You also have access o e o 
You can contact Experian muncdiately regar o y 

in Experian IdentityWorks : di fi t Daily credit reports are 
+ Experian credit report at s ignu~ : ee what information is associated with your ere t I e. 

available for onlme members only. . . d ' t of fraud 
+ Credit Monitoring: Actively monitors Expenan file form ic~.o~~l avail~ble to help you address credit and non-credit 
+ Identity Restoration: Identity Restoration agents are unme 1a 

related. fraud. . . E , dCARETM. y receive the same high-level of ldentiry Restoration rt even after 
+ Expenan ldentityWorks xten . . ou 

your Experian Identity Works member hip has exprred. . . 
• Up to $1 Million Identity Theft ln urance 0 : ProYides coverage for certaJ.Il costs and unauthonzed elec me fund 

transfers. 

[f you believe there was fraudulent use of your information and ,,·o~d like to discuss how you may be abL to resolve tho , 
please reach out to an Experian agent at 877.890.9 . onda · -Fn~y 9am to 9_pm P and_ at/Sun \ lam to 8pm PST. If. after 
discussing your situation with an agent, it_ is dete~ed tt:at Identity Restoration . . n is needed, then an Expen an I_ ty 
Restoration agent is available to work wi th you to Ill\' ~gat and resolve each !IlCtdent of fraud that . urred_ (mcludinc- -
appropriate, helping you with contacting credi t grantors to di~ harges_ and close .a tm: -: ass1stmg yo . placmg a f~ 
your credit fil e wi th the three major credi t bureaus; and istmg ·ou with contactm O\-ernment agenc1 - LO help restore y 
identity to its proper condition). 

Please note that this Identity Restoration support is ava ilable to you for on ear from the da~ ofthi letter and d - not require am 
action on your part at this time. The Terms and Conditions fo r this offer are located at W\\w .Ex:perianIDWorks.com/restoratioa 
You wi ll also fmd self-help tips and information about identity protection at this site. 

Monitor Your Accounts 

We encourage you to remain vigilant against incidents of identity theft and fraud, to review your account tatements, and to monitor 
your credit reports for suspicious activity and to detect error over the next 12 to 24 months. Under U .. law you are enti tled to one 
free credit report annually from each of the three major credit reporting bureaus. To order ·our free credit re rt, visit 
www.annualcreditreport .com or call, toll-free, 1- 77-322-8228. You may also contact the three major credit bureaus directly to 
request a free copy of your credit report. 

You have the right to place a "securi ty freeze" on your credit report, which will prohibit a consmner reporting agency from releasing 
information in your credi t report without your express authorization. The securi ty freeze is designed to prevent credit, loans and 
services from being approved in your name without your consent. However, you should be aware that using a security freeze to 
take control over who gets access to the personal and financial information in your credit report may delay, interfere with, or 
prohibit the timely approval of any subsequent request or application you make regarding a new loan, credit, mortgage, or any other 
accmmt involving the extension of credit. Pursuant to federal law, you cannot be charged to place or Ii.ft a security freeze on your 
credit report. Should you wish to place a securi ty freeze, please contact the major consumer reporting agencies Ii ted below: 

Experian 
PO Box 9554 
Allen, TX 750 13 
1-888-397-3742 
www.experian.com/freeze/center.html 

T rans Union 
P.O. Box 2000 
Chester, PA 190 16 
1-800-909-8872 
·www. transuriion.com/credit-freeze 

Equifax 
PO Box 105788 
Atlanta, GA 30348-5788 
1-800-685-1 111 
www.equi fax.com/personal/credit-report-s 
ervices 
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. c \\ ·no information: 
. e ou will need to provide the LO ow1 " . . 

111 order to request a secun_ty fredez ' y . ddle initial as well as Jr., Sr. , II, m, etc.) , 
\. Your full name (mclu mg nu 
2. Social Security number; h \' ved over the prior five years; 

f b·rtl · · h ddr sseswhereyou ave 1 
3. Date o 1 1, . . t five (S) years, provide t ea e . . . . . 
4 If you have moved m the pas 1 t utility bill or telephone bill , . , . ID card, military 1dent1fication, 

. Proof of current address, such as a curren d .. dentification card (state driver s license or 
5. h . of a aoverrm1ent-issue 1 1 6 A legible p otocopy o . t. t·ve report or complaint to a aw 

. j' eport mves 1ga I ' 
etc.); . . f .d t'ty theft include a copy of either the Po ice r , 

7. If you are a \ilctim o J en I . . d, t' theft 
enforcement agency concenung i en ity . . . . d d "fraud alert" on your file at 

1 . ht t place an imtial or exten e d al 
As an alternative to a secunty freeze, you have t1e _ng o on a consumer' s credit file. Upon se,ei~g a frau ert 

cost An initial fraud alert is a 1-year alert that ts plac~ take steps to verify the consumer s identity. before 
~~splay. on a consumer' s credit file , a busm~s~ is tr~~~:ft ~ou are entitled to an ex.1:ended fraud alert, which I~ a 
ex.1:ending new credit. If you are a v1ct1m o t ~~ \ lac~ a fraud alert, please contact any one of the agencies 
fraud alert lasting seven years. Should you w1s o p 

listed below: 

Experian 
P.O. Box 2002 
Allen, TX 75013 
1-888-397-3742 
wvvw.experian.com/fraud/center.html 

Trans Union 
P.O. Box 2000 
Chester, PA l 9 106 
1-800-680-7289 
W\ VW .tra.nsunion.com/fraud-victim
resource/place-fraud-alert 

Equifax 
P.O. Box 10 -069 
Atlanta, G "0348 
1-8 -7 66-0008 
yVWW .equifax.com/person 
port-services 

red.it-re 

Additional Information · . £ d th st s y·ou can ·e to protect 
You can further educate your elf regarding identity theft, fraud alerts, secunty reez , an e ep 
yourself, by contacting the consumer reporting agencies, the Federal Trade Comrmss1on, or your tale Attorney General. 

The Federal Trade Commission can be reached at: 600 Pennsylvania Avenue , Washingt 
1-877-ID-THEFT (1 -877-438-4338); TTY: 1- 66 -3-426 1. The Federal Tra e Conmuss10 . . 
that their information has been misused to file a complaint with them. You obtam furfu information on how lo 
c;mplaint by way of the contact information listed above. You ha".e the right lo _file a police i! you ever experi 
theft or fraud. Please note that in order to file a report with law enlorcement for identity theft, you \\ill likely need to 
proof that you have been a victim. Instances of known or suspected identil} theft hould also be ned to law enfo 
your state Attorney General. This notice has not been delayed by law enforcement. 

For North Carolina residents, the Attorne General can be contacted at 9001 - iail ervice C 
l-877-566-7226 or l -919-716-6400, www.ncdoL o\'. 

ome 
t and 

I, 

For Maryland residents, the Attorney General can be contacted at 200 t. Paul Pla 16th Fl , Baltimore, MD _ L 
l-888-743-0023, www.oag. tate.md.us. tar Title Partner ofPalmHarborLLCi 1 tedat 30522U H\\} 19N.,Ste. lOLPalm 
Harbor, FL 34684. 

For New Mexico residents, you have rights pursuant to the Fair Credit Reporting Act, su has the right to be told if inforn1ation in 
your credit file has been used against you., the right to know what is in your credit file, the right to ask for your credit score, and the 
right to di pute incomplete or inaccurate information. Further, pursuant to the Fair Credit Reporting Act, nsumer reporting 
agencies must correct or delete inaccurate, incomplete, or unverifiable information; consumer reporting a~ encies may not report 
outdated negative information; access to your file is limited; you must give your consent for credit reports to be provided to 
employers; you may limit _"prescreened" offers of credit and insurance you get based on information in your credit report; and you 
may seek damages from v10lator. You may have add1t1onal nghts under the Farr Credit Reportmg Act not summarized here. ldentity 
theft victims and active duty military personnel have pecific addi tional rights pursuant to the Fair Credit Reporting Act. We 
encourage you to review your rights pursuant to the fa ir Credit Reporting Act b visiting 
www consumerfinance.gov/f/20 1504 cfpb swnmar:y your-rights-under-fcra.pdf, or by \\Titing Consumer Re Center, Room 
130-A, Federal Trade Commission, 600 Pennsylvania Ave. N.W. Washington, D.C. 205 0. 

For Rhode Island Residents : The Rhode Island Attorney General can be reached at: 150 uth Main Street, Providence, Rhode 
Island 02903, www.riag.ri.gov, l-401-247-4400. Under Rhode Island law, you have the right to obtain any police report filed in 
regard to this incident. There are no Rhode Island residents impacted by this incident. 

* Offline members will be eligible to call fo r additional reports quarterly after enrolling 
** Identity theft insurance is underwritten by insurance company subsidiaries or affiliates of American International Group, Inc. 
(AIG). The description herein is a summary and intended for i.nfom1ational purposes only and does not include all terms conditions 
~d exclusions of the policies described. Please refer to th a tua1 policies for tenns conditio - exclusions of core~oe 
Coverage may not be available in all jurisdictions. ' c · 
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MULLEN 
COUGHLIN 

1275 Drummers Lane, Suite 302 
Wayne, Pennsylvania 1908 
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Attorney General Gordon J. MacDonald 
Office of the New Hampshire Attorney General 

Attn: Security Breach Notification 

33 Capitol Street 
Concord, NH 03301 
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