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July 21, 2017 kris.kleiner@nortonrosefulbright.com
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By Certified Mail
Return Receipt Requested

Office of the New Hampshire Attorney General
Consumer Protection & Antitrust Bureau

33 Capitol Street

Concord, NH 03301

Re: Legal Notice of Information Security Incident
Dear Firs or Madams:

I write on behalf of my client, Standard International Management LLC (“Standard
International”), to inform you of a potential security incident involving the personal information of
certain Standard International guests, which may have affected approximately seven New
Hampshire residents. Standard international is notifying these individuals and outlining some
steps they may take to help protect themselves.

Standard International was recently notified of a potential security incident by Sabre, a company
that operates an Internet-accessibie reservation platform (SynXis) for the hotel industry.
According to the information we have received from this vendor in a letter dated June 6, 2017,
an unauthorized individual was able to gain access to Sabre’s systems and view certain
reservation information between August 10, 2016, and March 9, 2017. Based on the notice that
was provided to us, the information viewed by the individual may have included certain
cardholder data belonging to certain individuals who provided payment card information in order
to make reservations at some of our properties.

Standard International takes the privacy of personal information seriously, and was deeply
disappointed to learn that this vendor’s incident could affect Standard International guests. Upon
learning of the incident, Standard International promptly initiated an investigation into the
incident and has communicated extensively with the vendor to learn more about what occurred.
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The vendor informed us that it engaged an outside forensic investigation firm to assist them in
investigating and remediating the situation, and has enhanced the security around its access
credentials and the monitoring of system activity to further detect and prevent unauthorized
access. In addition, the vendor has advised us that they notified law enforcement and the
payment card brands of this incident.

Affected individuals are being notified via written letter, which we anticipate will begin mailing on
or around July 31, 2017. A form copy of the notice being sent to the affected New Hampshire
residents is included for your reference.

If you have any questions or need further information regarding this incident, please contact me
at (303) 801-2758 or kris.kleir~-"~~-~~-~~~fulbright.com.

Very truly yours,

opher Kleiner

KCK
Enclosure

28532085.1







Although Social security numbers and other sensitive personal information were not at risk in this incident, as a
general practice you can carefully check your credit reports for accounts you did not open or for inquiries from
creditors you did not initiate. If you see anything you do not understand, call the credit agency immediately. As an
additional precaution, we are providing an “Information About Identity Theft Protection” reference guide,
enclosed here, which describes additional steps you may take to help protect yourself, including recommendations
from the Federal Trade Commission regarding identity theft protection.

For More Information

We sincerely regret any inconvenience caused by this incident. If you have any questions regarding this incident
or if you desire further information or assistance, please do not hesitate to contact Sabre at toll-free at 888-721-
6305 twenty four hours per day, Monday through Friday. More information is also available at
www.sabreconsumernotice.com.

Sincerely,

[SIGNATURE]

[SignatorT Name/Title]










