From: Tom Droege [mailto:tidroege@mindspring.com]

Sent: Wednesday, October 11, 2017 12:15 PM

To: DOJ: Attorney General; Tom Droege

Subject: breach of security and unauthorized access or use of personal information involving 68 NH
resident(s).

Attorney General
Office of the Attorney General

Dear Attorney General ;

We are writing to notify you of a breach of security and unauthorized access or use of personal
information involving 68 NH resident(s).

NATURE OF THE SECURITY BREACH OR UNAUTHORIZED USE OR ACCESS On September 26, 2017, A
hacker was able to bypass our RDP access to our office computers. Once in our office, he was able to
access customer information including names, addresses, and payment account numbers as well as
email addresses.

STEPS WE HAVE TAKEN OR PLAN TO TAKE RELATING TO THE INCIDENT We shut down all direct RDP
access, and installed a multi-factor authentication for remote access. We have removed all credit card
information from our website and will not be storing credit card information at out site. We have hired a
3rd party security firm to conduct a thorough audit and analysis of the security breach.

STEPS WE HAVE TAKEN TO NOTIFY THE CUSTOMERS INVOLVED On September 28th, 2017, we contacted
every customer by email, notifying them of the breach and providing information that they could use to
monitor their credit card activity. 90% of the cards we had on file were expired. We suggested that
they contact their credit card company and report the breach and request new cards.

On October 6, 2017, we contacted every customer again by email, in an official capacity providing the
required notification as recommended by our insurance company using the verbage required by law.

The notification was not delayed because of a law enforcement investigation.

CONTACT INFORMATION
Please contact Thomas Droege, CEO of Droege Computing Services at
919-403-9459 or tidroege@mindspring.com if you have any questions or need further information.

Sincerely,

Thomas Droege

President

Droege Computing Services

20 West Colony Place Suite 120

Durham NC 27705

Type of Business: Software Development Company















