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Office of the Attorney General
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attorneygeneral@doj.nh.gov

To whom it may concern:

Pursuant to New Hampshire Statute § 359-C:20, we are writing to notify you on behalf of Sierra Nevada 
Brewing Co. (“Sierra Nevada”), of a data security event that involved Sierra Nevada, located in Chico, 
California.  The security event potentially affected four New Hampshire residents.  The details of the 
security event and steps Sierra Nevada has taken to mitigate the situation are below.

NATURE OF THE SECURITY EVENT

Magento, the provider of Sierra Nevada’s e-Commerce platform, notified us on August 7, 2018 
that a vulnerability had been identified in Sierra Nevada’s Gift Shop webpage, 
https://www.sierranevadagiftshop.com/. Specifically, it appears that an unauthorized person 
installed malicious code on the webpage to monitor form entries. Sierra Nevada immediately 
took the affected webpage offline and commenced an investigation under privilege to determine, 
among other things, whether the incident had resulted in the compromise of any credit card or 
other information and, if so, what information had been compromised. Since then, Sierra Nevada 
has taken several steps in response to the incident, including taking the webpage offline, 
removing the malicious code, and implementing additional measures designed to improve 
security.

The unauthorized person appears to have accessed some or all of the following information for 
the affected New Hampshire residents: name, address, e-mail address, credit card account 
number, credit card expiration date, credit card CVV2 number, and Sierra Nevada account 
username and password.

STEPS SIERRA NEVADA HAS TAKEN OR PLAN TO TAKE RELATING TO THE 
INCIDENT

At the request and under the direction of legal counsel, a privileged and confidential forensic 
investigation is ongoing.  Additionally, Sierra Nevada immediately shut down its online payment 
page, took measures to eliminate the unauthorized person’s access to the webpage, changed 

https://www.sierranevadagiftshop.com/


certain administrative passwords, removed the code that had been inserted by the unauthorized 
person, and conducted a system review to identify vulnerabilities in the website.  In addition, 
Sierra Nevada has strengthened its systems and safeguards to prevent unauthorized persons from 
gaining access to its systems, and has taken other steps to try to prevent similar incidents in the 
future.  

Sierra Nevada will be sending a notice via first class mail on August 28, 2018 to the potentially 
affected New Hampshire residents. The notice will encourage the resident to take measures to 
help prevent and detect any misuse of his or her information (e.g., by canceling the affected 
credit card, monitoring statements, and considering the placement of a fraud alert with the three 
major credit monitoring bureaus).  It also will provide the resident with information regarding 
identity theft prevention, as well as a toll-free telephone number that the resident may call for 
further information and assistance.  Sierra Nevada is also offering the resident the opportunity to 
enroll in one year of identity protection under the Experian IdentityWorks identity protection 
product at no cost.  Copies of the notices that will be sent to affected residents are enclosed with 
this letter.  The notice was not delayed due to a law enforcement investigation. 

CONTACT INFORMATION

If you would like to discuss the incident further, you may contact me at 310-551-9366 or 
mmorgan@mwe.com.

Sincerely,

Michael G. Morgan
Partner
McDermott Will & Emery LLP

Enclosures 
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